
 

Smart Card Alliance © 2003 

3 

Smart Cards and Biometrics in Privacy-Sensitive Secure 
Identification Systems 
Smart Card Alliance Report 
Publication Date:  May 2002 
 
Table of Contents 

About the Smart Card Alliance _________________________________ 2 

Executive Summary __________________________________________ 3 

What Is a Secure Identification System? _________________________ 6 

Components of a Secure Identification System __________________ 6 

Key Attributes of a Secure ID System __________________________ 8 
Secure Personal ID Credential ________________________________ 8 
System Security Policies and Procedures _______________________ 8 
People __________________________________________________ 8 
Training__________________________________________________ 9 

Secure Identification Systems and Privacy______________________ 9 

Example Applications ______________________________________ 10 

What Are Biometrics?________________________________________ 11 

Biometric System Components and Process ___________________ 11 

Selecting a Biometric Technology ____________________________ 12 

Key Questions for a Combined Smart Card and Biometrics ID System14 

Smart Card Benefits in a Combined Smart Card/Biometric Identification 
System ____________________________________________________ 16 

Enhanced Privacy _________________________________________ 16 

Enhanced Security ________________________________________ 18 

Improved System Performance and Availability_________________ 20 

Improved Return on Investment______________________________ 20 

Upgradability and Flexibility_________________________________ 21 

Conclusion ________________________________________________ 23 

Endnotes __________________________________________________ 24 

Publication Acknowledgements _______________________________ 24 

Appendix A:  Frequently Asked Questions ______________________ 25 
 


