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The Case of the Credit Card Issuance



The Key to an Open World

3 5/1/2006 Copyright © 2004 Oberthur Card Systems/Xtec. All rights reserved.

Enrollment 
Process

-- - -:      -- - - - --

-- - - :     ----- - - --- - ----

-- -:      -- - - - --

-- - --- - :     -- -- --

-- - - --- --:      -- - =- - -- --

-- - - :     -- - - --- - -- --

Sponsor Applicant

Issuer

HSPD-12 IDMS

Directory Reporting

SP DB

Personnel Management 
Systems

Employees Affiliates

Contractors
Logical Access

Card Reader
WKS SSO

Directories

PKI Certificate 
Authority

Key Mgr.CRL

Certificate Authority

Card Management

OCSP
Responder

CMS

Card Issuance

Card
Printing

Card
Distribution

Registration Station

Finger Print
Scanner

Document
Scanner

Camera

Registration WKS

Background Checks

FBIOPM

Adjudicator

Registrar

Physical Access

PACS DB

C

Card Reader

8-10% of 
the cost



The Key to an Open World

4 5/1/2006 Copyright © 2004 Oberthur Card Systems/Xtec. All rights reserved.

The Complete Process – Manufacturing 
to Personalization and Fulfillment
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Final Steps for Issuance

Key Ceremony with Agency for transport key
Cards are locked with transport key when shipped to Agency 
protecting Personal Identifiable Information
Cards unlocked by the security officer
Certificates loaded to the card
Card then issued to holder
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Explicit Costs – Distributed Model

Cards
Personnel Costs 
Floor Space
Data Capture Stations
Printer
Printing
Server
Server Hosting per year
Maintenance
Issuance Setup
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Centralized vs 
Decentralized Card 
Issuance Model
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What it Takes to be a SSP for Card 
Production

Employee Background Checks
Security Certifications
In-house Equipment and Engineering
Back-up Facilities
Quality Certifications (ISO 9001)
Turnaround Time from Transmission to Receipt
Job Size Flexibility
35 Additional Factors
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Financial Plan Centralized vs. Distributed Model  for 220 000 Recipients

Unit Cost Central IssuanceUnit Cost Distributed Issuance
Cards 11.00$                             12.10$                                  
Data Capture Stations 10,500.00$                       10,500.00$                            
Printer 15,000.00$                            
Printing 1.00$                               2.00$                                    
Server 15,000.00$                       15,000.00$                            
Server Hosting per Annum 12,000.00$                       12,000.00$                            
Central Issuance Set Up 40,000.00$                       
Totals

Central Issuance Model Year 1 Year 2 Year 3 Year 4
Cards 2,420,000.00$                  440,000.00$                          440,000.00$      440,000.00$      
Data Capture Stations 168,000.00$                     
Printer
Printing 220,000.00$                     40,000.00$                            40,000.00$       40,000.00$        
Server 15,000.00$                       
Server Hosting per yr 12,000.00$                       12,000.00$                            12,000.00$       12,000.00$        
Maintenance 30,000.00$                       30,000.00$                            30,000.00$       30,000.00$        
Central Issuance Set Up 40,000.00$                       
Totals 2,905,000.00$                  522,000.00$                          522,000.00$      522,000.00$      
Program Total

Distributed Issuance Model
Cards 2,662,000.00$                  484,000.00$                          484,000.00$      484,000.00$      
Personnel Costs, Training 2-3 Staff 120,000.00$                     120,000.00$                          120,000.00$      120,000.00$      
Floor Space 16,320.00$                       16,320.00$                            16,320.00$       16,320.00$        
Data Capture Stations 168,000.00$                     
Printer 255,000.00$                     
Printing 448,800.00$                     81,600.00$                            81,600.00$       81,600.00$        
Server 15,000.00$                       
Server Hosting per year 12,000.00$                       12,000.00$                            12,000.00$       12,000.00$        
Maintenance 739,424.00$                     142,784.00$                          142,784.00$      142,784.00$      
Central Issuance Setup
Totals 4,436,544.00$                  856,704.00$                          856,704.00$      856,704.00$      
Program Total

Cost Savings over 5 Year Period 37%

Variables: 17 Issuance Stations  220000 people 40000 turn-over/yr
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Printing Options in a Shared Services Model
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Registered Traveler - Orlando
Situation

Up to 30, 000 estimated enrolees for pilot program
Individual shipping addresses with complicated logistics
Ability to handle multiple issuance type in a fluid manner (Hyatt)
Requirements to print and attach letter and insert into envelope down to jobs of 
1 customer
Unique personalization process with specialized plastic substrate
FIPS 140-2 platform to hold Personal Identifiable Information and Biometrics

Solution
OCS Shared Service, IDOne Cosmo Card
6 week implementation from Task Order to Delivery
Complete Personalization and Direct Shipment to first customers before due 
date
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GSA 
Situation

Over 20K Associates and Contractors at GSA facilities while maintaining 
appropriate cost model associated with low amount of recipients
Multiple locations (up to 8,000) with complicated logistics
Need to handle multiple issuance type in a fluid manner
Need to assist Tenant Agencies
Need to ensure continuous alignment with FIPS-201

Solution
OCS Shared Services
Converting over to Production of 64K Dual Interface Cards –FIPS-140 Level 3 
Certification
Complete Personalization and Direct Shipment to Location Sites
Continuous reporting structure to ensure knowledge of card production status 
and shipping
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Pointers/Lesson’s Learned

Multiple issuance types and typologies
Stock projections
Preparing for new technology developments with existing 
requirements
Reporting structures
Responsibility of the process
Set up is complex 3-6 months
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CONTACT INFORMATION

Patrick W. Hearn
Director – Government & ID Markets
Tel: 703-322-8954
p.hearn@oberthurcs.com
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Dual Interface Cards 
72K EEPROM
PIV II applets now FIPS 201 qualified by NIST
Javacard 2.2, 

Include support for Dual interface cards
More compact code (= smaller applets)

Global Platform 2.1.1
Dual interface (ISO 7816 & ISO 14443)
FIPS 140-2 LEVEL 3 Certifications in both contact and contactless 
Security already assessed by the NSA
Contactless Deactivation capability
Support extra high communication speed in contact 

64 times faster than current CAC

Enhanced cryptographic features
3DES tripe keys, AES, RSA, Elliptic Curves…

Biometric Match On Card
Support major MOC algorithms (Precise, Cogent, ID3 etc…)


