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Securing

Creating Confidence. Giesecke & Devrient has been developing security solutions for over 160 years. As the world has
advanced, we've kept pace. Today, we are a world leader in pioneering technologies that secure how people pay, communicate,
and authenticate. Our solutions, products, and services range from innovative hardware and software to end-to-end solutions

for EMV, HCE, Wearables, Mobile Wallets and Authentication, NFC and TSM, SIM and Device Management, LTE, Subscription
Management and M2M. Get to know us at www.gi-de.com.

GE) Giesecke & Devrient

Creating Confidence.
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A MESSAGE FROM RANDY VANDERHOOF
Organizations Fueled by Common Mission

As I reviewed the long list of activities and major accomplishments of the Smart Card Alli-
ance and its affiliated organizations in 2015, a familiar image kept entering my mind. Three
interlocking rings reflect on the nature of how three different things can operate inde-
pendently, have a unique culture and personality, and yet be interconnected and mutually
strengthened at the same time by a common mission and overlapping interests.

I often describe the Smart Card Alliance in these terms, with the Alliance representing
one community of industry stakeholders with a common mission, joined together with
two other communities of stakeholders — the EMV Migration Forum and the Smart Card
Alliance Latin America (SCALA) chapter. These three vibrant groups have different per-
sonalities, missions, and cultures, yet they are connected to each other, and strengthened
by a common commitment to accelerating the usage and adoption of secure smart card
technologies across the Americas, from Canada to Argentina. Collectively, they include

373 organizations and thousands of individuals who do amazing work as a community
of believers in the potential of secure smart card chip technology to make transactions more secure for payments, transit, mobile,
government, enterprise, and healthcare - and in the newest market, the Internet of Things. That sharing and exchange of knowledge
and experience strengthen the collective whole.

The three rings also represent one of the foundational security principles that smart card technology brings to every market where
it exists — the ability to bind identities and digital identifiers together and to enable secure authentication of that digital identifier by
a relying party like a bank or an employer - leading to trusted access to services or facilities. Many of the white papers, webinars,
FAQs, and other educational resources these organizations generated and distributed to the public in 2015 incorporated these three
security concepts — identification, authentication, and access. The deliverables from our 2015 training programs, industry work-
shops, and discussion forums applied these three principles to each market audience in which they were presented.

Our training and certification programs, the CSCIP and the CSEIP, also apply these security principles when educating a new gen-
eration of security professionals who serve the multiple markets where smart card technology is being adopted. Many of these train-
ing programs and a host of new in-person seminars and webcasts will be hosted at the new Smart Card Alliance Training Center,
which is opening shortly in the Washington, DC, suburb known as Crystal City. The modern, 2,800 sq. ft. office, just minutes from
the airport and downtown Washington, will serve as a hub for our education and training programs and a resource for our members.

As T contemplate the bright future of the smart card industry and our organizations, again the three-rings image applies. As industry
organizations, we long ago moved beyond thinking in the limited terms of a smart card form factor when going about our mis-
sion to promote chip technology; yet smart card shipments globally keep growing and will surpass 8 billion units in 2015. The U.S.
payments industry’s move to EMV alone will add around 500 million cards to those totals by the end of this year and another 500
million over the next few years. The mobile industry has been embracing SIM technology since 1991 and the UICC became synony-
mous with NFC and secure elements in 2006. Lately, the embedded UICC (eUICC) is gaining popularity in a whole new genera-
tion of smart phones that have mobile payments functionality. The third generation of smart cards can be found in the burgeoning
machine-to-machine (M2M) market, commonly referred to as the Internet of Things (IoT). This market for connected devices is
already larger than 10 billion units and expected to reach 28 billion units by 2020. The smart “security” industry has a great deal of
work to do to raise the awareness about the value of smart chip technology for security of IoT connected cars, machines, and medical
devices. The Smart Card Alliance will begin to embrace this challenge in earnest in 2016.

I want to thank our members and their dedicated employees for their continued support of the Smart Card Alliance, the EMV Mi-
gration Forum, and SCALA. Our continued strengths as industry groups to shape the market and grow the pie for all participants
are rooted in the strong bonds represented by the interlocking rings that I spoke of and that have served us so well over time. Con-
gratulations on your accomplishments in 2015 and we look forward to more success in 2016.

Randy Vanderhoof

Executive Director
Smart Card Alliance

6 Smart Card Alliance



A MESSAGE FROM WILLY DOMMEN, SMART CARD ALLIANCE CHAIR, 2011-2015
A Reflection on Accomplishments

My two terms as Chairman of the Board of Directors have ended, and while I was
absorbing the fantastic weather in Arizona during the October Member Meeting
and NFC Solutions Summit, I reflected on the last four years and the organization
accomplishments. I also reflected on how the world around us has changed.

The Alliance organization, much like the smart card industry it serves, is in the
midst of a transformation from an entrepreneurial style of business, growing rap-
idly in many directions, to a stable, more mature business with controlled growth.
For example, as the government and payments markets mature, it creates oppor-
tunities in other emerging markets for smart card technology and attracts new
industry participants to our events and activities. Over the last few successful
years, we anticipated these market changes and started the process of laying the
groundwork to adjust to them.

Another important change that occurred is the transformation of the Board of Directors from an oversight board to a
working board. First, I want to recognize and thank the Board members I had the opportunity to work with. Without your
support and intellectual-challenging discussions, the quality of the work we accomplished would not have been achieved.
Many of the activities conducted over the last few years required the board to actively participate in many initiatives, partic-
ularly during the development of the three to five year business plan. The Smart Card Alliance Board of Directors includes
some of the best thinkers in the industry, so it only makes sense to leverage this knowledge to make the organization better.

Looking forward into the future, the Alliance is poised to support many exciting industry trends. The healthcare identity
market, while slow moving now, represents a great opportunity to have an impact on strengthening patient and provider
authentication and healthcare data security. Then there is the “Internet of Things” We are standing in front of a massive
opportunity that has yet to be defined and that has tremendous opportunity for security and authentication technologies.
Also, I am excited to see how our new training center being established in Virginia, just outside of Washington, DC, will
develop. Under the leadership of Randy Vanderhoof and Lars Suneborn and their dedication to the industry and educa-
tion, I foresee a thriving community emerging from the related activities.

As I pass the torch to Brian Russell of Giesecke & Devrient, I am proud of what has been accomplished. It could not have
been achieved without the support and work by Randy, the board and the contributions from our membership. The Smart
Card Alliance has a solid business foundation, a stable and supportive membership, and an executive director that will al-
low the organization to serve our membership well into the future, even through challenging market conditions. During
my tenure, such challenges included a shift from a significant focus on contactless technology to implementation of EMV
in response to a sharp increase in data breaches and a slowdown in new government security projects involving ICAM,
mobile credentialing, and PIV for transit due to budgeting cutbacks. These circumstances required the Alliance to be flex-
ible and adapt while still providing the membership with the value expected. As we move into the future, the one thing we
can predict is that more of these unforeseen market events will continue to require the Alliance to be adaptable.

I would now like to take a few words and welcome Brian Russell, a long-standing Leadership Council member, to his new
role as the Chairman of the Board of Directors for the next two years. Brian served as the Treasurer of the organization
for the last two years. If Brian’s contribution and the improvements he initiated around the SCA’ financial management
practices are an indicator of his future contribution as Chairman, this organization will be very well served.

I know I have not been the most politically flamboyant chairman of this wonderful organization. However, I do take pride
in what has been accomplished by playing the role of a journeyman business leader, and trying to get a few things done to
make sure the Smart Card Alliance addresses the needs of our super supportive membership into the future.

Willy Dommen
Senior Manager
Accenture
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Left to right: Kristin Krebs, Jaclyn Sauvé, Cathy Medich, Debra Marshall, Randy Vanderhoof, Lars Suneborn, and Bill Rutledge.
(Not pictured: Edgar Betts, Nicole Lauzon, Mike Strock and Shelbey Votapek)

RANDY VANDERHOOF

Executive Director

rvanderhoof@smartcardalliance.org

Randy Vanderhoof is the Executive Direc-
tor of the Smart Card Alliance. The Smart
Card Alliance is a not-for-profit, multi-
industry association of over 200 member
firms working to accelerate the widespread
acceptance of smart card technology in
North America and Latin America. In ad-
dition to his leadership role with the Smart
Card Alliance, in August 2012 he became
the Director of the EMV Migration Forum,
an independent, cross-industry organiza-
tion established to support the alignment
of global payment networks, regional
payment networks, issuers, processors,
merchants, and consumers to successfully
move from magnetic stripe technology to
secure EMV contact and contactless tech-
nology in the United States.

Prior to joining the Smart Card Alliance,
he was with IBM Global Smart Card So-
lutions. From 2000 to 2001, he was Vice
President Business Development with
First Access, Inc. a developer of contactless
smart card technology for network access
From 1995
to 2000, he worked at Schlumberger (now

security and authentication.

Gemalto) as Market Segment Manager,
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Campus Solutions supporting the develop-
ment and marketing of smart card-based
identification and payment systems.

Randy is a graduate of Saint Joseph’s Uni-
versity in Philadelphia, PA with a BS in
Management Marketing. He received his
MBA from Rider University in Lawrencev-
ille, NJ.

EDGAR BETTS
Associate Director, SCALA
ebetts@sca-la.org

Edgar Betts came to the Alliance in March
2005 to help develop and complete the
Market Development Cooperator Program
(MDCP) grant for Latin America issued by
the International Trade Administration to
the Alliance. After working with key indus-
try organizations to create the Smart Card
Alliance Latin America (SCALA) chapter,
he was appointed Associate Director. Prior
to joining the Smart Card Alliance, Edgar
was the Executive Director and Co-Found-
er of the Smart Card Division for Integra
Group Corporation, responsible for the
promotion, distribution, and implemen-
tation of smart card and RFID solutions
for the Central American and Caribbean
markets. Prior to that he worked under the

Director of Electronic Business Technolo-
gies at the U.S. General Service Adminis-
tration (GSA), promoting electronic busi-
ness technologies and government policies
for the United States Government. In 2007,
the Junior Chamber International (JCI)
of Panama recognized Edgar with “The
Outstanding Young Persons of the World”
(TOYP) award under the category of Sci-
ence & Technology Development.

In 2010, “Capital Financiero” also recog-
nized him in their list of the 40 most influ-
ential people under 40.

KRISTIN KREBS

Coordinator, Conference Services

kkrebs@smartcardalliance.org

Kristin Krebs is responsible for support-
ing the conference logistics for the Smart
Card Alliance and EMV Migration Forum.
Before joining the Smart Card Alliance in
2012, Kristin worked in a range of posi-
tions, including Advertising Coordinator at
Caldor, Executive Assistant at ASML, Ex-
ecutive Assistant & Division Event Planner
at Scholastic Inc. Kristin graduated from
Katherine Gibbs College.
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NICOLE LAUZON
Membership

nlauzon@smartcardalliance.org

Nicole Lauzon is responsible for member-
ship management and database support for
both the Smart Card Alliance and EMV
Migration Forum. A 2005 graduate of
Douglass College at Rutgers University, she
joined the Alliance in 2009.

DEBRA MARSHALL

Manager, Communications

dmarshall@smartcardalliance.org

Debbie Marshall’s responsibilities include
identifying goals to align communications
and messaging into polished publications
for the Smart Card Alliance. She develops,
edits and maintains all Alliance printed
materials, including monthly and quarterly
newsletters, the Annual Review, website
content, membership kits and other writ-
ten communications and programs. She
also oversees the COE program, and is re-
sponsible for communications for the EMV
Migration Forum, coordinating monthly
and quarterly newsletters and writing an-
nouncements and updates.

Debbie began her career as a newspaper re-
porter, and has worked for Fortune 50 com-
panies, advertising agencies and non-profit
organizations. Prior to joining the Smart
Card Alliance, she served as consultant
for Bank of New York Mellon, Siemen’s,
and the Public Relations Society (PRSA)
of America. Debbie graduated cum laude
with a B.A. in Communications from Seton
Hall University.

CATHY MEDICH

Director, Strategic Programs

cmedich@smartcardalliance.org

Cathy Medich is Associate Director for the
EMV Migration Forum and Director of
Strategic Programs for the Smart Card Alli-
ance. In these roles, she manages marketing
and industry initiatives, directs industry
council and working committee activities,

Work-
ing with member teams, Cathy leads the

and manages strategic projects.

development of educational white papers,
webinars and workshops covering priority
topics for the industry.

Cathy has over 20 years of experience in
marketing and strategic planning for tech-
nology businesses, including consulting
engagements or positions with Hewlett-
Packard, VeriSign, Verifone and Commer-
ceNet. Cathy has B.S. and M.S. degrees in
Electrical Engineering and Computer Sci-
ence from M.LT. and an M.B.A. from the
Wharton Graduate School.

BILL RUTLEDGE

Consultant, Events

bill@cnxtd.com

Bill has over 23 years of experience in all
aspects of international business event me-
dia management. He has been involved in
the launch and development of over 110
different conferences, trade shows, cus-
tom events, and virtual events. In addition
to events he has developed for the Smart
Card Alliance, Bill has presented events for
TSCP, Elsevier, atsec, The Cryptographic
Module Users Forum, Wiley-Blackwell,
Advantage Business Media, Reed Business
Information, and SourceMedia.

Bill was previously group director for Ac-
cess Intelligence, (fka Chemical Week),
Penton Media, and United Business Media
(fka Miller Freeman). He is a graduate of
New York University’s certificate program
in Business Media, and has a B.A. in com-
parative literature from University of Cali-
fornia-Santa Cruz.

JACLYN SAUVE

Manager, Conference Services

jsauve@smartcardalliance.org

Jaclyn Sauvé is currently the Manager of
Conference Services for the Smart Card Al-
liance and EMV Migration Forum, leading
the logistic support team responsible for
all conference operations. In addition, Jaci

supports each conference program com-
mittee as a speaker liaison and the Sales
and Marketing staff by managing all Ex-
hibitor and Sponsor communications.

Before joining the Smart Card Alliance in
2011, Jaci worked for 14 years in a diverse
range of positions, including Director of
Field Sales Administration & Division
Event Planner at Scholastic Inc., Database
Administrator / Event Coordinator / Mar-
keting Assistant at Eschenbach Optik and
Multimedia Coordinator at Danbury Hos-
pital.

Jaci holds a degree in Communications /
Media with a concentration in video pro-
duction from Western Connecticut State
University.

MIKE STROCK

Project Coordinator, Industry Councils

mstrock@smartcardalliance.org

Mike Strock serves as the Project Coordi-
nator for Industry Councils at the Smart
Card Alliance, which he joined in late 2014
after supporting projects and Working
Committee efforts for the EMV Migration
Forum since June 2013. Prior to his expe-
rience with the Alliance and Forum, Mike
worked closely with personnel within both
EMVCo and GlobalPlatform on day-to-day
operational matters, including planning
EMVCo vendor meetings, implementing
a new travel system, scheduling meetings
around the world, and managing the train-
ing seminar process for GlobalPlatform.

Mike also worked as a Client Services Man-
ager for EM-Assist, a company that devel-
ops eLearning and interactive software
applications. Before that, he completed a
five-year management fellowship as a Pro-
gram Manager and Executive Officer with
the U.S. Army’s Material Command. Mike
holds an MSBA from Texas A&M and a BA
in both Public Relations and Spanish from
Weber State University.
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LARS R. SUNEBORN,
CSCIP/G, CSEIP

Director, Training Programs

Isuneborn@smartcardalliance.org

Before joining the Smart Card Alliance in 2014, Lars enjoyed a
30+ year career in the security industry, where he is recognized
as a Physical Access Control System (PACS) subject matter leader.
A frequent speaker, Lars is often specifically requested by name
for specialized training requirements. He has developed and con-
ducted customized, agency specific week-long training courses
and courseware as well as Train-the-Trainer activities for a wide
variety of U.S., Canadian and British security agencies at facilities
worldwide. He also actively promoted smart card, biometric and
PKI cryptographic technologies as vital components in overall
system designs for high-risk, high-security facilities nationally and
internationally, and guided U.S. agencies in their efforts to achieve
HSPD-12/ FICAM compliance.

A former chairman of the Smart Card Alliance Access Con-
trol Council, Lars previously served in various capacities with
HIRSCH Electronics and Oberthur Technologies, where his nu-
merous achievements included developing, with the Department
of Treasury and IT/Security, the concept and implementation plan
for nation-wide ePACS network for 700+ locations.

Board of Directors

2014-2015 EXECUTIVE COMMITTEE
Chair: Willy Dommen, Accenture
Vice Chair: Garfield Smith, Oberthur Technologies
Treasurer: Brian Russell, Giesecke & Devrient
Assistant Treasurer: Brian Stein, CH2M HILL
Secretary: Greg Garback,
Washington Metropolitan Area Transit Authority
Assistant Secretary: Michael Nash, Xerox
Technology Vice Chair: Frazier Evans, Booz Allen Hamilton

2014-2015 DIRECTORS

David Batchelor, LifeMed ID, Inc

Deborah Baxley, Capgemini

Troy Bernard, Discover Financial Services

Kirk Brafford, Deloitte & Touche LLP

Allen Friedman, Ingenico

Bob Gilson, U.S. Department of Defense/
Defense Manpower Data Center

Simon Hurry, Visa, Inc.

Jack Jania, Gemalto

Oliver Manahan, MasterCard Worldwide

Scott Rau, Chase Card Services

Kelly Urban, First Data Corporation
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SHELBEY VOTAPEK

Consultant, Communications

svotapek@smartcardalliance.org

Shelbey joined the Smart Card Alliance in 2013, where she man-
ages member communications and assists on various projects for
both the Smart Card Alliance and the EMV Migration Forum.
Prior to becoming a consultant with the Alliance, Shelbey was a
Product Development manager for Verizon Wireless, responsible
for an annual revenue of over $500 million. She has also spent
time as an Interactive Marketing manager for Realogy Corpora-
tion and worked for Comcast and Comcast Spotlight.

Shelbey has a Master’s of Business Administration from Centenary
College and a bachelor’s degree in International Business and Mar-
keting from Fairfield University.

~IO- Smart Card
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2015-2016 EXECUTIVE COMMITTEE

Chair: Brian Russell, Giesecke & Devrient

Vice Chair: Jack Jania, Gemalto

Treasurer: Brian Stein, CH2M HILL

Assistant Treasurer: Kirk Brafford, Deloitte & Touche LLP
Secretary: Deborah Baxley, Capgemini

Assistant Secretary: Oliver Manahan, MasterCard
Technology Vice Chair: Frazier Evans, Booz Allen Hamilton

2015-2016 DIRECTORS

Michael Dinning, U.S. Dept. of Transportation/Volpe Center

Willy Dommen, Accenture

Allen Friedman, Ingenico

Bob Gilson, U.S. Department of Defense/
Defense Manpower Data Center

Simon Hurry, Visa Inc.

Thomas Lockwood, NextGenID

Michael Nash, Xerox

Thomas Parker, Infineon Technologies

Elinor Smith, Discover Financial Services

Garfield Smith, Oberthur Technologies

Kelly Urban, First Data Corporation
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Membership Benefits

Your membership dollars support the council initiatives, net-
working meetings and industry events, web site development,
marketing programs, newsletter, Educational Institute work-
shops, industry advocacy and media outreach efforts that all
contribute to the growth of the smart card industry in North
and Latin America.

Our strategy for the coming year is to continue to engage the
many diverse aspects of our industry and to strive to bring
together the providers of the technology and the users of the
technology in a friendly, open community.

“Great job - keep up the good work”
— Daryl Hendricks, GSA

“Communication is very well circulated
among everyone attending conferences”
— Eric Barron, CPI Card Group

“For us, the events, particularly the Government Conference,
are the highest value both for information and networking”
—John Fessler, Exponent

As a not-for—profit, membership organization, the Smart Card

Alliance mission is to accelerate the widespread adoption, us-

age, and application of smart card technology in North and

Latin America by bringing together users and technology pro-

viders in an open forum to address opportunities and challeng-

es for the industry. This balance makes the Smart Card Alliance

a unique place where users, issuers

and suppliers meet to exchange ideas,

discuss common issues and work to-

gether to develop and expand the use

of all types of integrated circuit “chip” v Alliance meetings and conferences
cards and alternative smart card tech- v' Company visibility

nology form factors in the Americas.

. v’ Information, research and education
Members come from all industry sec-

) , , , , v’ Support for standards and industry interoperability
tors, including financial, retail, transit, . N
o v' Outreach to government and commercial organizations
corporate, government, healthcare ) ’ )
and mobile, along with the technology v Innovat.lve ways of approaching common business goals
and solution providers that service v’ Professional development

these sectors.
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MEMBERSHIP LIST

o 3M Cogent, Inc

« A LA CARD Marketing and Consulting
Services Limited

o ABNote North America

o Accenture

« ACI Worldwide

o ACT Canada

o Advanced Card Systems, Ltd. - SCALA

+ Advanced Card Systems, Ltd.

o Airbus Defense & Space

« Allegion

o AMAG Technology, Inc.

o American Express - SCALA

o American Express

o Apriva

« Argotechno

» Arjowiggins Security - SCALA

« AT&T Mobility Services LLC

« Banco Central de Costa Rica - SCALA

o Banrisul S.A. - SCALA

« Bell Identification B.V.

« Benefit Resource, Inc

« Booz Allen Hamilton

+ CA Technologies

» Capgemini USA Inc

« CertiPath Inc.

« CH2M HILL

 Chase Card Services

o Clear2Pay

« Consult Hyperion

o Core Quality Service, S.A. - SCALA

« CPI Card Group

o Creative Information Technology,
Inc.

o Cryptography Research, Inc.

 Cryptomathic Inc

o Cubic Transportation Systems, Inc.

« Dallas Area Rapid Transit (DART)

« Datawatch Systems, Inc

 Defense Manpower Data Center

o Dell Inc.

o Deloitte & Touche LLP

« Department of Homeland Security

» Department of the Interior

« Discover Financial Services - SCALA

« Discover Financial Services

o E4 Security Consulting, LLC

« Eid Passport Inc.

« Entrust Datacard

« Entrust Datacard - SCALA

« ESQ - SCALA

o Euro Tech Sales LLC

o EVERTEC Costa Rica, S. A. - SCALA

« Exponent, Inc.

12 Smart Card Alliance

FEITIAN Technologies Co., Ltd
FIME

First Data - SCALA

First Data Corp.

FIS

Fiserv

Galitt US

Gallagher Group Limited
GEMALTO

GEMALTO MEXICO SA DE CV -
SCALA

General Services Administration
Genfare, a Division of SPX
Corporation

Georgetown University - UIS - Facilities
& Safety Control Systems

Giesecke & Devrient

Giesecke y Devrient de Mexico -
SCALA

Global Enterprise Technologies Corp
Global Enterprise Technologies Corp
(GET Group) - SCALA

Heartland Payment Systems
Hewlett-Packard Enterprise Services,
LLC

HID Global

HID Global - SCALA

Hillsborough Transit Authority
ICMA

Identification Technology Partners,
Inc.

IDmachines LLC

InComm

Infineon Technologies

Ingenico, North America

Init Innovations in Transportation
Initiative for Open Authentication
INSIDE Secure

Instituto Nacional De Tecnologia Da
Informacao - ITI - SCALA
Integrated Security Technologies,
Inc.

Intel

Intelligent Parking Concepts LLC
Inter American Development Bank -
SCALA

Interac Association/Acxsys
Corporation

Intercede Limited

Invoke Technologies

IPS Group, Inc.

1Q Devices

IT Security Services - SCALA

ITN International

Jack Henry Processing Solutions
JCB International Credit Card Co.,
Ltd

KONA I co. Ltd.

Leidos, Inc.

Lenel Systems International

LGAI Technological Center S.A.
(Applus+ Laboratories)

LifeMed ID Inc.

LTK Engineering Services
Magnetic Ticket & Label Corp
Massachusetts Bay Transportation
Authority

MasterCard Worldwide - SCALA
MasterCard Worldwide
Metropolitan Transportation
Commission

Moneris

Morpho (Safran)

MorphoTrust USA
MozidoCorFire

MTA New York City Transit
Multos International PTE LTD
NASA

National Institute of Standards and
Technology

NBS Technologies, Inc.

NextGen ID, Inc.

NXP Semiconductors

NXP Semiconductors - SCALA
Nxt-1D, Inc

Oberthur Technologies - SCALA
Oberthur Technologies

Octopus Cards Ltd

Oficina Nacional De Tecnologias De
Informacion (ONTI) - SCALA
OTI - SCALA

OTI America

Panama Canal Authority - SCALA
Paragon Application Systems

Port Authority of NY/NJ

Port Authority Transit Corporation
PPG Industries, Inc.

Prime Factors, Inc.

Q-Card Company

Quadagno & Associates, Inc
Quantum Secure Inc

Raak Technologies

Redeban Multicolor S.A. - SCALA
Regions Bank

Registro Publico de Panama - SCALA
Roehr Consulting

Safran Morpho



o SAIC - Science Applications
International Corporation

« San Francisco Bay Area Rapid Transit
District (BART)

e Scheidt & Bachmann USA

« Secure Missions Solutions, Inc.

« SecureKey Technologies

o Sertracen - SCALA

o Servired, S.A. - SCALA

« Servired, Sociedad Espanola de Medios
de Pago, S.A.

« SHAZAM

o Smart Card Alliance

o Smart Card Alliance Latin America

o Smartrac N.V.

« Smartrac Technology Group - SCALA

o Société De Transport De Montréal

« Southeastern Pennsylvania
Transportation Authority (SEPTA)

SPARC Security Solutions
Stanley Black & Decker
STMicroelectronics

Systems Engineering, Inc.
Telered, S.A. - SCALA

Thales

The Utah Transit Authority
TransLink

Tri County Metropolitan Transportation
District of Oregon

TS1 Solutions, Inc

TSYS

Tyco Integrated Security

Tyco Software House

Tyfone

U.S. Department of State

Ultra Electronics Card Systems
Ultra Electronics Card Systems -
SCALA

Underwriters Laboratories (UL)
United Services Automobile
Association

US Department of Transportation/
Volpe Center

US Government Printing Office
Valid USA

Vantiv

VeriFone

VeriFone Inc - SCALA

Visa - SCALA

Visa

Vix Technology

Watchdata Technologies - SCALA
Wells Fargo

Xerox

XTec, Incorporated

Zebra Technologies Corporation
Zeva

As of September 30, 2015

Leadership Council
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2015 MEMBER SURVEY

The Smart Card Alliance annual member
survey had an excellent response this year.
We had 182 members from 82 member
organizations (49.7% of all member orga-
nizations) respond to our June survey with
responses indicating strong, continued sat-
isfaction with Alliance activities and pro-
grams.

MEMBER SATISFACTION

As with previous years, we ask members
to give us a numeric score between 0-99 to
gauge overall satisfaction, with 90-99 indi-
cating high satisfaction; 80- 89 indicating
satisfaction; 70-79 indicating low satisfac-
tion, with improvement needed; and 0-69
indicating dissatisfaction.

This year our average satisfaction rating
was 87.2, an increase from 2014’s 87.0 rat-
ing and the highest overall rating since
2007. Satisfaction is good across all mem-
ber categories, with 90.3% of members rat-
ing the Alliance above 80. As we've seen in
past years, active members have a higher
satisfaction rating than non-active mem-
bers (88.9 for active members vs. 85.4 for
inactive members) and our Council mem-
bers also give the Alliance higher ratings.

Figure 1 shows the satisfaction rating by
member category.

14 Smart Card Alliance

REPORT ON MEMBER

SATISFACTION AND VALUE
OF ALLIANCE ACTIVITIES

In addition to the composite satisfaction

rating, the survey asks members to rate sat-
isfaction with a variety of Alliance activities
and programs. A scale of one to five was
used, with five indicating the highest satis-
faction. Our overall rating for all activities
was 4.06; many activities had ratings over
4 including:

o Payments Summit

« Council white papers and reports

o Government Conference

o Member Meeting

o Smart Card Alliance public and
members-only web sites

o NFC Solutions Summit

« Certified Smart Card Industry
Professional (CSCIP) program

« EMYV Connection web site

o Email announcements about Alliance
events and Council projects

« Quarterly Smart Card Talk newsletter

o Monthly Alliance Member News
Bulletin

« Daily Smart Card Industry News
Summary

o Industry Council participation

VALUE OF ALLIANCE
ACTIVITIES

Communications, events/meetings, and
Alliance resources/deliverables are highly
valued by members. Activities rated as
highest value in the 2015 survey were:

o Communications: Smart Card
Alliance members-only website; email
announcements about Alliance events;
Smart Card Alliance public web site;
EMV Connection website

« Events/meetings: complimentary and
discounted registration to Alliance
events; networking opportunities;



speaking opportunities at Alliance

events

« Resources/deliverables: white
papers/resources on the members-
only website; CSCIP program; past
conference proceedings on the
members-only website

BENEFITS OF ALLIANCE
MEMBERSHIP

When asked to tell us the top benefits of
Alliance membership, members gave us
a wide variety of responses. Top benefits
identified in the 2015 survey were:

« Industry updates, trends and
information

o Networking

« Participation in industry discussions

« Exposure and visibility in the industry

« Education and training

Benefits in the words of a few members in-
cluded:

Smart Card Alliance Government Con-
ferences help me keep the pulse of Federal
Government and vendors with HSPD-12
initiatives, directions and status.”

Overall

Leadership Council

General

Government

Associate

84 85 86

FIGURE 1. SATISFACTION RATING BY MEMBERSHIP LEVEL

87 88 89 90 91

“It’s worth joining the Smart Card Alli-
ance. I have grown in the knowledge of
EMYV and latest technology related to pay-
ments industry by being part of LEAP”

“The diverse membership provides signifi-
cant and unique opportunities for cross-
industry dialogue, and the organization is
a critical venue for us to engage with other
organizations on key issues.”

“Being able to attend meetings is very
educational as you get great speakers and
panel participants. We learn a lot about
the wider industry by attending. So get-
ting a discount or free ticket to these
events because of our membership is a
great perk.”

IMPORTANT INDUSTRY ISSUES

Mobile, EMYV, tokenization and cybersecu-
rity are on the top of the list for the most
important industry issues and topics that
the Alliance should be working on. The Al-
liance industry councils focus on activities
that members feel are the most important
for coordinated activity and collaboration
among industry stakeholders. Members
are encouraged to participate in the coun-
cils to tackle industry challenges and help
to move the industry forward in critical
markets.

We thank everyone who responded to the
2015 member survey! The survey provides
extremely valuable input in developing
plans for the coming year.
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MEMBER PROFILES

Each quarter, we profile a Leadership Council member company in our Smart Card Talk quarterly newsletter. This popular feature fo-

cused on both the company’s membership point of contact and his or her company, offering an opportunity for members to learn more

about the business profiles of their professional colleagues. Access the complete interviews by visiting the Smart Card Alliance website.

Q1 2015 MEMBER PROFILE (FEBRUARY)
TSYS

TSYS, a global payments proces-
sor, believes payments should re-
volve around people, not the other
way around. The company calls
this belief “People-Centered Pay-
ments” By putting people at the
center of every decision made,
TSYS supports financial institu-
tions, businesses and governments
in more than 80 countries. Through
NetSpend’, a TSYS company, con-

Sarah Hartman

sumers are empowered with the
convenience, security, and freedom to be self-banked. TSYS offers
issuer services and merchant payment acceptance for credit, debit,
prepaid, healthcare and business solutions.

Smart Card Talk spoke about the company’s profile and offerings
with Sarah Hartman, who serves as Senior Director of Consumer
Payment Solutions. With more than 25 years of payments indus-
try experience, Sarah’s responsibilities include product and strat-
egy activities associated with the consumer credit and debit card
issuing business.

“This is a very exciting time to be involved in the payments in-
dustry;” said Hartman. “Smart card and mobile payment usage is
growing rapidly. We believe it’s critical we understand the needs
of our clients and also stay current on what’s happening in the
industry. TSYS has been issuing chip cards for well over 10 years,
initially supporting the European region, moving on to Canada,
and now focusing our efforts in the U.S”

“Beyond initial chip card launches, there are many different ideas
and applications for using smart card technology to further busi-
ness activities. Prioritizing the next best application/opportunity,
ensuring the business case exists to gain the traction needed for
widespread use, and confirming the cardholder adoption are
some of the items we’ll be addressing”

16 Smart Card Alliance

Ingenico

GROUP

Q2 2015 MEMBER PROFILE (MAY)
Ingenico Group

Ingenico Group is the global leader
in seamless payment, providing
smart, trusted and secure solu-
tions to empower commerce across
all channels, in-store, online and
mobile. With the world’s largest
payment acceptance network, the
company delivers secure payment
solutions with a local, national and
international scope. They work
with more than 1,000 acquirers and

Allen Friedman

banks, with solutions that process
300 different payments methods.

Smart Card Talk spoke with Allen Friedman, Director of Payment
Solutions at Ingenico Group, North America, where he is respon-
sible for Ingenico Group’s EMV Payment Solutions and the EMV
implementation strategy in the United States.

“We are in the payments business, so in that context smart cards
are primarily EMV chip cards - the new credit and debit cards
replacing older magnetic stripe cards, which are susceptible to
counterfeit and fraud. The U.S. is the last developed country in
the world still using magnetic stripe cards. As a result, much of the
world’s card fraud has migrated here. To help eliminate that, the
U.S. is finally moving to the EMV standard, which relies on a chip
rather than a magnetic stripe for authentication, which has been
proven to be highly secure in comparison. Merchants are gearing
up to accept EMV card payments, and Ingenico has been through
this transition many times in many countries, so we know the
process well”

“Ingenico is in a great position to help merchants pull all of this
together, providing a seamless payment experience for customers
across online, in-store and mobile environments.”


http://www.smartcardalliance.org/newsletters/

VISA

Q3 2015 MEMBER PROFILE (AUGUST)
Visa

Visa Inc. is a global payments tech-
nology company that connects
consumers, businesses, financial
institutions and governments in
more than 200 countries and ter-
ritories to fast, secure and reliable
electronic payments. Visa is not
a bank and does not issue cards,
extend credit or set rates and fees
for consumers. Visa’s innovations,
however, enable its financial insti-

Simon Hurry

tution customers to offer consum-
ers to pay now with debit, pay ahead of time with prepaid or pay
later with credit products.

Smart Card Talk spoke with Simon Hurry, a member of the Board
of Directors of the Smart Card Alliance and a senior director at
Visa Inc., responsible for global contactless and contact chip card
programs and leading Visa’s chip rollout in the U.S. He has more
than 20 years of experience in the payments industry with a spe-
cialized focus on smart card and contactless payments.

“Visa is helping to lead the industry in developing a comprehen-
sive approach to making payments safer through smarter technol-
ogies to make payment data unusable to criminals,” said Hurry.
“Three technologies are being deployed to reduce or eliminate the
ability to misuse this sensitive data. These include an EMV chip
(which creates a dynamic one-time code for each transaction);
tokenization (which replaces the account number with a unique
digital token); and point-to-point encryption (the process of en-
crypting data in a secure terminal and transmitting it through a
network to a secure decryption point)”

“Together, these technologies will significantly reduce payment
fraud and help protect merchants from cyber security threats”

@® Capgemini

CONSULTING.TECHNOLOGY.OUTSOURCING

Q4 2015 MEMBER PROFILE (NOVEMBER)
Capgemini Financial Services

Capgemini Financial Services is
one of the worlds foremost pro-
viders of consulting, technol-
ogy, outsourcing services and local
professional services. Present in
over 40 countries, the Capgemini
Group helps its clients transform
to improve their performance and

competitive positioning. With a

A

Debbie Baxley

network of 25,000 professionals
serving over 900 clients worldwide,
Capgemini collaborates with lead-
ing banks, insurers and capital market companies to deliver busi-
ness and IT solutions and thought leadership.

Smart Card Talk spoke about the company’s profile and offerings
with Deborah Baxley, a Principal with Capgemini. An interna-
tional retail payments consultant, recognized industry expert,
creator of growth strategies for new and existing markets, with
more than 20 years experience consulting to banks, Baxley has
in-depth experience in mobile payments and credit cards. She has
performed strategy work in 14 countries for top banks and pay-
ment companies, advising on product direction and competitive
positioning. She is a board member of the Smart Card Alliance
and has her CSCIP certification.

“One of our strongest domain areas is our cards and retail pay-
ments practice, comprising more than 3,000 people,” said Baxley.
“We have experience with all leading technology platforms to sup-
port the complete cards value chain, including those provided by
First Data, TSYS, Experian, FICO, Pega, ACI, and others. Our
research provides key insights in the evolution of financial service
markets and products for all stakeholders”

“We have watched and waited for so many years for the U.S. to

migrate to EMV. Some thought it would never happen! Seeing
that hurdle overcome is very gratifying”
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MEMBER RECOGNITION PROGRAM

COE

CENTER OF EXCELLENCE
Smart Card Alliance
2015

Congratulations to
the Class of 2015

We are delighted to announce the 22 member companies
who comprise the third year class of Center of Excellence
(COE) organizations. These Center of Excellence organiza-
tions will be recognized in a number of ways throughout
2016.

Advanced Card Systems (NEW)
American Express

Consult Hyperion (NEW)

CPI Card Group

Cubic Transportation Systems
Discover Financial Services

First Data

Gemalto

Giesecke & Devrient
Hewlett-Packard Enterprise Services
HID Global

Identification Technology Partners (NEW)
Ingenico, North America

INSIDE Secure (NEW)

MasterCard Worldwide

NXP Semiconductors

Oberthur Technologies

TSYS

Underwriters Laboratories (UL)
Visa

Xerox

XTec Incorporated

18 Smart Card Alliance

Alliance Recognizes
Outstanding Member
Companies

The Smart Card Alliance created a new member program in 2013
called the Smart Card Alliance Center of Excellence to recognize
an elite mix of member companies who reach the highest level of
active participation in the Alliance by having made outstanding
contributions in the form of providing valuable time, talent and
resources across a wide mix of Alliance activities.

Member involvement is not measured by how large an organiza-
tion is, but by the actions of the organization and the commit-
ment of its employees when it comes to fulfilling the mission of
the Smart Card Alliance.

In 2015, 22 member companies received the COE designation.
We are proud that 15 of these companies also received the desig-
nation in 2014.

Inclusion in this exclusive level is directly related to the following
criteria members demonstrated in 2014-2015:

« Industry Council recognition for Honor Roll membership or
Top Contributor to one or more of our Industry Councils

« Council officer position elected by peers

o LEAP/CSCIP training and certification

 Corporate CSCIP training and certification participation

« Alliance conferences and events sponsorship of $5,000 or
greater in the last year

« Supporting membership in multiple chapters (SCALA) or
affiliated organizations (EMV Migration Forum)

Smart Card Alliance Center of
Excellence (COE) Recipients Profiled
in our Member Bulletin

JANUARY 2015
Verifone
(Verifone, a 2013 recipient, was profiled in 2015)

A 2013 COE recipient, Verifone is leading the commerce evolu-
tion, providing the most secure terminal, payment as a service,
and commerce enablement solutions around the world. For more
than 30 years, they have been at the forefront of secure payments
innovation—first moving society from paper-based payments to



electronic transactions, and now into a new and exciting world of

commerce. Verifone is at the center of this new world, simplifying
complexity of emerging payment methods and technologies for
the payments ecosystem. Their innovative hardware and software
provide merchants and retailers the tools they need to need to se-
curely accept all types of payments.

MARCH 2015
First Data
(First Data, a 2013 recipient, was profiled in 2015)

A 2013 COE recipient, First Data is a global technology leader in
the financial services industry. With 24,000 employee-owners and
operations in 35 countries, the company provides secure and inno-
vative payment technology and services to millions of merchants
and financial institutions around the world, from small businesses
to the world’s largest corporations. Today, businesses in nearly
70 countries trust First Data to secure and process their financial
transactions. The company offers industry compliant point-of-sale
(POS) devices supporting contactless and contact chip cards. First
Data also operates an industry certified service provider, Trusted
Service Manager (TSM), to support secure element-based mobile
wallets.

APRIL 2015
Discover Financial Services

Discover Financial Services is a direct banking and payment ser-
vices company with one of the most recognized brands in U.S.
financial services. Since its inception in 1986, the company has
become one of the largest card issuers in the United States. The
company issues the Discover card and offers certificates of deposit
and money market accounts through its direct banking business.
It operates the Discover Network, with millions of merchant and
cash access locations; PULSE, one of the nation’s leading ATM/
debit networks; and Diners Club International, a global payments
network accepted in more than 185 countries and territories.

JUNE 2015
UL

UL is one of the most recognized and trusted resources for advanc-
ing safety. Its Transaction Security Division guides companies in
mobile, payments and transit through the complexities of electron-
ic transactions. UL is the global leader in safeguarding security,
compliance and global interoperability, and offers advice, test and
certification services, security evaluations and test tools during the
full life cycle of the product development process or implementa-
tion of new technologies. UL collaborates with industry players to
define robust standards and policies and has accreditations from

industry bodies including Visa, MasterCard, Discover, JCB, Amer-
ican Express, EMVCo, UnionPay International, PCI, GCE, Global-
Platform, and NFC Forum.

JULY 2015
Giesecke & Devrient (G&D)

G&D is a privately held, international corporation headquartered
in Munich, Germany. The company was founded in 1852, and has
58 subsidiaries in 31 countries. G&D employs over 10,000 people
worldwide and is a leading international technology provider with
a long tradition. G&D develops, produces, and markets products
and solutions for payment, secure communication, and identity
management. G&D maintains a leading competitive and techno-
logical position in these markets. The group’s clients include cen-
tral banks and commercial banks, wireless communications pro-
viders, businesses, governments, and public bodies. G&D is also a
leading company offering banknote and security printing, security
paper, and banknote processing services.

SEPTEMBER 2015
CPI Card Group

CPI Card Group is a global leader in financial card production and
related services under the Visa, MasterCard, American Express
and Discover payment brands. A leading provider of compre-
hensive financial payment card solutions in North America, the
company offers a single source for cards and other form factors,
from financial and prepaid debit to EMV chip and mobile, instant
issuance, and personalization and fulfillment services. With over
20 years of experience in the payments market and as a trusted
partner to financial institutions, CPI Card Group’s solid reputation
of product consistency, quality and outstanding customer service
supports their position as a market leader.

OCTOBER 2015
NXP Semiconductors N.V.

NXP Semiconductors N.V. (NASDAQ: NXPI) creates solutions
that enable secure connections for a smarter world. Building on
its expertise in high-performance mixed signal electronics, NXP
is driving innovation in the areas of connected car, security, por-
table & wearable, and the Internet of Things. NXP has operations
in more than 25 countries. Their businesses are High Performance
Mixed Signal, Automotive, Secure Identification Solutions, Se-
cure Connected Devices, Secure Interfaces & Power and Standard
Products. Combined with application insights, sub-system exper-
tise and standard products, the company can provide multiple so-
lutions to engineering problems — working to enable secure con-
nections for a smarter world.
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TRAINING AND CERTIFICATION PROGRAMS
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Training and Certification Programs

The Smart Card Alliance is strongly committed to offering indus-
try education programs, training opportunities and resources so
that individuals and organizations can get in-depth education on
smart card technology, applications and implementation best prac-
tices. Our robust programs include:

o The Leadership, Education, and Advancement Program

(LEAP) an online, members-only organization for smart card
professionals

o Certified Smart Card Industry Professional (CSCIP), an
internationally recognized credential for smart card industry

professionals

o Certified System Engineer ICAM PACS (CSEIP) training

and certification program, a designation that provides

system engineers with the necessary training to efficiently
and effectively set up and test enterprise physical access
control systems (E-PACS) to align with government-wide
specifications

o The Smart Card Alliance Educational Institute, which offers

online and classroom-based courses covering smart card
technology and applications

20 Smart Card Alliance

£%
“LEAP

LEADERSHIP, EDUCATION & ADVANCEMENT PROGRAM
The Knowledge Edge

LEAP

LEAP is an online, members-only organization for smart card
professionals. Its purpose is two-fold:

o To advance education and professional development
« To manage and confer, based on a standardized body-of-
knowledge exam, the CSCIP designation

LEAP provides members with resources and materials including
white papers, FAQs, position papers and archives of webinars,
workshops and conference proceedings in the access control,
payments, identity, healthcare, mobile and transportation mar-
kets, all of which are updated regularly. LEAP membership also
offers opportunities for individuals to further their careers and
showcase their professionalism within the industry. LEAP is es-
pecially valuable for new entrants to the market or profession-
als working for small organizations without access to full Smart
Card Alliance membership benefits.


http://www.smartcardalliance.org/pages/activities-leap
http://www.smartcardalliance.org/pages/activities-leap
http://www.smartcardalliance.org/pages/activities-leap-cscip-body-of-knowledge
http://www.smartcardalliance.org/activities-certified-system-engineer-icam-pacs-training-and-certification-program/
http://www.smartcardalliance.org/activities-certified-system-engineer-icam-pacs-training-and-certification-program/
http://www.smartcardalliance.org/pages/activities-educational-institute
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Certified Smart Card
Industry Professional

The Smart Card Alliance offers three CSCIP credentials: CSCIP,
CSCIP/Government and CSCIP/Payments. CSCIP is an interna-
tionally recognized credential for smart card industry profession-
als. The CSCIP program prepares professionals to gain advanced
levels of smart card technology and applications knowledge, and
then move on to complete training and pass a multi-part exam.

Regardless of the specific credential, CSCIP certifications require
demonstrated proficiency in a broad body of industry knowledge,
including:

o Smart card technology fundamentals

o Security

« Application and data management

« Identity and access control usage models

« Mobile and Near Field Communication (NFC) usage models

« Payments usage models

The Alliance’s CSCIP Smart Card Technology and Applications
Training Course Modules serve as the primary review materials
for the CSCIP certification exam, and include more than 300 pages
of text, charts, and graphics. A full day CSCIP training and exam
preparation class led by seasoned smart card industry experts fur-
ther solidifies the technical and broad smart card business applica-
tions training experience. The Alliance maintains and updates its
training materials to reflect industry changes.

The CSCIP certification has become the benchmark for execu-
tives in increasingly competitive markets where proven expertise
is critical. Through corporate and individual training programs,
and workshops at industry conferences, the Alliance offers profes-
sionals training and tools to earn the certification and differentiate
themselves from their peers. At the same time, corporate participa-
tion in these programs demonstrates employers’ commitment to
developing and maintaining highly skilled workers.

As of June 30, 2015, the Smart Card
Alliance had awarded certifications
to 220 executives globally since the
program’s inception in 2009.

CSEIP

The Certified System Engineer ICAM PACS (CSEIP) training and
certification program has been extremely popular. The first three-

day training and exam was given in July 2014, and since then, 109
professionals have the designation. This GSA-approved training
program provides the training and certification required for E-
PACS engineers employed by commercial organizations that are
looking to bid on GSA procurement agreements for access control
systems.

To ensure that procurements of approved E-PACS for GSA man-
aged facilities are installed properly, GSA requires that all billable
work performed on such systems be done using certified system
engineers

The classroom training curriculum includes learning objectives
that provide system engineers with the knowledge to properly
implement E-PACS, and hands-on training demonstrates the en-
gineer’s abilities to set up, test and configure access control features
within the security system.

Smart Card Alliance
Educational Institute

The Smart Card Alliance Educational Institute develops and con-
ducts educational courses to provide objective and timely infor-
mation on smart cards, related technologies, and smart card-en-
abled applications to Alliance members and the public, including
private industry, government, and the public sector. The Educa-
tional Institute offers both online and classroom-based courses
covering smart card technology and applications.

The Educational Institute’s industry-renowned classroom pro-
grams feature expert speakers to provide participants with a solid
understanding of smart card technology, standards and applica-
tions. Courses are held in conjunction with Alliance or other in-
dustry events.

The Educational Institute also offers customized courses and
workshops for specific industries at Alliance and industry events.
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2015 CSCIP
Recipients

« Kwan Hon Luen,
BT Global Solutions Pte Ltd

2015 CSCIP/G
Recipients

«Brent Arnold, XTec, Incorporated
« Thomas Casey, Intercede Limited
« Mark Dale, XTec, Incorporated
« Matthew Ernst, XTec, Incorporated
«Jason Goodloe, XTec, Incorporated
« Thomas Keady, ICF International
« Stephen Mergens, XTec, Incorporated
«John Moore, Intercede Limited
« Rishi Purohit, ICF INTERNATIONAL
« Zachary Smith,
SAIC - Science Applications
International Corporation
«Nicholas C Wryter, XTec, Incorporated

2015 CSCIP/P
Recipients

« Muhammad Naumann Ahmed, TSYS
Acquiring Solutions

«Deborah Andreozzi, TSYS

« Milind Bengeri,
Discover Financial Services

« David Blust, Discover Financial Services

/4

«Sam Boutros, ACI Worldwide
« Laura Brandenburg, TSYS
«Ben Bruno, TSYS Acquiring Solutions
« Natalie Bullard, TSYS
«Jessica Burch, TSYS
«Rico Cantrell, TSYS Acquiring Solutions
«Roberto Cardenas,
TSYS Acquiring Solutions
« Audria Crain, TSYS
« Gus Damian, TSYS Acquiring Solutions
« Cory Daugherty, First Data
« Abraham Deithloff,
Discover Financial Services
« Ana Egan, Discover Financial Services
«John Flood, TSYS Acquiring Solutions
« Abigail Floyd, TSYS
« Thomas Fluegel,
TSYS Acquiring Solutions
«Rich Goodwin,
LTK Engineering Services
« Tom Griffith, TSYS Acquiring Solutions
o Art Grijalva, TSYS
«Sandra Gunnels, TSYS
«Joseph Handschu, HQS International
« Katherine Heck,
TSYS Acquiring Solutions
« Megan Hoffer, TSYS
» Manjit Hota,
Discover Financial Services
«Jin Hwan, TSYS
« Antoine Kelman,
Oberthur Technologies
o Jenifer Kennedy, TSYS
« Alicia King, TSYS

« Patrick Marron,

LTK Engineering Services
« Stacey C McCarthy, TSYS
« Julie Minkanic, TSYS
«Janet Nash, TSYS
« Tucker Neely, TSYS Acquiring Solutions
o Andrew Patania, First Data
« Patrick Plazas, TSYS
« Ben Potter, Discover Financial Services
« Akif Qazi, Discover Financial Services
«Rodger Ransom, TSYS
« V] Roberts, TSYS
« Lance Robinson,
TSYS Acquiring Solutions
« Tony Sabetti, Softcard
« Terry Schindler, Q-Card Company
«Jason Sheppard, TSYS
« Chadrick Sine,
SAIC - Science Applications
International Corporation
o Laurie St. Ange,
LTK Engineering Services
« Keith Stephan, TSYS
«Sean Stern, TSYS Acquiring Solutions
« Tiffany Szabo, TSYS
« Kelly Urban, First Data
« Mario Urquilla, Xtrategies, LLC
« Michael ] VanBibber, TSYS
«Sanjay Varghese,
Capgemini Financial Services
« Tia Waters, Gilbarco Veeder-Root

As of June 30, 2015

For a list of all CSCIP recipients go to: http://www.smartcardalliance.org/activities-leap-cscip-registry
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CSEIP Recipients

« Gunvir Baveja, eVigilant.com Inc.
«Kevin Beacom, HID Global
« Thirl Berry, Executive Technologies Corp
« Steve Bowen, Eid Passport Inc
«Ryan Breeden, Pentagon Force Protection
Agency
« Wayne Budd, Tyco Integrated Security
« Christopher Byron, CertiPath Inc.
«Johnny E Caldwell, Johnson Controls
« Aldrich Camat,
Department of Homeland Security
« Charles Campbell, Security & Energy
Technology Corporation
«Jacob Cangelosi,
Secure Mission Solutions
« Kathryn Captain, M.C. Dean, Inc.
«Richard Case, Systems Engineering, Inc.
« Malcolm Ceasar, Global Networks Inc.
« Tachung Chang,
Integrated Security Technologies, Inc.
« Maurice Cooper,
Evergreen Fire & Security
«Joe Cunetta, Brivo Systems, LLC
« Mark Dale, XTec, Incorporated
« Forrest Davenport, ICF International
« David Dersham,
Evergreen Fire & Security
« Phillip Dersham,
Evergreen Fire & Security
«Jesse Devitte, XTec, Incorporated
«Jeff Deweese, Tyco Integrated Security
« Ray Dickler, eMentum
«Richard Dietz, Secure Mission Solutions
«Susan Doherty,
Security Install Solutions, Inc.
« Colin Doniger, Department of Homeland
Security OCSO
« Christopher Downey, Stanley Security
« Nasir Durrant, Secure Mission Solutions
«Rob Edwards, Vision Technologies Inc.
« Mark Entrikin, SCI Inc.
« David Fick,
Pentagon Force Protection Agency
« Patrick Finnegan, Identiv
« Mike Ford,
Apex Integrated Security Solutions, Inc.
« Clyde Fox, Tyco Integrated Security
« Carlos Gaskin, Chenega
« Matt Geer, Orion Management LLC
«Jason Goodloe, XTec, Incorporated

« Steven Gray,
Johnson Control Security Services
o Derek Greenland,
AMAG Technology, Inc.
« Eric Grist, S2 Security
« Mala Grover, Digitronics, Inc
« Paul Hagen, Secure Mission Solutions
« Cliff Hall, Cliff Hall Consultant
«Donald Hamilton,
Department of Homeland Security
« Kayee Hanaoka, NIST
«James Hansen, Chenega Corporation
« David Harris, HID Global
« Brian Havekost, Signet
« Roy Hayes, Systems Engineering, Inc.
« Jacob Haymore, Power Comm
« David Helbock, XTec, Incorporated
o Martin Hoffman,
Tyco Integrated Security
« Shawn Hood, Xator Corp.
«Nathan Hott,
Genesis Security Systems, LLC
«Bryan Ichikawa, Deloitte
«Nicholas Johnson, M.C. Dean, Inc.
« Charles Johnson, Johnson Controls
« Mike Kelley, Secure Mission Solutions
« Douglas Kim, Business Integra
« Quinn Knight, Department of Homeland
Security - U.S. Customs and Border
Protection
«Erik Larsen, Tyco
«Jorge A. Lozano,
Condortech Services, Inc.
« Sean Mahoney, Department of
Homeland Security -
U.S. Customs and Border Protection
« Brian Mann, SETEC
« Michael Margolis,
Integrated Security Technologies, Inc.
«Karen Marshall, NIST
« Matthew Martino, Business Integra
« Marcus Mathis, Security Install Solutions
« Corey McKinney, Identiv
«Joe Mikula, Tyco Integrated Security
« David Miller, Business Integra
« Brian Mooney,
Genesis Security Systems, LLC
« Dan Novak, Convergint Technologies

o Cheston Obert, Department of
Homeland Security - U.S. Customs and
Border Protection

«Douglas Oelberg, Department of
Homeland Security HQ

o Derrick Parker, Defender

« William Petre, Abbey Services

«Dwayne M Pfeiffer,

Northrop Grumman IT

«John Placious,

Integrated Security Technologies, Inc.

« Mike Plaugher, Tyco Integrated Security

«Daniel Reilly, Business Integra

« Doug Ritchey,

Communications Resource Inc.

«Roger Roehr,

Pentagon Force Protection Agency

« Miguel Andres Rojas Handal,
Condortech Services, Inc.

« Robert Rolfsen, Johnson Controls

«Job Rushdan, Diamond Security Inc.

«Jeff Ryder, Tyco Integrated Security

«John Schiefer, XTec, Incorporated

«Sean Schutte, XTec, Incorporated

«Jim Sheahan, Brivo Systems, LLC

« Anthony Shields, Business Integra

«Brandy Sloan, Gallagher Group Limited

« Blake Smith, Gallagher Group Limited

o Adam Somers, M.C. Dean, Inc.

« Nigel Stewart, Secure Mission Solutions

« Darryl Stringfellow, Chenega Managment

o Lars Suneborn, Smart Card Alliance

«Jesse Tatum, Chenega

« Michael Taylor, M.C. Dean, Inc.

« Donald Thomas, Stanley Black & Decker

« Brian Thompson, Global Networks, Inc.

«Joseph Verdi, Security & Energy
Technology Corporation

«JC Viricochea, Tyco Integrated Security

« Galen Weimer,

Communications Resource Inc.

« Joshua Wernick,

Kratos Public Safety and Security

«Jason Wills, Tyco Integrated Security

« William Windsor,

Department of the Treasury

« Edward Yu, Secure Mission Solutions

«Shawn Zartman,

Integrated Security Technologies, Inc.
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2015 Professional Certification Trainers

GUY BERG - MASTERCARD ADVISORS | BRETT CHEMALY, DISCOVER
BRYAN ICHIKAWA, DELOITTE | GILLES LISIMAQUE, IDTP | GERALD SMITH, IDTP

LARS R. SUNEBORN, SMART CARD ALLIANCE | RICK UHRIG, XTEC

GUY BERG, CSCIP Trainer

MasterCard Advisors

Guy Berg, who is Senior Managing Con-
sultant at MasterCard Advisors, which
provides executive consulting services
to issuers, acquirers, merchants and fi-
nancial industry vendors, has more than
twenty years of experience working in
the banking and electronic payment in-
dustry specializing in payment product
solutions, new technology adoption, secu-
rity and fraud prevention. His experience
spans across many aspects of the card pay-
ment ecosystem including merchant ac-
quiring, terminal hardware and software
development, chip operating system sup-
port, personalization systems, smart
card management systems and mobile
NEC. Over the past 16 years he has worked
globally with EMV and NFC implementa-
tions and consulting services.

BRETT CHEMALY, CSCIP Trainer

Discover Financial Services

Brett works for Discover Financial Services
as Manager — Global Chip Products, where
he manages debit implementations in the
U.S market and Discover’s technical com-
ponents of their Global Alliances business.
Prior to joining Discover, he was employed
within MasterCard’s Emerging Payments
team based in Toronto, managing and con-
sulting on MasterCard’s chip programs on
both sides of the border. Prior to that, Brett
spent eight years with the MasterCard Chip
Centre of Excellence based in London and
Belgium where he consulted extensively
across Europe and the Middle East to both
issuing and acquiring institutions. Brett is a
native of South Africa, holding a Bachelor
of Commerce Degree from Rhodes Univer-

sity.

BRYAN K. ICHIKAWA,
CSCIP and CSEIP Trainer
Deloitte & Touche LLP

Bryan Ichikawa is a Specialist Leader for
Deloitte Advisorys Cyber Risk Services
group based out of Arlington, Virginia. A
globally recognized expert in biometrics,
smart cards, security, credentialing and
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identity and access management, Bryan
serves as a trusted advisor to the United
States federal government and other na-
tional government clients around the
world. Bryan regularly assists clients in the
identification, design, integration and de-
ployment of these technologies to deliver
complete and comprehensive identity man-
agement solutions.

Bryan has contributed extensively to the
Smart Card Alliance where he has held
many active roles; he currently is the Iden-
tity Council chair, and also has served as
vice chair of the Board of Directors. He
holds two patents for data security and user
privacy in communications systems and is
a contributing author for “Smart Cards-
Seizing Strategic Business Opportunities.”

GILLES LISIMAQUE, CSCIP Trainer
ID Technology Partners

Gilles Lisimaque is a Partner with ID Tech-
nology Partners, a leading consulting firm
in Washington, DC, supporting high assur-
ance identification solutions.

Gilles, who has more than 25 years of expe-
rience developing smart card solutions, has
worked with most aspects of smart cards
including chip design, manufacturing,
packaging, operating system design, ap-
plication development, international stan-
dards, reader interfaces, and host applica-
tions. He holds multiple patents on smart
card security and smart card operating
system design and has held high-level seats
with numerous smart card and security
forums, associations and standards bodies
including AFNOR, ANSI, ISO and ISTPA
(International Security, Trust and Privacy).

GERALD SMITH, CSCIP Trainer
ID Technology Partners

Gerald Smith is a Senior Consultant with
ID Technology Partners, supporting high
assurance identification solutions. He has
more than 30 years of experience deploy-
ing card solutions. Gerald has worked with
all aspects of smart cards including chip
manufacturing, packaging, operating sys-

tem design, virtual machines, application
development, reader interfaces, and host
applications. He is a National Merit Award
recipient from the U.S. INCITS standards
organization as well as an ISO project edi-
tor on smart card standards.

LARS R. SUNEBORN,
CSCIP and CSEIP Trainer
Smart Card Alliance

Lars Suneborn is Director of the Smart
Card Alliance Training Programs. Lars
creates courseware and conducts the Certi-
fied System Engineer ICAM PACS (CSEIP)
course that is recognized and required by
GSA as a pre-requisite for suppliers par-
ticipating in Federal physical access control
system (PACS) projects to enable agencies
to achieve HSPD-12 compliance.

During his 30-plus year career in the se-
curity industry, Lars has served in various
capacities with HIRSCH Electronics and
Oberthur Technologies and has become
recognized as a PACS subject matter expert.
Lars developed and conducted customized,
agency-specific week-long training courses
and courseware as well as train-the-trainer
activities for a wide variety of U.S., Cana-
dian and British security agencies at facili-
ties worldwide.

Lars actively promotes smart card, biomet-
ric and PKI cryptographic technologies as
vital components in overall system designs
for high-risk, high-security government
facilities nationally and internationally. He
is guiding U.S. agencies in their efforts to
achieve HSPD-12/FICAM compliance.

RICK UHRIG, CSCIP Trainer
XTec Incorporated

Rick Uhrig is a Senior Manager with XTec,
Inc., a leading provider of trusted products
and services for authentication and secu-
rity solutions. Rick has more than 30 years
of experience designing, developing and
evaluating information security solutions,
including 15 years with smart card solu-
tions.



PAYMENTS
SUMMIT

V'V/ Smart Card Allance.

Thee 5™ Anvsal Confarence

April 4-7, 2016
Loews Royal Pacific * Orlando, Florida USA

& Co-located with the 2016
: ICMA Card Manufacturing
sisihs | & Personalization EXPO

NEW! Dates * Location * Partner

A Bigger Stage for Secure EMV,
Mobile and Transit Payments

Get ready for the next stage of industry growth at Payments Summit, as the industry continues a re-
markable evolution: The US migration to EMV is here and the Smart Card Alliance, the authoritative
industry leader for EMV, will continue its comprehensive coverage of this landmark transition. Secure
mobile payments are fragmenting the market--conference speakers will review a wide range of solu-
tions being touted by technology providers, networks, telecoms and handset manufacturers. Public
transportation leaders will talk about the ongoing move to standards-based contactless and mobile
payments championed by the Alliance’s Transportation Council. It all comes together at the leading
annual event for secure payment systems. In 2016 Payments Summit will grow into an expanded facil-
ity with room for additional conference content, a larger exhibition, and a wider range of participant
networking opportunities and activities. Payments Summit is co-located with ICMA Expo, presented
by the International Card Manufacturers Association, the leading organization for card manufacturing
and personalization.

What's not changing is the quality and reputation of the Payments Summit conference, with continuing
coverage of every leading secure transaction platform: EMV card payments, mobile payments, and
transit payments.

Home Base for the Ongoing EMV Migration

The US is the world’s largest payments ecosystem, and the migration to EMV-the global transaction
security standard-is in full swing. Yet, for many banks, credit unions, issuers and merchants there’s still
a frustrating lack of clarity. They know the standards are coming, but the exact form is unclear, and the
cost of conversion is daunting for many.

Mobile Payments: A Game Changer?

The NFC payments market has been rocked by ApplePay. Card networks, telecoms and handset man-
ufacturers are touting a wide range of mobile wallet solutions in a very fragmented market. There is
no ubiquitous model, conversions are slow, and stakeholders are engaging multiple strategies. Some
applications are challenging the secure element-centric NFC model, with the potential to upend the
entire industry.

A Thought Leader in Transit Payments

Through its Transportation Council, the Smart Card Alliance has championed the use of open stan-
dards-based contactless bank card and mobile payments in public transportation. Many Council par-
ticipants have implemented these technologies including Chicago, Philadelphia, The San Francisco Bay
Area, Washington DC, New York City, Toronto, and Dallas.

Early registration discounts apply: www.SCAPayments.com
Pre-conference Workshops: April 4

In 2015
ng

. ﬁ:‘gxecﬂtlve delegates partncnpated

kagenda featured

717

speakers

exhibitors and
sponsors took part

Exhibit and sponsor marketing opportunities are available: , #PaymentsSummit

Contact Bryan Ichikawa: bichikawa@smartcardalliance.org or 703.582.7862.




CONFERENCES AND EVENTS

‘The 8th Annual Conference

2015 Payments Summit
Februz -5 | Grand America Hotel, Salt Lake City.

bruary -
F‘AV%”(TAH“UMEIMIT Payments at a Higher Level

5"- Smart Card
Ton® Aliance

14TH ANNUAL
GOVERNMENTF=S

Smart Strategies for Secure Identity

June 9-10, 2015
WALTER £, WASHINGTON CONVENTION CENTER
WASHINGTON, DC

CONFERENGCE mF

GOLD SPONSOR

Ao

$% Member
e Meeting

SOLUTIONS
_ SUMMIT

OCTOBER 7-8, 2015
ARIZONA GRAND RESORT + PHOENIX, ARIZONA
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2015 PAYMENTS SUMMIT
Grand America Hotel

Salt Lake City, UT

February 3-5, 2015

More than 600 executives gathered in Salt Lake City to share insights and collaborate on implementing
new, secure and convenient ways to pay with EMV chip cards and mobile devices in retail and transit.
Almost every presenter discussing EMV chip acceptance readiness included a common recommen-
dation — get started now. After keynote presentations and panels, discussions went deeper into the
business and implementation considerations for transit, EMV chip and mobile payment, and authen-
tication technologies emerging in the U.S.

2015 GOVERNMENT CONFERENCE
Walter E. Washington Convention Center
Washington, D.C.

June 9-10, 2015

This event on the latest trends and advancements in identity management and cybersecurity for gov-
ernment, healthcare and enterprise was timely, held just weeks after a data breach involving the Office
of Personnel Management (OPM). While the breach wasn't a topic, it served as a fitting example of
why PIV cards are necessary for strong authentication. An oft-discussed topic focused on re-energiz-
ing the federal government’s efforts to use PIV credentials to secure information access and privileges.

2015 SMART CARD ALLIANCE MEMBER MEETING
Arizona Grand Resort

Phoenix, AZ

October 4-6, 2015

Created exclusively for the benefit of Smart Card Alliance and SCALA members, non-members were
invited to attend this year to learn about the latest smart card industry developments. The highlight
was a special awards dinner, where the Alliance recognized the many achievements by industry coun-
cils and member companies. Council chairs and members who comprised the 2015 Honor Roll and
Top Contributors were publicly acknowledged, as were the 22 companies who received the Center of
Excellence (COE) designation.

2015 NFC SOLUTIONS SUMMIT
Arizona Grand Resort

Phoenix, AZ

October 7-8, 2015

This event revealed the growth in mobile NFC technology, placing the number of handsets in the
market that are enabled for NFC at 1 billion. It also showcased notable developments in payment and
non-payment applications, customer experience and security. Presented by the Smart Card Alliance in
partnership with the NFC Forum, many of the speakers highlighted new ways to use the technology, as
well as opportunities across a variety of industries including access, identity and transit.



SAVE THE DATE FOR THESE 2016 EVENTS
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EXECUTIVE DIRECTOR LETTER HIGHLIGHTS

One of the most popular sections of the monthly Smart Card Alliance newsletters is the letter from Executive
Director Randy Vanderhoof. Check out his thoughts during a very busy year for the Alliance and the industry.
To read the complete letters, visit the Smart Card Alliance website.

Countdown Begins
for EMV Shift

We welcome 2015 with anticipation and

47 18
Al . . . . . .
o amwn®®  trepidation, especially if your business in-
19 30 31 . .
N terests are in the payments arena. This year

starts the countdown to the EMV fraud li-
ability shift in October. Those of us deep into the card payments
market are nervously watching the calendar while simultaneously
looking for positive signs that the much anticipated, extremely
complicated, and hugely expensive EMV conversion is on track.
It is hard to know for sure, because most of the big changes are
happening behind the scenes in software development rooms, test-
ing labs, and card production facilities. Only in the United States
could there be 100 million new chip cards issued in a single year
and nearly 5 million point of sale terminals replaced and no one
would notice.

EMV Chip Migration: A Top Priority

. As the industry gathered at the Smart Card

» 3 45878  Alljance’s 2015 Payments Summit in Salt Lake
g 10 11 12 13 1415
46 17 18 19 20 21 22
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City, two distinct themes played out frequently
among the speakers. The opening keynote top-
ics epitomized the role in each of these major
themes: the progress made and expectations ahead for U.S. EMV
chip migration and the rise of tokenization as another major in-
novation to watch on the near horizon. The collective message that
came from the presentations was that while EMV migration has
moved incredible lengths in the third year of a four year migration,
it’s been at an uneven pace for the infrastructure players, with issu-
ers far ahead of most merchants. Further, the issuance of contact-
only chip credit cards is well ahead of contactless chip cards and
debit cards.

Mobile Payments
Take the Spotlight

e U]
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So much has been written and talked about
Apple Pay’s relative impact on the market
that one might think that it’s been the indus-
try standard for years rather than months.
In January, Softcard (formerly Isis) folded their tent and sold off
the remains of the technology to Google. MCX mobile payments

30 Smart Card Alliance

platform CurrentC launched to compete with Apple Pay and Pay-
Pal. And Samsung responded to Apple’s challenge by acquiring a
start-up called LoopPay. Samsung Pay will also work with NFC if
the terminal supports it. It will be interesting see how these brands
align and compete in chasing after the consumer. Expect that
change will be a constant for mobile payments for the foreseeable
future, so make sure to be informed in this evolving market.

i Defining Strong Authentication
APRIL 2015
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There are several definitions of strong authen-
tication, and sometimes it gets confused with
two-factor authentication. Authentication in-
volving cryptographic responses can also be
referred to as strong authentication, as in using
PKI to authenticate the validity of a digital certificate using asym-
metric keys, A third class of definition says strong authentication
is any form of authentication in which the verification is accom-
plished without the transmission of a password. The Federal Infor-
mation Security Management Act (FISMA) report defines strong
authentication as authentication that requires multiple factors to
securely authenticate a user: (1) something the user has, such as a
Personal Identity Verification (PIV) card; (2) something the user
is, such as an approved user; and (3) something the user knows,
such as a password or key code.

Healthcare Warms to Security

1.2.3
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The least mature smart card market today
is the healthcare market. It hasn’t benefitted
from any significant drivers or extraordinary
events to stimulate a rapid change in demand
for secure chip cards. But it is encouraging
to see the healthcare market beginning to
look at security in ways similar to the government security and the
consumer payments markets. Perhaps it will take another decade
to get to the same level of adoption. Or some major event, like a
colossal health information data breach, that will stimulate faster
action. What is certain is the Smart Card Alliance will be at the
center of this effort to stimulate healthcare adoption, as it has been
in the consumer payments market and government ID markets.


https://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/final_fy14_fisma_report_02_27_2015.pdf
https://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/final_fy14_fisma_report_02_27_2015.pdf

Eliminating Cyber Threats

M
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I've just returned from another great Smart
Card Alliance Government Conference. My
personal takeaways from listening to many
speakers are that two-factor authentication
based on almost any form factor (smart card,
mobile device, or knowledge-based) is very difficult to get imple-
mented by senior management; and we're advancing towards un-
sustainable levels of cybersecurity threats, with cyber threat miti-
gation complex and post-breach mediation extremely costly after a
breach occurs. Continuing to rely on single-factor password-based
security is like ignoring the red warning light on your car because
you don’t have the time or money to fix the problem now. After a
major break down, the car towed and the cost of a more expensive
repair, you see that it just doesn't add up in the end.

More ID Breaches Occur

= 2 B Largely driven by the humiliating record re-
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ported in government’s 2015 FISMA report
- 41% of civilian agency personnel were us-
ing PIV credentials to log in - followed by
the troubling announcements that two sepa-
rate and massive data breaches occurred in the Office of Personnel
Management (OPM), a 30-day “Cybersecurity Sprint” initiative
was announced. The emergency cyber cleanup concentrates on
instituting two-factor authentication; increased monitoring of net-
works for signs of hacking activities; and patching older systems
as well securing systems to address more recent vulnerabilities. I
don’t think it will take more than a few months before we see a
mandate for all agencies to begin using PIV cards for network log
in as well as enforcement for the mandate.

Uncertainty at the Register

Carrying a wallet full of EMV chip cards

1
6. 7.8
T and finding a merchant that accepts them

2
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3 I spot an EMV chip terminal at a check-out

reminds me of the water game “Marco Polo”

lane (Marco) and reach out, but the chip
experience disappears because the terminal is still in magnetic
stripe mode (Polo). Consumers shouldn’t be playing EMV Marco
Polo with less than 60 days until the liability shift. The good news
I heard at the RETAILNOW 2015 conference is that everyone is
aware of EMV. The bad news? Resellers of retail POS hardware,
software, and IT services have only an elementary level of under-
standing of merchant customer requirements for EMV. And these
are the POS solution vendors and retail systems integrators who
merchants turn to for advice and support.

= The Relationship between
Siarevlify Healthcare and EMV

123455 .

78 910 11 12 13 There is a connection between seeing a
14.15 16 17 18 19 99 .
22 doctor and EMV that doesn’t involve your
<122 23 24 25 26 37

DB health. It has to do with doctors and health-

care services providers such as hospitals,
pharmacies, and medical equipment supply stores who are also
merchants. They’ll all be affected by the October liability shift. In
healthcare, providers and hospital systems need to consider how
chip technology can impact their business. And while migrating to
chip is a choice, not a mandate, there are some repercussions for
those who don’t make the change. For those who do, they’ll want
to make an informed decision by understanding what chip tech-
nology is, how the fraud liability shift will impact them, and how
to prepare to migrate to chip once they have everything in place.

Fraud Liability Shifts —
What’s Next?

/.
OCTOBER 2015
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While the October 2015 EMV fraud liability
date came and went without much of a ripple,
it's important to remember that EMV is not
a solution for e-commerce fraud. Small businesses are the most
vulnerable because they typically lack the added software security
measures and e-commerce fraud risk tools that the bigger retailers
have. E-commerce merchants shouldn't despair or feel abandoned
by the banks and payments networks who have focused on the big-
gest fraud problem first. There are new technologies available for
e-commerce merchants today that will better protect businesses.
Be assured that EMV is working and will be growing in usage and
effectiveness each day, bringing down the cost and inconvenience
of counterfeit card fraud for banks, merchants, and consumers.

— 2015 The Season of Industry Events
NOVEMBER ==

. 15 The calendar has turned from October to
234568
o 11213
16 17 18 19 20 21 22
PR R .
- month of air travel and hotel stays that were

November and I am feeling thankful that my
suitcase and my health survived a grueling

the result of organizing and participating in
numerous industry conferences that each year are squeezed into a
small window between the end of September and mid November.
One thing I have learned about this time of year is that it will make
you soon forget those lazy, hazy days of summer fast.
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WEB SITE HIGHLIGHTS

SMART CARD ALLIANCE WEB SITE HIGHLIGHTS EMV CONNECTION WEB SITE

» Average site visits per month: 24,448 o Over 123,600 visits from over 86,900 unique visitors

« Number of page views per visit: 1.73 o EMYV educational resources for issuers, merchants, acquirers/

» Over 77% new visits processors and consumers

o Links to Alliance, LEAP and CSCIP members-only resources o New white papers and webinars from the EMV Migration

o Smart Card Alliance news and member bulletins Forum: Understanding the U.S. Fraud Liability Shifts; PIN

« Smart Card Alliance event registration and proceedings Change at the ATM; Implementing EMV at the ATM; Near-
Term Solutions to Address the Growing Threat of CNP Fraud;

MOST POPULAR WEB RESOURCES Managing Card-Based Tip and Gratuity Payments

« Smart Card Alliance events and event proceedings « EMV Migration Forum market education resources: Chip_

« Smart Card Alliance white papers and publications Card Video; EMV Chip Card Infographic; Recommended

o LEAP and CSCIP information and resources Communications Best Practices; GoChipCard.com website

o Smart card technology primer and application information « EMV Migration Forum information and members-only web

« EMV Migration Forum information site

 Smart Card Alliance membership information

NEW IN 2015: PUBLICATIONS, WORKSHOPS,
TRAINING PROGRAMS, COLLABORATION TOOLS
o Smart Card Alliance Publications: Five new publications on
the true cost of data breaches; EMV for the healthcare and

parking industries; contactless smart card technology for

Member access to
event proceedings
and resources

commercial physical access control systems; and the benefits

Over 21,000
downloads of
publications and
presentations

of strong authentication for Medicare credentials
« Educational Institute Workshops: Two new workshop videos

Continued
strong growth
in web site
trafficand

downloads

on payments technologies and innovations and strong
authentication (LEAP members only)

« CSCIP Body of Knowledge: Updated Body of Knowledge
Modules for CSCIP, CSCIP/Payments and CSCIP/
Government certifications (CSCIP applicants only)

Over 220,000
visits from over
172,000 unique
visitors

« Collaboration Platform: New Council collaboration

platform supporting document management and Council
communications (Council members only)

TOP ACCESSED PUBLICATIONS & WHITE PAPERS
« Host Card Emulation (HCE) 101
« Technologies for Payment Fraud Prevention: EMV,

. o Number of
Encryption and Tokenization page views
o Card Payments Roadmap in the U.S.: How Will EMV Impact per visit-1.73

the Future Payments Infrastructure?

o Smart Card Technology in U.S. Healthcare: Frequently Asked
Questions

« EMV: Frequently Asked Questions

« The True Cost of Data Breaches to the Payments Industry

« EMV and NFC: Complementary Technologies that Deliver
Secure Payments and Value-Added Functionality

 Bluetooth Low Energy (BLE) 101: A Technology Primer with

Example Use Cases

ACTIVE SOCIAL MEDIA PROGRAMS
o LinkedIn Groups: Government Smart ID- 2,109 members; ‘

Smart.Payments- 1,564 members; Healthcare Identity
Management- 180 members; LEAP- 653 members

o Twitter: 1,100+ tweets, 3,722 followers
« Facebook: 585 “likes”
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http://www.sca-emfgroups.org
http://www.smartcardalliance.org/publications-host-card-emulation-101/
http://www.smartcardalliance.org/publications-technologies-for-payment-fraud-prevention-emv-encryption-and-tokenization/
http://www.smartcardalliance.org/publications-technologies-for-payment-fraud-prevention-emv-encryption-and-tokenization/
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http://www.smartcardalliance.org/pages/publications-smart-card-technology-in-healthcare
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http://www.linkedin.com/groups/SmartPayments-2546955
http://www.linkedin.com/groups?gid=2993435
http://www.linkedin.com/groups?gid=2993435
http://www.linkedin.com/groups?gid=1753797
http://www.emv-connection.com/understanding-the-2015-u-s-fraud-liability-shifts/
http://www.emv-connection.com/implementing-emv-at-the-atm-pin-change-at-the-atm/
http://www.emv-connection.com/implementing-emv-at-the-atm-pin-change-at-the-atm/
http://www.emv-connection.com/implementing-emv-at-the-atm-webinar/
http://www.emv-connection.com/near-term-solutions-to-address-the-growing-threat-of-card-not-present-fraud/
http://www.emv-connection.com/near-term-solutions-to-address-the-growing-threat-of-card-not-present-fraud/
http://www.emv-connection.com/managing-card-based-tip-and-gratuity-payments-for-emv-chip/
http://www.emv-connection.com/press-room/chip-card-video/
http://www.emv-connection.com/press-room/chip-card-video/
http://www.emv-connection.com/infographicemv-chip-cards-the-future-of-payments/
http://www.emv-connection.com/recommended-communications-best-practices/
http://www.emv-connection.com/recommended-communications-best-practices/
http://gochipcard.com/
http://www.emv-connection.com/emv-migration-forum/
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INDUSTRY COUNCILS

Through six industry councils, the Smart Card Alliance proactively addresses topics of concern in the different vertical markets for smart
card technology. Alliance members lead Council activities and contribute to a wide variety of projects, including white papers, webinars,
workshops, web resources, position papers and industry commentary. The results of the councils’ work help to drive smart card technol-
ogy implementations in the U.S. and provide authoritative educational material for both the U.S. and international markets.

The Access Control Council expanded ac-
tivities in the commercial market in 2015,
publishing a guide specification for con-
tactless smart cards in commercial physi-
cal access control systems. The Council
continued its strong support of govern-
ment initiatives, submitting comments on
draft specifications. The Council is made
up of more than 140 individuals from 45
leading organizations.

white paper and responding to the GAO

The Health and Human Services Coun-
cil focused on education and outreach in
2015, publishing an EMV for healthcare

report on Medicare. The Council was also
successful in securing speaking engage-
ments at key industry events in 2015. More
than 50 individuals from over 30 leading
organizations participate in the Council.
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The Identity Council’s 2015 activities fo-
cused on strong authentication and identi-
ty management. The Council collaborated
with the Access Control Council on the
Government Conference workshop and
worked on a white paper on smart card
technology and the FIDO protocol. More
than 100 individuals from over 40 leading
organizations participate in the Council.

— -

>

The Mobile and NFC Council continued
its strong educational programs in 2015.
The Council hosted a well-attended webi-
nar, led or contributed to two workshops,
and worked on two white papers on both
payments and non-payments applications.
The Council is made up of more than 170
individuals from over 60 leading organiza-
tions.

D | AND NFC.

The Payments Council continued its focus
on education in 2015. The Council led a
workshop on payments technology and
innovations, published a white paper on
the true cost of data breaches, and collabo-
rated on a white paper on EMV and NFC.
The Council is made up of more than 200
individuals from over 50 leading organiza-
tions.

RANSPOR u“flf_,i,m{%

The Transportation Council 2015 projects
focused on multimodal payments conver-
gence and EMV migration. The Council
held a well-attended workshop, hosted a
two-day member meeting, and collaborat-
ed with the International Parking Institute
on an EMV and parking white paper. More
than 180 individuals from over 60 leading
organizations participate in the Council.
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A LOOK AT OUR COUNCILS IN 2015

Council Member Expertise and Commitment
Result in Strong Deliverables

In 2015, EMV chip mi-

gration was in full
swing, contactless pay-
ments with NFC-en-

abled mobile
moved to the main-

devices

stream, and data breach-
es continued to plague
all markets. The Coun-
cils targeted each of
these market topics and
successfully completed
projects that provided
educational  resources

and guidance for the in-

dustry.

EMYV was a common theme across our councils. With the
October 2015 liability shift, EMV chip migration has been a
critical topic for all merchant segments. The Transportation
Council collaborated with the International Parking Institute
on EMV guidance for the parking industry and continued to
look at implementation considerations for transit open pay-
ments. The Health and Human Services Council reached out
to payments industry members to develop an “EMV 101” for
healthcare providers. And with both EMV and NFC arriving
at the acceptance infrastructure, the Payments and Mobile
and NFC Councils collaborated on a white paper explaining
how the two technologies work together to secure payments.

Another common theme was the growing need for strong,
two-factor authentication. The Identity Council developed a
workshop and Member Meeting sessions on strong authen-
tication and worked on a white paper showcasing how the
FIDO protocol can be used with smart card technology. The
Health and Human Services Council tackled Medicare fraud,
promoting the strong authentication benefits of smart card
technology for patients and providers.

While the Access Control Council continued to provide
guidance to the Federal government on the use of Personal
Identity Verification (PIV) cards in physical access control
systems (PACS), the Council expanded efforts in the com-
mercial market with an ISC West workshop on enterprise
PACS and a guide specification on using smart card technol-
ogy with commercial PACS. The Transportation Council also

looked beyond the traditional transit market to hold a cross-
industry workshop and start a white paper on payments con-
vergence across multiple transportation modes - transit, toll-
ing, parking, and new services like ride, car and bike sharing.

All told, Councils completed over 20 different projects in-
cluding four comments submissions, six workshops, one we-
binar, and five white papers — with five additional white pa-
pers expected to be published shortly. This a phenomenal set
of activities for our volunteer organization and is a testament
to the commitment of both member organizations and indi-
viduals to growing the U.S. market for smart card technology.

As you might expect from the extensive list of 2015 deliv-
erables, we continue to have strong council participation.
Council activities engage 78 percent of member organiza-
tions, with 100 percent participation from Leadership Coun-
cil Members and over 60 percent participation from General
and Government Members. I'd especially like to thank the
236 individuals who were active in this year’s projects and
the 83 individuals who are on our 2015 Council Honor Roll.

We've now had our industry councils active for over ten years
and they’ve been successful on many levels. The councils
have produced resources that helped drive smart card tech-
nology implementation and have made the Alliance the go-
to resource for information. Councils are also an important
factor for Alliance member satisfaction. We've had consistent
results in our annual member surveys year after year — coun-
cil members rate their satisfaction with the Alliance higher
than members who are not involved in councils.

The Smart Card Alliance and the industry succeed through
collaboration among all of the stakeholders in the ecosys-
tems in which smart card technology plays a critical role. The
councils provide the forum for this collaboration - some-
thing that members have found to be one of the most valu-
able parts of their Alliance membership.

Thank you to everyone who participates in our councils! I'm
looking forward to another busy year in 2016.

Cathy Medich
Director, Strategic Programs
Smart Card Alliance
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ACCESS CONTROL COUNCIL

ACCESS CONTROL COUNCIL MISSION

Accelerate the widespread acceptance, usage, and application
of smart card technology for physical and logical access control.

OFFICERS TOP CONTRIBUTORS ACTIVITIES

e Chair: Dave Helbock, XTec Incorporated

o Salvatore D’Agostino, IDmachines

e Vice Chair: Frazier Evans o Frazier Evans, Booz Allen Hamilton

Booz Allen Hamilton &
. « Steve Rogers, IQ Devices
o Secretary: Steve Rogers, IQ Devices
HONOR ROLL
« Don Campbell, Eid Passport
« Peter Cattaneo, Identiv

STEERING COMMITTEE
« Dave Adams, HID Global

« Sal D’Agostino, IDmachines « Salvatore D’Agostino, IDmachines

« Tony Damalas, Stanley Security o Tony Damalas, Stanley Security Solutions
« Frazier Evans, Booz Allen Hamilton + Bob Dulude, HID Global

o Daryl Hendricks, GSA * Vince Eckert, GSA

« Frazier Evans, Booz Allen Hamilton
o Walter Hamilton,

Identification Technology Partners
« Dave Helbock, XTec Incorporated

« Dave Helbock, XTec Incorporated
« Lolie Kull, HP Enterprise Services
« Stafford Mahfouz, Tyco Software House

« Robert Merkert, Sr., « Chi Hickey, GSA
Advanced Card Systems Ltd. « Mike Kelley, Secure Mission Solutions

« Ahmed Mohammed, o Lolie Kull, HP Enterprise Services
Oberthur Technologies « Stafford Mahfouz, Tyco Software House

« Roger Roehr, Roehr Consulting

« Steve Rogers, IQ Devices

o Adam Shane, AMAG Technology
o Adam Shane, AMAG Technology « Rob Zivney,

« Mike Sulak, U.S. Dept. of State

« Mike Zercher, NXP Semiconductors

« Roger Roehr, Roehr Consulting
« Steve Rogers, IQ Devices

Identification Technology Partners

ACCESS CONTROL COUNCIL MEMBERS

3M Cogent « ABnote « Accenture « Advanced Card Systems Ltd. « Allegion « AMAG
Technology « Booz Allen Hamilton « CertiPath « CH2M HILL « Cubic Transporta-
tion Systems, Inc. « Entrust Datacard « Datawatch Systems « Defense Manpower Data
Center « Deloitte & Touche LLP « Department of Homeland Security « Eid Passport «
Exponent « Gallagher « Gemalto « Giesecke & Devrient « GSA « HID Global « HP
Enterprise Services « Identification Technology Partners Inc. « IDmachines « Initia-
tive for Open Authentication « IQ Devices » Lenel Systems International « Morpho «
NXP Semiconductors « Oberthur Technologies « OTI America « Quantum Secure o
Roehr Consulting « SAIC - Science Applications International Corporation « Secure
Mission Solutions  SecureKey Technologies  Stanley Security Solutions « STMicro-
electronics « Tyco Software House  Ultra Electronics Card Systems ¢ U.S. Depart-
ment of State « U.S. Department of Transportation/Volpe Center « Wells Fargo « XTec
Incorporated
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o Tony Damalas, Stanley Security Solutions

o Guide Specification for Architects and
Engineers for Smart Card-based PACS
Cards and Readers for Non-government
PACS (April 2015)

« ISC West workshop, Enterprise
Physical Access Control Systems
(EPACS) Using Smart Card Technology
for Government and Commercial
Organizations (April 2015)

e 2015 Smart Card Alliance
Government Conference pre-
conference workshop, Best Practices
and Technology Trends for Strong
Multifactor Authentication and
Managing Identities of People and

Internet Devices, in collaboration with
the Identity Council (June 2015)

« Submission of response to NIST:
contactless PIV use case (June 2015)

« Submission of comments to GSA on
the “FIPS 201 Evaluation Program
Functional Requirements & Test Cases
(FRTC), Version 2.0.0” (August 2015)

« Submission of comments to NIST on
draft NISTIR 8055, “Derived Personal
Identity Verification (PIV) Credentials
Proof of Concept Research” (August
2015)

o 2015 Member Meeting session: Mobile
Devices: Use Cases for Access (October
2015)

« Relationships with IBIA and SIA


http://www.smartcardalliance.org/publications-guide-specification-for-architects-and-engineers-for-smart-card-based-pacs-cards-and-readers-for-non-government-pacs/
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http://www.smartcardalliance.org/publications-guide-specification-for-architects-and-engineers-for-smart-card-based-pacs-cards-and-readers-for-non-government-pacs/
http://www.smartcardalliance.org/leap-member-resources-educational-resources-smart-card-alliance-best-practices-and-technology-trends-for-strong-multifactor-authentication-and-managing-identities-of-people-and-internet-devices/
http://www.smartcardalliance.org/leap-member-resources-educational-resources-smart-card-alliance-best-practices-and-technology-trends-for-strong-multifactor-authentication-and-managing-identities-of-people-and-internet-devices/
http://www.smartcardalliance.org/leap-member-resources-educational-resources-smart-card-alliance-best-practices-and-technology-trends-for-strong-multifactor-authentication-and-managing-identities-of-people-and-internet-devices/
http://www.smartcardalliance.org/leap-member-resources-educational-resources-smart-card-alliance-best-practices-and-technology-trends-for-strong-multifactor-authentication-and-managing-identities-of-people-and-internet-devices/
http://www.smartcardalliance.org/leap-member-resources-educational-resources-smart-card-alliance-best-practices-and-technology-trends-for-strong-multifactor-authentication-and-managing-identities-of-people-and-internet-devices/

YEAR IN REVIEW: ACCESS CONTROL COUNCIL CHAIR

Council Benefits Industry through Guide
Specification Development

As usual, 2015 was a year full of activities for the Access Control
Council. Most notably, smart cards were increasingly accepted as
the credential of choice for securely authenticating identity, de-
termining appropriate levels of information access, and control-
ling physical access. To further advance the adoption of high se-
curity smart card-based physical access control systems (PACS),
the Smart Card Alliance guidance

end-users and contract specialists. Representatives from more
than 50 different organizations have attended the course since its
inception.

During ISC West in Las Vegas this past spring, the Access Control
Council hosted a one-day event: the “EPACS Using Smart Card
Technology” workshop. The con-

document, “Guide Specification for
Architects and Engineers for Smart
Card-based PACS Cards and Readers
for Non-government PACS,” helps ar-
chitects, engineers, consultants, inte-
grators, manufacturers and end users
incorporate smart card-based PACS
cards and readers into architectural
and engineering specifications for

The council has continued

to engage with the federal
government ...to review and
comment on various documents
that promote the use of smart cards.

tent was developed by the Coun-
cil and provided a comprehensive
understanding of the new PACS
architectures, the use of high as-
surance credentials with EPACS,
and the impact that this move
has on PACS implementation.
Many members of the Council
volunteered to provide presenta-

non-government facilities.

The council has continued to engage with the federal government,
specifically the National Institute of Standards and Technology
(NIST) and General Services Administration (GSA), to review and
comment on various documents that promote to the use of smart
cards. Most recently, the Council provided comments on the GSA
PACS Approved Product List (APL) Functional Requirements and
Test Cases v2.0.0 and the NIST Interagency Report (NISTIR) 8055
Derived Personal Identity Verification Credentials (DPC) Proof of
Concept.

One of the latest efforts underway is updating the “Federal Identity
Credential and Access Management (FICAM) in Brief” white pa-
per that the Council produced in 2010. The Council will be meet-
ing with the GSA FICAM team to discuss the project. It’s an excit-
ing opportunity for the Council to update the “FICAM in Brief”
document to align with that latest identity and smart card related
technology innovations over the past five years.

In 2014, GSA approached the Smart Card Alliance about setting up
a training and certification program and this resulted in the launch
of our Certified System Engineer ICAM PACS (CSEIP) program.
2015 was another successful year for CSEIP training and certifica-
tion. This certification has gained traction not only with the secu-
rity integrators and specifiers, but also has benefited government

tion materials as subject matter
experts to brief the class during
their respective sessions. Two GSA employees attended the event
as speakers. They briefed the class on the Approved Products List
(APL) process, contracting information on specifying an EPACS,
and PIV authentication in PACS progress.

All indications are that 2016 will be just as busy and exciting! Many
of the projects the Council is involved in require collaboration and
corroboration with industry organizations and the federal govern-
ment, with whom we enjoy very productive partnerships and who
contribute greatly to our joint successes.

Thank you to all of you who continue to support and contribute to
the Access Control Council!

David Helbock, Jr.
Sr. Sales Engineer
XTec Incorporated

2015 Annual Review 37


http://www.smartcardalliance.org/
http://smartcardalliance.us9.list-manage1.com/track/click?u=9587b2159193317585aa4ef3a&id=39014186b7&e=75fefe0979
http://smartcardalliance.us9.list-manage1.com/track/click?u=9587b2159193317585aa4ef3a&id=39014186b7&e=75fefe0979

Guide Specification for Architects and Engineers
for Smart Card-based PACS Cards and Readers
for Non-government PACS

mart cards are increasingly accepted as the credential of

choice for securely authenticating identity, determining ap-

propriate levels of information access, and controlling physi-
cal access. To further advance the adoption of high security smart
card-based physical access control systems, the Smart Card Alli-
ance developed a tool that can help architects, engineers, consul-
tants, integrators, manufacturers, and end users include the speci-
fications for a physical access control system (PACS) that relies on
smart cards and readers in the architectural and engineering speci-
fications developed for private-sector facilities. The tool is offered
in the form of a sample specification, the “Guide Specification for

Architects and Engineers for Smart Card-based PACS Cards and

Readers for Non-government PACS”

The sample specification is for 13.56 MHz contactless smart card
technology products. The specification is written using industry
standard formatting and language (e.g., Construction Specification
Institute (CSI) Division 28 — Electronic Safety and Security Section
28 13 Electronic Security System), and is designed for use by ar-
chitects, consultants, and specifying engineers who are preparing
bid specifications for physical access control, building control, and
security systems for non-government facilities. It includes sections
that cover the specific requirements for different types of smart
card readers and access control credentials.

The guide specification is a Microsoft Word document, which can
be copied into the appropriate sections of a bid specification by
cutting and pasting relevant portions. At anyplace in the specifica-
tion where choices should be made or where project-specific in-
formation should be inserted, the choice or information required
is described and enclosed in brackets. An annotated version of the
specification is also available to provide guidelines for its use. Be-
cause the annotated version is intended to be an educational re-
source, it includes links to extensive commentary that describes or
defines both the terminology used and the content required, offers
guidance on different technology options that may be selected for
implementation and provides information on PACS security fea-
tures.

The specification delineates the requirements for use of modern,
secure smart card technology in PACS applications. It focuses on
the card-to-reader operations and is intended to work with a wide
variety of commercial PACS. The specification assumes that the
card data model is designed in accordance with the specific PACS
being implemented. Because successful security deployments are
a shared responsibility by all participants in the solution supply
chain, proper installations must not only meet the requirements of
the specification but also delineate the responsibilities of the man-
ufacturer, integrator, and end user to deploy, operate, and maintain
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the PACS. These responsibilities should be clearly defined in the
project documentation and associated processes and procedures
and are not part of the specification.

Use of the guide specification does not guarantee performance.
Performance is the result of many factors, including, but not lim-
ited to, how the system is deployed, the environment into which it
is being deployed, and how it is used. The products covered by the
specification focus on PACS applications, and references to com-
mercially available products are included as appropriate. Access
control credentials and accessories are included. The specification
does not endorse any specific product or service. Product or ser-
vice references are provided simply as examples.

It is important to note that the specification was designed to be
used for commercial, non-government PACS implementations.
The guide does not apply to and should not be used for federal fa-
cilities. It should also be noted that the guide is a living document,
maintained by the Smart Card Alliance Access Control Council.
The Smart Card Alliance anticipates that there may be questions
and interpretations that arise when using it, and the Access Con-
trol Council is prepared to respond to such inquiries. The Council
is focused on accelerating the widespread acceptance, use, and ap-
plication of smart card technology for both physical and logical
access control. For this purpose, the Council brings together lead-
ing users and technologists from both the public and the private
sectors in an open forum to work on activities that are important
to the access control community.

ABOUT THE GUIDE SPECIFICATION

This guide specification was developed by the Smart Card Alliance
Access Control Council to provide a tool for architects, engineers,
consultants, integrators, manufacturers, and end users to incor-
porate smart card-based physical access control cards and readers
into specifications for non-government PACS implementations.

Smart Card Alliance members who contributed to this resource
include Advanced Card Systems, Ltd.; Allegion; AMAG Technol-
ogy, Inc.; Booz Allen Hamilton; CH2M HILL; Eid Passport Inc.;
GSA; HID Global; HP Enterprise Services; Identification Technol-
ogy Partners, Inc; Identiv; IDmachines; IQ Devices; NXP Semi-
conductors; Oberthur Technologies; Quantum Secure Inc.; Roehr
Consulting; Secure Mission Solutions; Stanley Security Solutions;
Tyco Software House; U.S. Department of State; XTec Incorporated
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EPACS Using Smart Card Technology
for Government and Commercial Organizations

©0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 0

raditional physical access control systems (PACS)

are evolving to an enterprise architecture, with

government and commercial organizations in-
creasingly using smart card technology for high assurance
identity verification. The Access Control Council hosted a
full-day workshop at ISC West in 2015 to provide practi-
cal guidance for organizations who are seeking to under-
stand how PACS architectures are changing and how to
implement standards-based credentials using smart card
technology.

The workshop opened by defining the enterprise PACS
(EPACS). An EPACS addresses the need for access control
solutions across multiple organizations and organization-
al boundaries and allows enterprise personnel to authen-
ticate their identities using secure, PKI-enabled and/or
standards-based credentials. EPACS are identity-centric
vs. facility-centric implementations, requiring changes to
traditional thinking about PACS implementations. The
Federal government has led the way with EPACS imple-
mentation, pioneering “strong” authentication mecha-
nisms using Personal Identity Verification (PIV) and PIV-
Interoperable (PIV-I) credentials to reduce vulnerabilities
and mitigate threats.

Smart card technology delivers multiple benefits to PACS imple-
mentations. A multitude of standards, guidance, and policies
have been published in recognition of the advantages of smart
cards over legacy/traditional identity tokens (e.g., RFID/prox tags,
magnetic stripe cards). The cryptographic infrastructure has been
established to support the issuance, maintenance and use of PIV,
PIV-T and Commercial Identity Verification (CIV) smart cards
in both the government and commercial sectors. Interoperabil-
ity standards have also been defined to accommodate PIV-based
smart cards beyond the Federal government to include commer-
cial, state, local, and international user populations and associated
identification, for both logical and physical access control needs.

The workshop included sessions on:

o How smart card-enabled authentication mechanisms mitigate
threats to PACS

« How an EPACS can be deployed within an organization’s IT
infrastructure and what IT requirements need to be met by
EPACS

o What standards are being used in EPACS and what changes
are expected to standards

« How mobile devices can be used as the platform for carrying
identity credentials and authenticating individuals

o What Federal government EPACS procurement processes are

« What best practices to use when implementing EPACS and
identity credentials based on smart card technology

The workshop closed with a discussion of the critical points that

are essential a successful EPACS implementation. The PACS is a
significant security component of any enterprise and essential to
the overall security protection environment. The PACS must be in-
terfaced to the enterprise identity management system (IDMS) and
card management system (CMS); it is critical for an organization’s
physical security and IT security offices to work together on the
EPACS implementation. The EPACS must be integrated with the
IT infrastructure and leverage the enterprise logical access control
protocols. In addition, it is a standard security industry practice to
integrate other countermeasures such as closed circuit television
(CCTV) and intrusion detection systems as well. And finally, the
use of standards-based smart card technology for identity creden-
tials provides strong security benefits for both logical and physical
access control systems.

ABOUT THE WORKSHOP

The Access Control Council produced the “EPACS Using Smart
Card Technology for Government and Commercial Organiza-
tions” workshop to provide systems integrators and government
and commercial PACS end users with a comprehensive under-
standing of the new PACS architectures, the use of high assurance
credentials with EPACS, and the impact that this move has on
PACS implementation.

Smart Card Alliance members presenting in the workshop includ-
ed: AMAG Technology; Booz Allen Hamilton; GSA; IDmachines;
IQ Devices; Quantum Secure; Roehr Consulting; Stanley Security
Solutions; Tyco Software House; XTec Incorporated
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HEALTH AND HUMAN SERVICES COUNCIL

1

HEALTH AND HUMAN SERVICES COUNCIL MISSION

Promote the adoption of smart cards for healthcare and human services applications and within
the national health IT infrastructure and educate the healthcare market on why smart card
technology is the appropriate solution for healthcare identity management applications.

OFFICERS TOP CONTRIBUTORS ACTIVITIES
e Chair: Morgan Richard, XTec Incorporated « David Batchelor, LifeMed ID, Inc. » National Association of Healthcare Access
e Vice Chair: David Batchelor, LifeMed ID « John Ekers, ABnote Management (NAHAM) 2015 conference:
speaker (April 2015)
STEERING COMMITTEE HONOR ROLL o EMV 101 for the Healthcare Industry white
o Stefan Barbu, NXP Semiconductors « David Batchelor, LifeMed ID, Inc. paper (September 2015)
« David Batchelor, LifeMed ID, Inc. « John Ekers, ABnote « The Benefits of Strong Authentication for the
« Robert Merkert, Sr., « Morgan Richard, XTec Incorporated Centers for Medicare and Medicaid Services,
Advanced Card Systems Ltd. « Jim Zalnasky, Oberthur Technologies response to the GAO report, Potential
« Morgan Richard, XTec Incorporated Uses of Electronically Readable Cards for
Beneficiaries and Providers (September
2015)

o American Health Information
Management Association (AHIMA) 2015
conference: speaker (September 2015)

o 2015 Member Meeting session: Council
Roundtable (October 2015)

o Speaking proposal submissions for Institute
for Healthcare Improvement (IHI), Medical
Group Management Association (MGMA),
Healthcare Financial Management
Association (HFMA) and Healthcare
Information Management Systems Society
(HIMSS) conferences

« Healthcare ID/payment convergence white
paper, project in process

o Relationships with HIMSS, Medical
Identity Fraud Alliance (MIFA), NAHAM,
Secure ID Coalition and Workgroup for
Electronic Data Interchange (WEDI)

HEALTH AND HUMAN SERVICES COUNCIL MEMBERS

ABnote * Accenture * Advanced Card Systems Ltd. « Bell ID ¢ Booz Allen Hamilton *
Clear2Pay « Entrust Datacard  Deloitte & Touche LLP * Eid Passport * First Data ¢
Fiserv « Gemalto * Giesecke & Devrient * HP Enterprise Services ¢ Initiative for Open
Authentication « Intelcav USA « Leidos, Inc. » Lenel Systems International * LifeMed ID,
Inc. » MasterCard * NXP Semiconductors * Oberthur Technologies * OTI America « PPG
Industries, Inc. « SAIC — Science Applications International Corporation * SecureKey
Technologies * STMicroelectronics * Thales e-Security « Tyco Software House * U.S.
Department of State « Verifone » Xerox * XTec Incorporated
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YEAR IN REVIEW: HEALTH AND HUMAN SERVICES CHAIR

Identity Management Solution One Piece of
Resolving Complexities within the Industry

In 2015, the Health and Human Services Council educated inter-
ested parties about the importance of strong authentication and
the use of smart cards for hospital workflow automation and rec-
ommended the use of smart cards for

have authorized access to them. An identity management solution
is not the only solution for solving all patient and electronic medi-
cal record management problems; however, it is the cornerstone

for any solid solution to be imple-

Medicare and Medicaid fraud reduc-
tion. One of our priority projects was
to submit a response to the GAO re-
port on “Potential Uses of Electroni-
cally Readable Cards for Beneficia-
ries and Providers,” supporting the
benefits of strong authentication for
Medicare. The Council also presented
at the NAHAM conference and pub-
lished a new white paper, “EMV 101
for the Healthcare Industry,” one of
the first educational white papers on
the topic.

An identity management solution is
not the only solution for solving all
patient and electronic medical record
management problems; however, it is
the cornerstone for any solid solution
to be implemented. Smart card
technology has already been globally
proven to be effective at protecting
identity, privacy, and commerce in
today’s Internet-era world, and is

mented. Smart card technology
has already been globally proven
to be effective at protecting iden-
tity, privacy, and commerce in
today’s Internet-era world, and is
well-suited to the challenges of the
American healthcare system. Cur-
rently, countries such as Germany,
France, Austria, Belgium and the
Czech Republic have issued na-
tional healthcare cards.

FUTURE PROJECTS

well-suited to the challenges of the

The Council has been working to
educate the healthcare industry and

American healthcare system.

Future projects for the Council
include creating a visual graphic

promote the benefits of smart card

technology to address healthcare in-

dustry challenges. The Council’s focus was on developing prod-
ucts, such as white papers and visual graphics, that promote the
vision of the Smart Card Alliance and aid member companies in
pursuing identity management business within healthcare.

THE CURRENT STATE OF HEALTHCARE IDENTITY
MANAGEMENT

The current healthcare environment is a complex, fragmented and
highly regulated network. A number of converging factors high-
light the need to rethink the current models of operation for public
and private organizations, and there is no “silver bullet” to solve
all of the current challenges. Key areas needing attention include:

« Patient identity

« Patient healthcare record management

o Medical identity theft

o Medical fraud

 Patient privacy

o Security and portability of identity and healthcare records

It is evident that key tasks in creating healthcare policy are to solve
the problems of properly identifying patients and healthcare pro-
viders, matching healthcare records, and identifying those that

that describes the future vision of

the use of smart cards in health-
care, speaking at the 2016 HIMSS conference, and continuing to
build relationships with healthcare organizations like WEDI and
HIMSS. The Council is also focused on educating the market on
identity management, and is working on a white paper tentatively
titled “EMV Convergence” Also along the lines of education, the
Council will continue to educate the community on the impor-
tance of strong authentication using smart card technology, evalu-
ate new ideas for projects, and define new projects.

We look forward to another successful year for the Council and
welcome new participation. Thank you to all of the current Coun-
cil members who participate on conference calls and contribute to
projects. This Council would not be successful without your dedi-
cation, belief in the future of identity management, and hard work.

Morgan Richard
Manager, U.S. Health Care |
XTec Incorporated
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The Benefits of Strong Authentication for the
Centers for Medicare and Medicaid Services

o help the Centers for Medicare and Medicaid Services

I (CMS) both improve authentication of beneficiary and
provider information at the point of care and secure ac-

cess to sensitive medical and insurance data, the United States
Government Accounting Office (GAO) wrote a report, “Potential

Uses of Electronically Readable Cards for Beneficiaries and Pro-

viders,” suggesting that electronically readable cards could provide
substantially more rigorous authentication, reduce reimbursement
errors, and improve medical record-keeping. The report, issued in
March 2015, details the issues CMS faces regarding beneficiary and
provider identification, security standards, and financial losses due
to fraud.

This Smart Card Alliance response endorses strong authentica-
tion for beneficiaries and providers and discusses the benefits. The
Alliance believes that electronically readable cards will enable the
CMS to maximize the security of individual interactions. Verifying
the identity of an individual and securing a transaction are vital to
preventing fraud, maintaining record accuracy, and reducing risk
at the point of care. An electronically readable card can provide
strong (rigorous) authentication and enable the CMS to use digi-
tal identities to automate record matching, increase patient safety,
reduce paper file transactions, and allow the correct ICD-10 codes
to be linked to the correct insurance information. Smart card tech-
nology is well suited for use at CMS.

MEDICARE HEALTH INSURANCE

HAME OF BENEFICIARY

JANE DOE

CMS ISSUES AND ALLIANCE RESPONSES

Strong authentication requires more than a password or an ID
number on a beneficiary card. Strong authentication combines
multiple factors (e.g., something you have, such as a cryptographic
smart card, and something you know, such as a PIN) and is imple-
mented in a way that validates identity information and links the
person’s identity to the card. Resulting transactions can be signed
digitally, ensuring data integrity throughout the system when ex-
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changing medical information and conveying identity and insur-
ance information to providers.

FRAUD REDUCTION

One the challenges facing the CMS are the increasing financial
consequences of fraud. The most obvious example of how strong
authentication can reduce fraud is the establishment of beneficiary
identity at the point of care. This authentication ensures that the
beneficiary receiving care is the beneficiary who should be receiv-
ing care, eliminating fraudulent use of benefits. When transac-
tion data are signed and encrypted, beneficiary data is protected
throughout the transaction. The Alliance response lists six addi-
tional situations in which fraud can be avoided. Strong authentica-
tion using electronically readable cards creates the foundation for
fraud prevention.

DATA INTEGRITY

The GAO report concludes that “electronically readable cards
would have a limited effect on program integrity, but could aid
administrative processes.” This position is based on a view of elec-
tronically readable cards that ignores the post-processing opportu-
nities offered by a strongly authenticated transaction.

The electronically readable card is integral to the Medicare infra-
structure and transaction chain. The impact on fraud resulting
from an absence of system-wide data integrity will be substantial.
Additional benefits not considered in the GAO report include
fraud reduction due to strong authentication of providers and a
more efficient way to manage claims processing.

CONCLUSION

Through electronically readable cards, the CMS can maximize the
security of individual interactions with sensitive CMS data. The
move forward can be achieved with incremental steps that will not
require a complete overhaul of the existing CMS infrastructure. As
the GAO report notes, electronically readable cards should be con-
sidered a future solution for CMS; recognition and acceptance of
this technology are the simplest and most affordable first steps to
increasing security and reducing fraud.

ABOUT THE RESPONSE

This response was a product of the Smart Card Alliance Health
and Human Services Council. The Council brings together human
services organizations, payers, healthcare providers, and technolo-
gists. The Health and Human Services Council provides a forum
where all stakeholders can collaborate to educate the market on
the how smart cards can be used and to work on issues inhibiting
the industry.
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EMV 101 for the Healthcare Industry

he process of making a payment
I with a credit or debit card in the
United States is moving to the use
of chip cards based on a global payment
standard, EMV. An EMV chip card con-
tains a secure computer chip that validates
the authenticity of the card and includes a
one-time security code in every transac-
tion. U.S. issuers and merchants are mi-
grating to EMV chip card technology to
improve the security of card-present trans-
actions and the card-present payments in-
frastructure. As a result, EMV is also being
rolled out to healthcare providers of all siz-
es, including small practices, large provid-
ers, and hospital systems.

While businesses are not required to accept
EMV chip cards, the global payment net-
works and certain U.S. debit networks are
encouraging issuers and merchants to mi-
grate to EMV technology by shifting the li-
ability for fraud to the non-EMV compliant
participant in a transaction. This liability
shift affects both counterfeit card transac-
tions and certain lost or stolen card trans-
actions. The migration to EMV means that
the magnetic-stripe bank cards and point-
of-sale (POS) terminals that have been in
use for decades need to be upgraded to
support chip transactions.

To accept EMV chip credit and debit cards,
healthcare providers will need to update
their payment terminals. Providers whose
bank card payment software is integrated
with other registration or administrative
software may also have to update their soft-
ware.

The Smart Card Alliance white paper,
“EMV 101 for the Healthcare Industry,
was published to help prepare the industry

for EMV migration.

POTENTIAL UPGRADE
ADVANTAGES

EMV is only one of the changes coming to
the payments industry. Mobile payment
using smart phones and watches is also
becoming popular. Providers can therefore
take advantage of the requirement to install
new EMV-compliant POS systems by in-
corporating other payments changes at the

same time. The new systems make provid-
ers both EMV-compliant and capable of ac-
cepting additional types of payment.

Another consideration is that chip-enabled
terminals can support multiple applica-
tions. For example, a terminal can both ac-
cept EMV chip credit and debit cards and
provide support for upcoming healthcare
mobile and ID chip card acceptance as well.

When upgrading current POS systems to
EMY, providers should develop their pay-
ment and point-of-service strategy and
consider including support for other pay-
ment types (e.g., mobile payments) and ad-
ditional functionality in the upgrade.

POTENTIAL UPGRADE IMPACT

EMV chip acceptance can affect three areas
that are of particular importance to physi-
cians, dentists, orthodontists, and other
providers, as well as to hospital systems.

CONSUMER/PATIENT
RECEIVABLES

The changes in healthcare payment types
and transaction amount increase the threat
to healthcare providers and healthcare sys-
tems of fraudulent and counterfeit card
transactions. Understanding and imple-
menting an EMV-compliant payment
process will enable healthcare providers to
dramatically reduce these risks for card-
present payments.

CONSUMER/PATIENT
EXPERIENCE

The growth of high deductible healthcare
plans has led to increases in the amount
consumers pay for services and the re-
quirement that providers be consumer-
focused beyond delivering superior patient
care. Superior care must also be extended
to patient payments. In addition, the EMV
payment process is new to both patients
and employees. The process of paying with
an EMV chip card is different than the pro-
cess of paying with a magnetic stripe card.
Finally, providers need to be prepared to
accept consumer payments in all forms,
including mobile and digital transactions.

FINANCIAL DATA SECURITY

With the rapid growth of consumer pay-
ments, financial data security is a para-
mount concern, as is continuing to protect
and secure patient information. It is im-
portant for healthcare providers to protect
consumer financial data throughout the
entire system. Three components help en-
sure card data security:

o EMV chip technology
« Encryption
o Tokenization

A layered approach to security incorporat-
ing all three technologies - EMV, encryp-
tion, and tokenization - is a recommended
payments industry best practice to more
fully secure the payments infrastructure.

PREPARING FOR EMV
COMPLIANCE

To prepare for the move to chip cards, pro-
viders must consider multiple issues:

« The different mechanics and process
involved in presenting and accepting
chip cards

« Hardware and software upgrade
requirements

« The addition of other POS functionality

Healthcare providers should consult their
acquirers and POS solution vendors to ac-
quire EMV chip-enabled solutions and to
start planning for EMV chip migration.

ABOUT THE WHITE PAPER

‘The Smart Card Alliance Health and Hu-
man Services Council developed this white
paper to provide an educational resource
on EMV chip migration for the health-
care industry. The white paper provides an
overview of EMV chip technology to help
prepare the healthcare industry for EMV
migration.

Smart Card Alliance members who con-
tributed to the white paper include ABnote;
First Data Corporation; LifeMed ID Inc;
NXP Semiconductors; XTec Incorporated.
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IDENTITY COUNCIL

IDENTITY COUNCIL MISSION

Promote best policies and practices concerning person and machine identity, including strong
authentication and the appropriate authorization across different use cases.

OFFICERS
e Chair: Bryan Ichikawa,
Deloitte & Touche LLP
¢ Vice Chair: Neville Pattinson, Gemalto
e Secretary: Sal D’Agostino, IDmachines

STEERING COMMITTEE
« Stefan Barbu, NXP Semiconductors
« Ahmed Mohammed,
Oberthur Technologies
« Neville Pattinson, Gemalto
o Frazier Evans, Booz Allen Hamilton
« Bryan Ichikawa, Deloitte & Touche LLP
« Sal D’Agostino, IDmachines
« Steve Rogers, IQ Devices
o Chris Williams, LEIDOS
« Steve Howard, CertiPath
« Rob Zivney, ID Technology Partners

IDENTITY COUNCIL MEMBERS

TOP CONTRIBUTORS
« Peter Cattaneo, Identiv
« Salvatore D’Agostino, IDmachines
« FrazierEvans, Booz Allen Hamilton
« Gary Moore, XTec Incorporated
« Chad Sine, SAIC - Science Applications
International Corporation

HONOR ROLL
« Peter Cattaneo, Identiv
« Salvatore D’Agostino, IDmachines
« Frazier Evans, Booz Allen Hamilton
« Bryan Ichikawa, Deloitte & Touche LLP
« Mike Kelley, Secure Mission Solutions
« Gary Moore, XTec Incorporated
« Roger Roehr, Roehr Consulting
« Chad Sine, SAIC - Science Applications
International Corporation
« Chris Tayler, Entrust Datacard

ACTIVITIES

e 2015 Smart Card Alliance Government

Conference pre-conference workshop, Best.
Practices and Technology Trends for Strong
Multifactor Authentication and Managing
Identities of People and Internet Devices,

in collaboration with the Access Control
Council (June 2015)

2015 Member Meeting sessions: New,
Improved, and Secure Ways to Perform
Remote Identity Proofing; FIDO and Multi-
Factor Authentication (October 2015)

FIDO and Smart Card Technology white
paper, project in process

3M Cogent « Accenture » Advanced Card Systems Ltd. « Booz Allen Hamilton e CertiPath « CH2M HILL « Consult Hyperion « Cryptogra-

phy Research, Inc. « Entrust Datacard « Defense Manpower Data Center « Deloitte & Touche LLP « Department of Homeland Security « Eid
Passport « Exponent » Fiserv « Gemalto » General Services Administration « Giesecke & Devrient « HID Global « HP Enterprise Services « Iden-
tification Technology Partners, Inc. « IDmachines « Infineon Technologies « Initiative for Open Authentication  IQ Devices » Kona I « Leidos o
Lenel Systems International « Multos International « NIST — National Institute of Standards and Technology « NXP Semiconductors « Oberthur
Technologies « Quantum Secure « SAIC - Science Applications International Corporation « SecureKey Technologies « Stanley Security Solu-
tions « Tyco Software House o Tyfone o Ultra Electronics Card Systems « U.S. Department of State « Wells Fargo « Xerox « XTec Incorporated
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YEAR IN REVIEW: IDENTITY COUNCIL CHAIR
Strong Authentication - Déja Vu All Over Again

As I look back over what transpired this past year, and compare

notes with my observations from last year, it seems that it was the
same story all over again this year. Except that data breaches were
more incredible and more dramatic, and they certainly haven’t
slowed down.

It’s as if data breaches are now becoming commonplace and no
longer news worthy. But they continue and they are incredibly
consistent with patterns of old. Last year, I reported that “these
breaches come in a wide variety of cases. Some are based on mal-
ware, some are attacks on the infrastructure, and some are insider
jobs. The information leaked represents a wide variety of data. They
are personally identifiable data such as your Social Security number,
some are user ids and passwords, some are financial information,
and some are purely personal, like your photo collection. The results
of personal and private information compromise can range from irri-
tating to embarrassing to financially disastrous.” That statement has
not changed in the course of this past year.

What has changed, in my opinion, is awareness. As I journey
through events, attend meetings, and have conversations with cus-
tomers and peers, I sense an increased awareness of the fact that
strong authentication is an urgent requirement.

The June 2015 announcement of the United States Office of Per-
sonnel Management (OPM) breach has been described as one of
the largest data breaches in the history of the United States.! The
types and amounts of data compromised resulted in a call for swift
action from the White House. Federal CIO Tony Scott launched a

30-day “cybersecurity sprint,” instructing federal agencies to im-
mediately take steps to further protect Federal information and as-

sets and improve the resilience of Federal networks.

Two of the steps specified in the cybersecurity sprint memorandum
included the tightening of policies and practices for privileged us-
ers and dramatically accelerating implementation of multi-factor
authentication, especially for privileged users. These steps speak to
the core of arguably one of the more highly exposed breach target
areas. Paying attention to strong authentication for privileged users
is now front and center on the attention stage.

And the end user is also learning from this experience. The every-
day user typically will not have an understanding of what “multi-
factor authentication” means. Those words have been, for the most
part, technical jargon with no meaning. But with the events of this
past year, the notion of stronger authentication now has increased
meaning in the public domain.

1

http://www.cnn.com/2015/06/22/politics/opm-hack-18-milliion/index.html

October 2015 was the deadline for merchants to accept the new
EMYV smart cards for credit and debit transactions. As that tech-
nology continues to roll out, I attentively observe the reaction of
customers at retail locations as they use the new chip technology.
I also observe my own experience as merchants provide customer
assistance with the new process that is now taking place at the
checkout counters. My key observations are threefold. First, it is
obvious that customers, in general, do not embrace change. The
new process is very different, it takes more time, and because not
all retail locations have implemented EMV and not all cards con-
tain chips, the check-out experience is not consistent. Second, re-
gardless of the new “inconvenience” customers are experiencing at
checkout, there appears to be a general acceptance that these new
procedures are required to improve security and are therefore ac-
ceptable. Finally, I am personally impressed by the awareness and
guidance that many retail clerks provide to their customers. It was
only a few months ago that I was asking clerks about the new chip
card slot in their point-of-sale devices and received only shoulder
shrugs.

Last year, as we looked forward to 2015, we expected that the num-
ber and severity of breaches would not subside; rather they would
increase. This has proven to be true. We observed that the criminal
element was not sleeping and was increasingly pervasive across all
industries in their persistence and perseverance. And they are. As
we look forward to 2016, I suspect that the nature of attacks will
change. The game is changing rapidly and the defenses are getting
better. Implementing improved authentication technologies is on
the rise. Protecting privileged access is getting better. Education
and awareness are on the rise. And as we shore up our front line
defenses, we are going to start to see new attack vectors. The insider
threat will likely become the next focus area, and continuing diag-
nostics and mitigation will begin to play an important role in our
cybersecurity defenses.

This article contains general information only and
Deloitte Advisory is not, by means of this article,
rendering accounting, business, financial, invest-
ment, legal, tax, or other professional advice or ser-
vices. Deloitte shall not be responsible for any loss
sustained by any person who relies on this article.

Bryan K. Ichikawa
Specialist Leader | Deloitte Advisory
Deloitte & Touche LLP
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MOBILE AND NFC COUNCIL

MOBILE AND NFC COUNCIL MISSION

Raise awareness and accelerate the adoption of payments, loyalty, marketing, promotion/coupons/offers,
peer-to-peer, identity, access control, transit and other applications using Near Field Communication (NFC).

OFFICERS
e Chair: SadiQ Mohammed, MasterCard
e Vice Chair: Sree Swaminathan, First Data

STEERING COMMITTEE
« Deborah Baxley, Capgemini
¢ Maarten Bron, UL
o Stu Cox, Giesecke & Devrient
« David deKozan, Cubic Transportation
Systems
« Mike English, Heartland Payment Systems
« Frazier Evans, Booz Allen Hamilton
« Jeff Fonseca, NXP Semiconductors
o Peter Ho, Wells Fargo
« Simon Laker, Consult Hyperion
o Pedro Martinez, Gemalto
« SadiqQ Mohammed, MasterCard
« Fawad Nisar, Discover Financial Services
o Scott Rau, Chase Card Services
« JC Raynon, Verifone
« Steve Rogers, IQ Devices
o Gerry Schoenecker, Ingenico
« Rajesh Sharma, INSIDE Secure
o Chandra Srivastava, Visa Inc.
o Sree Swaminathan, First Data
o Erich Tompkins, AT&T Mobility Services
o Tom Zalewski, MozidoCorFire

TOP CONTRIBUTORS
o Deborah Baxley, Capgemini
« Jeff Fonseca, NXP Semiconductors
o Sridher Swaminathan, First Data

HONOR ROLL

o Philip Andreae, Oberthur Technologies

+ Deborah Baxley, Capgemini

o Maarten Bron, UL

« David deKozan, Cubic

« Mike English, Heartland Payment Systems

o Frazier Evans, Booz Allen Hamilton

« Jeff Fonseca, NXP Semiconductors

o Peter Helderman, UL

« Philip Hoyer, HID Global

o Jack Jania, Gemalto

« Simon Laker, Consult Hyperion

o Josh Martiesian, Metropolitan
Transportation Authority

+ Pedro Martinez, Gemalto

+ Bob Merkert, Advanced Card Systems Ltd.

« Sadiq Mohammed, MasterCard

« Steve Mott, BetterBuyDesign

o Akif Qazi, Discover

 Lokesh Rachuri, Capgemini

« JC Raynon, Verifone

« Steve Rogers, IQ Devices

o Tony Sabetti, CPI Card Group

« Adam Smitherman, TSYS

« Chandra Srivastava, Visa Inc.

« Brian Stein, CH2M HILL

o Sridher Swaminathan, First Data

o Sastry Yeleswarapu, Capgemini

« Tom Zalewski, MozidoCorFire

MOBILE AND NFC COUNCIL MEMBERS
3M Cogent « ABnote « Accenture » Advanced Card Systems Ltd. « American Express « AT&T Mobility Services » Bell ID « Booz Allen Hamilton »
Capgemini Financial Services « CH2M HILL « Chase Card Services « Clear2Pay « Consult Hyperion « CPI Card Group « Cubic Transporta-

tion Systems, Inc. « Entrust Datacard « Datawatch Systems « Department of Homeland Security « Discover Financial Services » Eid Passport e
Exponent, Inc. « FIME » First Data  FIS « Fiserv « Gemalto « Giesecke & Devrient » GlobalPlatform « Heartland Payment Systems « HID Global «
HP Enterprise Services « Identification Technology Partners Inc. « InComm « Infineon Technologies « Ingenico e Initiative for Open Authentica-
tion « INSIDE Secure « Interac Association/Acxsys Corporation e Intercede « IQ Devices « Kona I « Lenel Systems International « MasterCard «
Morpho « MozidoCorFire « Natural Security « NBS Technologies « NFC Forum « NXP Semiconductors « Oberthur Technologies « OTI America o
Quadagno& Associates « Quantum Secure « SecureKey Technologies « STMicroelectronics « Thales e-Security « TSYS « Underwriters Laboratories
(UL) « Valid USA « Vantiv « Verifone « Visa « Vix Technology » Wells Fargo « Xerox « XTec Incorporated
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ACTIVITIES
o 2015 Payments Summit workshop,
Payments Technologies and Innovations
Workshop: Payment Strategy Considerations
for Issuers, Retailers and Transit Agencies,
in collaboration with Payments and
Transportation Councils (February 2015)

o Host Card Emulation (HCE) webinar (June
2015)

o 2015 Member Meeting sessions:
Mobile Payments Landscape; Biometrics
Authentication on Mobile Devices (October
2015)

o 2015 NFC Solutions Summit Workshop,
Implementation Considerations for NFC and
other Mobile Technologies: Payments and
Beyond (October 2015)

o NFC Non-Payments Uses Cases white paper
o EMYV and NFC white paper, in
collaboration with the Payments Council

o Relationships with GlobalPlatform and
NFC Forum
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YEAR IN REVIEW: MOBILE AND NFC COUNCIL CHAIR

NFC Mobile Payments Dominate Headlines with
Platforms Poised for Expanded NFC Services

As I began to write this year’s review, I started to reflect on some
of the key events in the past five years as they relate to mobile and
NFC and how I have had the privilege of being deeply involved in
this mobile journey. Keeping aside the numerous small scale pi-
lots, commercial deployment of NFC-based mobile payments in
the U.S. started with Google Wallet in 2011, followed by Softcard
in 2012 and Apple Pay in 2014.

added services like loyalty and offers, that will further incentivize
shoppers and personalize their shopping experiences.

Within the Mobile and NFC Council, we published a white pa-
per titled “Host Card Emulation (HCE) 101”which was very well
received. To further educate the industry and bring clarity on the

topic this year, the council

This year, the momentum around
mobile payments has continued,
especially in the U.S., with Google
acquiring Softcard and revital-
izing Google Wallet as Android
acquiring
LoopPay and launching Samsung
Pay.

Pay and Samsung

These three services combined
(Android Pay, Apple Pay and  \ya|let applications.
Samsung Pay) have the potential

With more than 500 different smart phone
models that have NFC capability, the
average smart phone buyer will be hard-
pressed to purchase a smart phone that

is not NFC-capable. And this is exactly
where the industry has wanted to go —
towards ubiquitous availability of NFC on
all popular mobile devices with choice of

developed and conducted a
Host Card Emulation webinar
which was well attended and
received positive feedback. In
addition,
came together to work on

Council members

a white paper on NFC non-
payments use cases, and de-
veloped sessions for the NFC
Solutions Summit workshop,
Implementation for NFC and
Mobile

other Technologies:

to reach an estimated 650 mil-

lion NFC-capable devices in the market. And with more than 500
different smartphone models/variants that have NFC capability,
the average smartphone buyer will be hard-pressed to purchase a
smartphone that is not NFC-capable. And this is exactly where the
industry has wanted to go — towards ubiquitous availability of NFC
on all popular mobile devices with choice of wallet applications.

In addition, there appears to be some form of standardization with
these services - like the use of tokenization and enhanced user
authentication mechanisms (like fingerprint) to enhance security,
and simplified user experiences — making it as simple as taking a
photo of your plastic card to load your existing card into these wal-
lets and use it with the all-familiar “tap and go” to conduct transac-
tions. The immediate benefit with such uniformity is the ease of
consumer education which will influence consumer adoption.

It is also important to understand that the purpose of these ser-
vices isn’t to become a leader in the payments space or to disrupt
incumbent payment giants (evidenced by the close collaboration
with payment networks and financial institutions for the launch
of these services), but rather to support the continued growth of
their respective platforms and further expand their consumer
reach with connected accessories like Apple Watch, Android Wear
and Samsung Gear. We can also expect these services to go beyond
payments and further enhance the user experience with value-

Payments and Beyond.

Also, our cross-council collaboration and activities continued and
led to the following joint efforts:

o 2015 Payments Summit workshop, Payments Technologies
and Innovations: Payment Strategy Considerations for Issuers,
Retailers and Transit Agencies,” in collaboration with Payments
Council

o EMYV and NFC white paper in collaboration with Payments
Council

I continue to see active participation in Council projects and cross-
council activities and thank all our Council members for bringing
together their combined knowledge, experience and insights. We
are definitely having a positive impact as a group and I look for-
ward to working with you all on the next set of exciting initiatives.

Sadiq Mohammed

Senior Business Leader and

Vice President, Emerging Payments,
MasterCard
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NFC Non-Payments Use Cases

ear Field Communication (NFC) is a technology that en-

ables short-range wireless data transfer between smart-

phones and similar mobile devices. NFC operates at
13.56 MHz and complies with currently prevalent wireless com-
munication standards, including ISO/IEC Standard 14443. Com-
munication is restricted to ranges of 10 cm or less.

NEC is widely available for a variety of devices, including Android,
Windows, iOS, and Blackberry devices. According to the NFC
Forum, NFC is supported in over 330 phone models, tablets, and
other mobile devices, with one billion devices in market now and
over two billion estimated to be in market by the end of 2016.

NFC can be implemented in three different modes—reader/writer,
peer-to-peer, and card emulation—and can be used for a variety
of purposes. Standards define and support the requirements for
operation in each of the three different modes. Depending on use,
the NFC ecosystem includes a variety of participants, including
mobile network operators, service providers, chipset manufactur-
ers, standards organizations and application developers, as well as
end users.

Currently, mobile NFC devices are well-known for their use for
contactless payments. This white paper explores the use of NFC
for non-payment applications by describing use cases that dem-
onstrate the efficacy of NFC in each particular case. Security and
implementation issues are described both in general and in the
context of each particular use.

USE CASES

The white paper discusses different marketing, identity and access,
ticketing and gaming use cases, with each use case describing value
propositions, ecosystem participants, and implementation consid-
erations, and identifying real-world examples. The use cases are
categorized by industry:

o Retailers or other vendors can replace paper loyalty cards,
coupons, and other special offers or promotions with digital
versions that the customer carries in a mobile wallet and uses
with the payment tap.

o The hospitality industry can replace physical room keys or
passes with digital ones, controlling access to guest rooms,
VIP suites, and other limited-access areas.

« The airline industry can speed up travel, replacing boarding
passes and baggage tags, and sell ancillary services (such as
priority boarding or ground transportation).

« Physical access control applications can issue identification
credentials to a mobile device and support hotel property
management systems, campus residence door control systems,
student identity and privilege management systems, and
enterprise physical access control systems.

« The automobile industry can implement keyless entry and
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ignition. An app on an NFC-enabled device can turn the
device into a vehicle key, enable ignition and implement user-
specific environmental settings.

o The healthcare industry can use NFC to augment current
electronic medical records systems. NFC tags incorporated
into wearables (such as a wrist band) or on equipment can
be read using a small, handheld scanner or similar device,
improving control and efficiency. Patient registration and
home-based condition monitoring and management can also
be supported.

o The transit industry can use NFC for ticketing and payment.
Both closed- and open-loop access credentials can be
virtualized and carried on a mobile device.

o The entertainment industry can allow consumers to select,
purchase, and present tickets required to access an event using
a mobile device. Purchased tickets can be delivered over the
air and validated or canceled using the NFC interface.

o The gaming industry is expanding uses for NFC. NFC can
be used to place a character figure in a game by reading the
figure’s tags and “importing” the character represented by the
figure into the game as a playable character. NFC also allows
multiplayer games to be conducted on two different devices.

ISSUES COMMON TO ANY USE CASE

While each use case describes implementation issues specific to
that particular use, one common implementation issue is security:
how to protect user credentials or other sensitive data in the inher-
ently insecure environment of a mobile device. General security
issues raised by each mode are highlighted and use of a secure ele-
ment or host card emulation and other supplemental security ap-
proaches are discussed.

Other common implementation issues addressed by the white
paper include infrastructure challenges, absence of consistency
across device types, accessibility or availability of NFC-enabled
mobile devices, and lack of industry-wide standards.

ABOUT THE WHITE PAPER

This white paper was developed by the Smart Card Alliance Mobile
and NFC Council to highlight NFC non-payments use cases that
must secure some form of user credential and that have real-world
implementations that can illustrate the benefits of the technology
in different markets.

Smart Card Alliance members who contributed to the white paper
include: Advanced Card Systems Ltd.; AT&T Mobility; Booz Allen
Hamilton; Capgemini; CH2M HILL; Consult Hyperion; CPI Card
Group; Cubic Transportation Systems; Discover Financial Servic-
es; First Data; Gemalto; IQ Devices; MasterCard; NXP Semicon-
ductors; TSYS; UL; Verifone; Wells Fargo.



Host Card Emulation (HCE) Webinar

Near Field Communication (NFC) is a
short-range communication technology
that is used for a variety of applications,
such as payment, ticketing, access, loyalty,
and coupons. Until recently, NFC applica-
tions using the card emulation modere-
quiredapplications and credentials to be
stored inside a hardware-based secure ele-
ment (SE) on the mobile device.

Host card emulation (HCE) enables NFC
devices to perform contactless transactions
in card emulation mode when the applica-
tion and credentials are stored somewhere
other than the SE: e.g., in the cloud, in a
trusted execution environment (TEE) on
the mobile device, or in a virtual, software-
based infrastructure on the mobile device.

dentials are first tokenized, then stored on
the mobile device. Network connectivity is
only needed during provisioning and token
replenishment.

HCE is viewed to have a number of advan-
tages: reduced complexity for NFC applica-
tion developers; easy and flexible credential
provisioning to mobile devices; and elimi-
nation of the dependency on the mobile
network operator or SE owner.

However, HCE does have its limitations.
There is no hardware-secured storage of
data and credentials on the mobile device
and implementation is dependent on oper-
ating system capability. Alternate security
approaches are also needed for HCE that
can increase backend complexity.

Security Measures to Mitigate HCE-Related Risks
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The Mobile and NFC Council produced an
educational webinar on HCE describing
its evolution, security considerations, use
cases and challenges.

IMPLICATIONS OF HCE

HCE was introduced for the Android 4.4
mobile operating system platform in 2013,
with major payment networks develop-
ing and publishing cloud-based payment
specifications that accommodate HCE
throughout 2014. While there are different
models for implementing HCE, the pay-
ment model is focused on using an applet
in the mobile phone operating system with
user data stored in the cloud. Payment cre-

Anssl
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controls
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HCE SECURITY
CONSIDERATIONS

The webinar described different approach-
es to mitigate HCE-related security risks.
Which approach to take would depend
on the value of the asset and probability of
attack. Security approaches discussed in-
cluded: increasing device and app security
through code obfuscation, whitebox cryp-
tography and/or use of a TEE; authoriza-
tion controls that detect and react to suspi-
cious behavior; device fingerprinting; and
asset devaluation (such as tokenization for
high value credentials). The security of an
HCE implementation is, to a large degree,

determined by which risk mitigation mea-
sures are implemented.

HCE USE CASES

The webinar reviewed several HCE use cas-
es: payments; access and identity; and val-
ue-added services. Each use case was de-
scribed, with details of how credentials are
provisioned and used. The most prominent
use case for HCE to date is for mobile pay-
ment, with pilots and commercial launches
globally and global payment network spec-
ifications available for HCE-based mobile
payment implementation. While HCE pro-
vided advantages for each use case, chal-
lenges included the need to upgrade the ex-
isting contactless infrastructure to support
NEC, the lack of industry-wide standards
for some use cases, and the complexity of
implementation for the issuer.

CONCLUSION

The webinar concluded that HCE is a
promising development to increase NFC
adoption as it opens up NFC capabilities
to a wider range of applications. Critical
to implementation is an assessment of the
application security risk and implementa-
tion of the right compensating controls and
risk management strategy. The Mobile and
NFC Council plans to continue to monitor
the developments and new use cases for
HCE and provide additional educational
resources on this topic.

ABOUT THE WEBINAR

The Mobile and NFC Council produced
the HCE webinar to provide an educational
resource for the industry. Webinar present-
ers included: Randy Vanderhoof, Smart
Card Alliance; Sadiq Mohammed, Master-
Card, Peter Helderman, UL; and Sridher
Swaminathan, First Data.

Smart Card Alliance members who con-
tributed to the webinar included: Cap-
gemini Financial Services; CH2M HILL;
Consult Hyperion; CPI Card Group; Cu-
bic Transportation Systems; Discover Fi-
nancial Services; First Data; HID Global;
Kona I; MasterCard; UL.
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PAYMENTS COUNCIL

".\

PAYMENTS COUNCIL MISSION

Facilitate the adoption of chip-enabled payments and payment applications in the U.S. through
education programs for consumers, merchants, issuers, acquirers/processors, government
regulators, mobile telecommunications providers and payments service providers.

OFFICERS
o Co-Chairs: Jack Jania, Gemalto & Oliver
Manahan, MasterCard
» Vice Chair: Deborah Baxley, Capgemini

STEERING COMMITTEE
« Philip Andreae, Oberthur Technologies
« Deborah Baxley, Capgemini
« Troy Bernard, Discover Financial Services
o Deana Cook, Chase Paymentech
« Jose Correa, NXP Semiconductors
o Brady Cullimore, American Express
o Terry Dooley, SHAZAM
« Mike English, Heartland Payment Systems
« Mike Fisher, CPI Card Group
o Simon Hurry, Visa Inc.
o Jack Jania, Gemalto
« David Laffont, INSIDE Secure
« Oliver Manahan, MasterCard
« Arnaud Moser, Infineon Technologies
« Nick Pisarev, Giesecke & Devrient
« JC Raynon, Verifone
o Sherif Samy, UL
« John Smith, First Data
« Jamie Topoloski, Fiserv

PAYMENTS COUNCIL MEMBERS

TOP CONTRIBUTORS

« Philip Andreae, Oberthur Technologies

« Deborah Baxley, Capgemini

 Mike English, Heartland Payment Systems
o Sridher Swaminathan, First Data

HONOR ROLL

« Philip Andreae, Oberthur Technologies
« Deborah Baxley, Capgemini
+ Guy Berg, MasterCard
o Aron Clark, Visa Inc.
» Deana Cook, Chase Paymentech
o Jose Correa, NXP Semiconductors
« Brady Cullimore, American Express
« Mike English, Heartland Payment Systems
« Allen Friedman, Ingenico
o Sarah Hartman, TSYS
« Reid Holmes, INSIDE Secure
« Simon Hurry, Visa Inc.
o Shane Irvin, TSYS
e Jack Jania, Gemalto
o Oliver Manahan, MasterCard
o Josh Martiesian,
Metropolitan Transportation Authority
 Sadiq Mohammed, MasterCard

ABnote o Accenture « ACI Worldwide « Advanced Card Systems Ltd. « American Express o
Apriva « Bell ID « Booz Allen Hamilton « Capgemini Financial Services « CH2M HILL o

« Steve Mott, BetterBuyDesign
» Docia Myer, CPI Card Group
o Manish Nathwani, SHAZAM
« Nick Pisarev, Giesecke & Devrient
o Peter Quadagno,
Quadagno & Associates, Inc.
» JC Raynon, Verifone
¢ Joe Scott, Visa Inc.
o John Sheets, Visa Inc.
 Brian Stein, CH2M HILL
o Sridher Swaminathan, First Data
o Jamie Topolski, Fiserv
o Erik Vlugt, Verifone

ACTIVITIES
o 2015 Payments Summit workshop,
Payments Technologies and Innovations
Workshop: Payment Strategy Considerations

for Issuers, Retailers and Transit Agencies,
collaboration with Mobile & NFC and

Transportation Councils (February 2015)

o The True Cost of Data Breaches white paper
(March 2015)

o 2015 Member Meeting sessions:EMV:
Migration Status and a Look at the Future;
Multi-Layered Security for Payments: EMV,
Encryption and Tokenization (October
2015)

o EMYV and NFC white paper, in
collaboration with the Mobile & NFC

Chase Card Services « Clear2Pay « CPI Card Group « Cubic Transportation Systems, Inc. o
Entrust Datacard « Discover Financial Services « Exponent e First Data « FIS Global  Fiserv o
Gemalto « Giesecke & Devrient « Heartland Payment Systems « InComm e Infineon Technolo-
gies » Ingenico « Initiative for Open Authentication « INSIDE Secure « Intelcav USA « Interac
Association/Acxsys Corporation « JCB International Credit Card Co., Ltd « Kona I « Lenel
Systems International « MasterCard « Metropolitan Transportation Authority « Morpho e
Mozido CorFire « Multos International « NXP Semiconductors « Oberthur Technologies « OTI
America « Quadagno & Associates « SecureKey Technologies « SHAZAM « STMicroelectron-
ics « Thales e-Security « TSYS « Tyfone « Underwriters Laboratories (UL) « USAA Federal
Savings Bank « Valid USA « Vantiv « Verifone « Visa ¢ Vix Technology « Wells Fargo « Xerox «
XTec Incorporated
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YEAR IN REVIEW: PAYMENTS COUNCIL CO-CHAIRS
Focus Continues on EMV, Security and Contactless Payments

In 2015, the U.S. payments ecosystem has focused chiefly on one of
the biggest changes in industry history: the shift to and deployment
of EMV. Partly due to the Payments Council’s educational initia-
tives in previous years, all major financial institutions have deploy-
ment plans well underway. Both sides of the industry - issuance
and acceptance — were focused on

now equipped with the knowledge and the motivation to prevent,
detect and reduce the cost if a breach occurs.

Beyond our published material, Council members contributed to
strong educational sessions at the 2015 Smart Card Alliance Pay-
ments Summit and the Smart

achieving the October target date
(when the liability shift took place).
But despite the vast adoption, secu-
rity continues to be a concern, with
fraud and the risk of data breaches
lurking in the back of everyone’s
minds. In response, the Payments
Council aligned activities to ad-
dress both the opportunities and
challenges in the industry, educate

Beyond our published material,

Council members contributed to
strong educational sessions at the 2015
Smart Card Alliance Payments Summit
and the Smart Card Alliance Member
Meeting. And as always, we continue to
explore other educational avenues.

Card Alliance Member Meet-
ing. And as always, we continue
to explore other educational
avenues.

In 2016, the Payments Council
will realign our attentions to re-
main the industry’s leading ed-
ucator and resource as we focus
on the next big step: contact-

on new trends, and motivate stake-
holders to continue to innovate.

With EMV as the unquestionable priority in 2015, the Council’s ef-
forts continued with a slight change of focus. Now that widespread
deployment is officially underway, our messaging shifted from the
“Why?” of EMV to the “How?” Two white papers published this
year detailed key considerations for deployment and provided
guidance in specific use cases: “EMV 101 for the Healthcare In-
dustry” and “EMV and Parking” Enabling critical and innovative
thinking in regards to payment technology will help to drive cur-

rent and future security solutions.

As we pass the fraud liability shift date, the Payments Council is
also providing education on the other solutions EMV can now
partner with and take advantage of within the industry. The oppor-
tunities for EMV and NFC as companion technologies to deliver
fast, convenient and secure payment from both contactless EMV
chip cards and Near Field Communication (NFC)-enabled mobile
devices will be detailed in an upcoming whitepaper, with emphasis
on clarifying the true role of NFC in the realm of payments.

While concentrating on the success of EMV and the subsequent
advancements, the Payments Council is also taking the time to en-
lighten our stakeholders on the consequences that result from a
breach in security. The whitepaper “The True Cost of Data Beaches

in the Payments Industry” was published in March 2015, providing

a resource for stakeholders to truly understand the tangible and
intangible costs a data breach may mean for their organization.
Through education on the impact of a breach, stakeholders are

less payments. Our goal will be
to inform stakeholders on the
value proposition of contactless payments — both mobile and card-
based - with the goal of intercepting the next card reissuance cycle.

We look forward to working together alongside our fellow Coun-
cils and the EMV Migration Forum to guide the industry and en-
sure successful movement toward a more secure and convenient
world of payment.

It is an honor to serve as Co-Chairs of the Payments Council, and
we extend our gratitude to all of our Council participants for their
valuable contributions.

Jack Jania

Senior Vice President

of Strategic Partnerships
Gemalto

Oliver Manahan
Vice President of Emerging Payments
MasterCard Worldwide
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MYV is a global standard for making secure debit or credit
Epayments using chip cards. Currently, merchants, issuers,

and processors in the United States are upgrading their
infrastructures to accept EMV chip cards, driven by the need to
reduce payment card fraud. At the same time, Near Field Com-
munication (NFC) technology is emerging as a useful feature that
enables consumer transactions using mobile devices, driven by
the ability of such devices to support value-added services beyond

payment.

EMYV and NFC are companion technologies. EMV applies to pay-
ments made with contact and contactless chip cards or with a mo-
bile device emulating a contactless chip card; NFC governs how
mobile devices communicate. An NFC-compliant mobile device
can communicate with current point-of-sale (POS) systems that
accept contactless payment cards. Contactless payment transac-
tions using mobile NFC devices use the same payment infrastruc-
ture as contact and contactless EMV chip card transactions.

This white paper clarifies how EMV payment technology and NFC
communications technology work together.

EMV

EMV-compliant chip card payments protect against the use of
counterfeit, lost, or stolen cards and against skimming. The U.S. is
moving quickly to EMV chip technology, with many of the 10,000-
plus financial institutions in the U.S. either issuing chip cards or
having active issuance projects underway. The white paper in-
cludes recent projections for the number of EMV chip cards and
acceptance locations or devices that will be in the market.

NFC

NEC s a set of standards that enable proximity-based communica-
tion between consumer electronic devices, such as mobile phones,
tablets, and personal computers. When provisioned with the ap-
propriate applications and credentials, a mobile NFC device can
not only pay conveniently, it can also deliver promotions, offers,
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EMV and NFC
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and/or loyalty programs to the consumer. These services can pro-
vide significant value and can be the business driver for contactless
acceptance.

EMV AND NFC

Understanding how payments using EMV chip technology and a
mobile NFC device work requires an understanding of the under-
lying processes. The white paper describes options for provisioning
cards and using them at a POS, provisioning payment credentials
to mobile NFC devices, and using NFC devices for contactless pay-
ment.

Additional implementation considerations for merchants include
migration considerations to move to contactless EMV POS termi-
nals, the types of transactions and cardholder verification methods
that are acceptable, customer experience considerations, and at-
tendant costs. The effects of mobile device availability and other
usability factors are also explored.

ABOUT THE WHITE PAPER

This white paper was developed by the Smart Card Alliance Mo-
bile and NFC Council and Payments Council to explain that EMV
and NFC are companion technologies and clarify how they work
together to enable secure payments.

Smart Card Alliance members who contributed to the white pa-
per included: ABnote; Advanced Card Systems; American Express;
Booz Allen Hamilton; Capgemini; CH2M HILL; Consult Hyper-
ion; CPI Card Group; Cubic; Discover Financial Services; Expo-
nent, Inc.; First Data Corporation; FIS; Fiserv; Gemalto; Giesecke
& Devrient; Heartland Payment Systems; HP Enterprise Services;
Infineon Technologies; Ingenico; IQ Devices; JPMorgan Chase;
MasterCard; Metropolitan Transportation Authority (MTA); Mo-
zido CorFire; NBS Technologies; NXP Semiconductors; OATH;
Oberthur Technologies; Quadagno & Associates; SHAZAM; ST-
Microelectronics; Thales e-Security; TSYS; Valid USA; Vantiv;
Verifone; Visa Inc.; Wells Fargo; and Xerox.



The True Cost of Data Breaches in the Payments Industry

ata breaches are a growing problem world-wide. Recent

statistics on the incidence of data breaches and the as-

sociated costs show that both have been increasing at a
startling rate. Stakeholders in every industry sector are affected,
and the average cost paid by a breached organization reached $5.9
million by the end of 2014.

The Smart Card Alliance developed this white paper to focus on
identifying the costs that are incurred in the event of a data breach
by each of the payments industry stakeholders- issuers, merchants,
acquirers, processors, and their cardholder customers. The white
paper provides a resource that can be used to calculate the ultimate
cost of a data breach.

Analyzing and understanding the potential costs of a data breach
enables issuers, merchants, acquirers, and processors to create a
business case for developing proactive data breach prevention
strategies and create breach response plans. Organizations can bet-
ter understand the substantial tangible and intangible costs asso-
ciated with data breaches and why investing in strong preventive
technologies is important.

To understand the financial impact of a data breach requires un-
derstanding the ecosystem. The white paper therefore identifies
stakeholders, defines terms, and describes the different costs that
result from a data breach. It then itemizes the costs incurred by
each stakeholder as a result of a breach to determine the ultimate
impact.

The white paper covers the following key topics:

o Definition of a data breach

o Recent data breach statistics and reported costs

« Definition of both tangible and intangible costs that
contribute to the total cost of a data breach

« Identification of the impact of different costs on each
stakeholder group

DEFINITION

The ISO/IEC Standard 27040 defines a data breach as a “compro-
mise of security that leads to the accidental or unlawful destruc-
tion, loss, alteration, unauthorized disclosure of, or access to pro-
tected data that is transmitted, stored, or otherwise processed”
Data breaches result in the intentional or unintentional loss of
secure or personal information and can involve any kind of data:
financial information, individual identity information—even data
that is considered to be intellectual property.

Data breaches typically result when an individual or group of in-
dividuals access a logical or physical infrastructure, including hard
drives or database information that may be stored unencrypted.
Bank card data breaches typically result from skimming, malware,

phishing, key logging, use of a listening device, employee negli-
gence, or system failure.

STATISTICS AND COSTS

Various statistics quantify the cost of data breaches. The variance
in the numbers underscores the need for a standardized approach
to calculating the true cost of such breaches.

The first step in calculating true cost is to understand the variety of
costs that must be considered and define what should be included
in each cost. The white paper defines and, where possible, quanti-
fies both the tangible and intangible costs that can be incurred.
Potential costs include card reissuance, chargebacks, credit moni-
toring, fraud analysis, legal fees, liability costs, loss of “top of wal-
let” status, lost revenue, penalties, and security upgrades, among
others. An easy-to-read table list sand defines all potential costs.

IMPACT ON STAKEHOLDERS

The second step in determining the cost of a data breach is to iden-
tify which costs are relevant. Identifying relevant costs requires as-
signing an affected organization to the correct stakeholder group.
Stakeholders are categorized as acquirers, merchants, issuers, card-
holders, payment brands, and “others” A matrix identifies which
of the particular costs defined in the first step of the analysis has
any impact on each particular stakeholder group. The matrix can
be used to determine precisely which costs should be considered
to calculate the true cost of a breach. Because every breach has
a unique impact and costs, references are included to additional
outside resources that can assist in calculating the actual financial
impact of a specific breach.

The impact of a data breach ripples through all levels of an or-
ganization. A preventative approach, such as layering EMV chip
technology, tokenization, and encryption, is an effective way to
prevent payments industry breaches and reduce costs if a breach
does occur.

ABOUT THE WHITE PAPER

This white paper was developed by the Smart Card Alliance Pay-
ments Council to provide an educational resource on the costs that
can potentially be incurred as a result of a data breach. The white
paper consolidates industry information on categories of costs and
offers an analytic approach to calculating costs.

Smart Card Alliance members who contributed to the white pa-
per include ABnote, American Express, Capgemini, CH2M HILL,
Chase, CPI Card Group, First Data, Fiserv, Giesecke & Devrient,
Heartland Payment Systems, Infineon Technologies,Ingenico, IN-
SIDE Secure, Intelcav, JCB, NXP Semiconductors, OATH, Ober-
thur Technologies, OTT America, Tyfone,Verifone, VISA Inc., and
Wells Fargo.
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TRANSPORTATION COUNCIL

TRANSPORTATION COUNCIL MISSION

Promote the adoption of interoperable contactless smart card payment systems for transit
and other transportation services and accelerate the deployment of standards-based

smart card payment programs within the transportation industry.

OFFICERS TOP CONTRIBUTORS
o Chair: Jerry Kane, SEPTA + Mike Dinning, U.S. Department of
« Vice Chair - Transit: Katina Vaughan, Transportation/Volpe Center
DART « Steven Grant,

« Vice Chair - Tolling: Mike Nash, Xerox Aberdeen Management Group

 Mike Nash, Xerox
STEERING COMMITTEE + Craig Roberts, InComm
« Ed Baldzicki, Xerox
« Dave Blue, Cubic Transportation Systems
« Randy Cochran, NXP Semiconductors + Mike Dinning, U.S. Department of
« Michael Dinning, U.S. Department of Transportation/Volpe Center

HONOR ROLL

Jane Matsumoto, Accenture

John McGee, LTK Engineering Services
Tina Morch-Pierre,

Dallas Area Rapid Transit (DART)
Mike Nash, Xerox

Polly Okunieff, DKS Associates

Craig Roberts, InComm

Mike Simanek, Accenture

Brian Stein, CH2M HILL

Tim Weisenberger, U.S. Department of
Transportation/Volpe Center

Transportation/Volpe Center « Steven Grant,

ACTIVITIES

Jennifer Dogin, MasterCard
Greg Garback, WMATA

Peter Helderman, UL

Kathy Imperatore, PATCO
Carol Kuester, MTA and BATA
Celine Mantoux, G&D

John McGee, LTK

Ken Mealey, American Express
Craig Roberts, Incomm

Eric Schindewolf, Visa

Mike Simanek, Accenture

Aberdeen Management Group
o Jerry Kane,Southeastern Pennsylvania
Transportation Authority (SEPTA)
« Carol Kuester,
Metropolitan Transportation Commission
« David Leininger,
Dallas Area Rapid Transit (DART)
o Amy Linden,
Metropolitan Transportation Authority
o Josh Martiesian,
Metropolitan Transportation Authority

TRANSPORTATION COUNCIL MEMBERS

ABnote « Accenture « ACI Worldwide « Advanced Card Systems Ltd. « American Express o
Bell ID « Benefit Resource, Inc. « Booz Allen Hamilton « CH2M HILL « Chase Card Services «
Clear2Pay « Consult Hyperion « CPI Card Group « Cubic Transportation Systems, Inc. e
Dallas Area Rapid Transit (DART) « Department of Homeland Security « Discover Financial
Services « FIME e First Data « Gemalto « Giesecke & Devrient « GlobalPlatform « Heartland
Payment Systems « IDmachines « InComm « Infineon Technologies « INIT Innovations in
Transportation « INSIDE Secure « Intelcav USA « Intelligent Parking Concepts « Interac
Association/Acxsys Corporation « Invoke Technologies « Kona I « Lenel Systems Interna-
tional « LTK Engineering Services « MasterCard « Metropolitan Transportation Authority e
Metropolitan Transportation Commission « Morpho « NXP Semiconductors « OTI America o
Port Authority of NY/NJ « Port Authority Transit Corporation « Quadagno& Associates

San Francisco Bay Area Rapid Transit District (BART) « Scheidt& Bachman « SMARTRAC
N.V. « Southeastern Pennsylvania Transportation Authority (SEPTA) « STMicroelectronics »
Thales « Underwriters Laboratories (UL) « U.S. Department of Transportation/Volpe Center o
Utah Transit Authority « Vantiv « Verifone « Visa « Vix Technology « WMATA « Xerox s XTec
Incorporated
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o 2015 Payments Summit workshop,

Payments Technologies and Innovations
Workshop: Payment Strategy Considerations

for Issuers, Retailers and Transit Agencies,
collaboration with the Mobile & NFC and

Payments Councils (February 2015)

Multimodal Payments Convergence
Workshop, Washington, DC (January 2015)

Panel at the APTA Revenue Management
and Fare Collection Summit (March 2015)

Two-day in-person Council workshop and
meeting at Government Conference (June
2015)

EMYV and Parking white paper, in
collaboration with the International

Parking Institute (IPI) (June 2015)

2015 Member Meeting Session: EMV for
Transit, Parking and Tolling (October 2015)

Projects in process: Reference Enterprise
Architecture for Transit Open Payment
System white paper; Multimodal Payment
Convergence white paper; EMV and Transit
white paper


http://www.smartcardalliance.org/leap-member-resources-educational-resources-payments-technologies-and-innovations-payment-strategy-considerations-for-issuers-retailers-and-transit-agencies-workshop/
http://www.smartcardalliance.org/leap-member-resources-educational-resources-payments-technologies-and-innovations-payment-strategy-considerations-for-issuers-retailers-and-transit-agencies-workshop/
http://www.smartcardalliance.org/leap-member-resources-educational-resources-payments-technologies-and-innovations-payment-strategy-considerations-for-issuers-retailers-and-transit-agencies-workshop/
http://www.smartcardalliance.org/publications-emv-and-parking/

YEAR IN REVIEW: TRANSPORTATION COUNCIL CHAIR
Transit Industry Benefits from Growth of Mobile Technologies

IfThad to choose three areas that shaped the transportation market
in 2015, they would include:

« EMV liability shift date
+ Growing development and use of mobile technologies
o Payment platform decisions

Payment platforms represent a critical decision point in the pro-
cess of replacing or modernizing fare payment systems. In 2015,
the William Volpe Center completed a study on transit fare pay-
ment technology and provided insight on the direction of the mar-
ket. You can read the complete study here: http://onlinepubs.trb.org/

onlinepubs/tcrp/terp rpt 177.pdf.

While the majority of the larger U.S. agencies operate closed
payment systems, there is a growing movement toward open
payments; several agencies are planning to deploy systems that
accept bank-issued debit, credit, and prepaid cards. These agencies
now join the ranks of two early adopters of open payments: the
Utah Transit Authority and the Chicago Transit Authority, both of
which offer a prepaid card to riders. The Volpe analysis underscores
emerging technology trends affecting the smart card market and
notes characteristics of next generation fare payment:

« Availability and security of contactless bank cards, which
increase the potential ridership base for public transit agencies

o Availability of prepaid and reloadable payment cards, which
offer options for unbanked transit customers

« Advances in mobile payments and mobile technology, which
can be incorporated into next generation transit fare payment
systems

o Acceptance of smart ID credentials on transit, which can
improve customer convenience through integration with
transit benefit programs

« Convergence of mobile payments, travel and planning across
multiple modes of transportation.

The industry also remains focused on the priorities of EMV
compliance and Near Field Communication (NFC) technologies.
While the liability shift has passed, the possibility of losses due to
fraud increases for agencies that neglect to upgrade their payment
acceptance infrastructure to the EMV standard. Last year, the
EMYV Migration Forum announced an exponential growth in the
number of EMV chip cards to an estimate of 100 million cards.
Transportation agencies face similar choices as other merchants

on issues that include card interface technology, card verification
method (CVM) and methods for card authentication and
authorization.

The growth of mobile technologies offers the transit industry
a robust form factor for fare payment in combination with a
host of rider friendly applications, including trip planning,
navigation, system status and schedule information. Smart phone
manufacturers commonly issue products with NFC technology.
Also noteworthy is the growth in the use of smart phones for mobile
ticketing. The user purchases a ticket online and downloads a bar
code to a mobile device for validation by either visual or electronic
means. Although the primary application is for rail modes, there
are pilot tests ongoing for bus as well.

Finally, I must mention the disruptive forces shaping mobility
on many levels, especially in the automobile industry and by
extension, public transit. Rapid advances are taking place such as
in the “connected car” innovations that integrate communication
technologies and the Internet of Things (IoT) to provide valuable
services to drivers. Google’s driverless cars have already driven more
than one million miles in autonomous mode. Equally disruptive
are the car sharing and ride sharing services — a movement that
started with Zip Car and that recently spawned the ridesharing
concepts of Uber and Lyft. Uber alone delivers one million
riders globally on a daily basis. Likewise, buses and trains now
contain sensors providing machine to machine communication
that provide real time data on acceleration, braking, and global
positioning. Increasingly, passengers can instantly access data on
system status, pay fares and even view rewards by a button click.
All this adds up to a greatly improved customer experience.

I am honored to have led the Transportation Council through a
busy year of activities and movement. Thank you to everyone who
contributed to our successes.

Gerald Kane

Senior Project Planner

New Payment Technologies
SEPTA
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EMV and Parking

s the U.S. moves to EMV chip technology for credit and
debit card payments, migration to chip cards to pay for
parking will require input from every parking payment
ecosystem stakeholder—parking operators, acquirers, systems

integrators, parking access revenue control system (PARCS) pro-

-

viders, and parking consultants. The
Smart Card Alliance and the Inter-
national Parking Institute published
the white paper, EMV and Parking,
to help the parking industry transi-
tion to chipcard payments.

Because EMV migration requires
payment infrastructure changes,
stakeholders should review their
current infrastructure and develop
an EMV migration strategy that will
enable them to avoid the fraud li-
ability shifts that take effect in 2015.
This white paper approaches mi-
gration requirements from the per-
spective of both Alliance members,
many of whom are experts in pay-

ments, and IPI members, who spe-
cialize in parking. The white paper
provides education and guidance
that will enable parking stakehold-
ers to migrate to EMV successfully.

The white paper covers the critical
aspects of deploying EMV-compli-
ant solutions, focusing on the needs
of parking merchants and suppliers
as well as integrators of parking equipment, software, and sup-
port services. A short history of EMV explains why the move to
EMV is considered necessary, how the move will affect parking
stakeholders, and what the implementation deadlines are. It ex-
plains the EMV-compliant transaction process and demonstrates
how such a transaction differs from a current magnetic stripe card
transaction. The white paper also describes different methods for
authenticating cards and verifying cardholder identity.

Since EMV migration can be a lengthy and complex process, park-
ing equipment manufacturers,integrators,and operators are en-
couraged to perform an EMV migration impact analysis to define
the migration process scope. The white paper highlights key con-
siderations, including choice of appropriate terminals, EMV im-
pact on transaction messaging, EMV certification requirements,
options for additional payment and security functionality, and
potential impact on the cardholder experience.

The parking industry processes card payments for a variety of

products and services. A significant number of these transactions
are card-not-present transactions, including parking credential or
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parking pass payments, citation payments, deposits, and towing
fees paid online. However, many transactions are still card-present
transactions, in which the patron must present a payment card to a
cashier (at attended locations) or device (at unattended locations).
The white paper enumerates key considerations for those parking
industry stakeholders who want to
accept and process chip transactions
at both types of locations. Migration
can affect transaction speeds, op-
erational requirements, and costs
when payment is made using in-
lane cashiering, pay on foot devices,
and pay in lane devices. In addition,
migration involves implementing
additional software interfaces and
can necessitate additional staff and
customer training.

The POS acceptance infrastructure
is changing with the migration to
EMV. Parking operators should
consider any changes required on
their part to support EMV transac-
tions as an opportunity to provide
support for contactless transactions
with cards or NFC-enabled mobile
devices as well. The white paper
describes the relationship between
U.S. contactless bank card transac-
tions and NFC-enabled mobile pay-
ments, and suggests that by combin-
ing the EMV migration with NFC
support, operators may experience a
better return on investment and be properly positioned to accom-
modate future payment mechanisms.

ABOUT THE WHITE PAPER

The Smart Card Alliance Transportation Council developed this
white paper in partnership with the International Parking Institute
to provide parking industry stakeholders with an educational re-
source covering the critical aspects of deploying an EMV solution
within the parking infrastructure.

Smart Card Alliance and IPT members who contributed to the
white paper include Aberdeen Management Group; Accenture;
CH2M HILL; Creditcall; Giesecke & Devrient; HUB Parking
Technology; Ingenico; LTK Engineering Services; Lumin Advi-
sors; MasterCard; Metropolitan Transportation Authority (MTA);
OTI America; Parkmobile; Sentry Control Systems; Southeastern
Pennsylvania Transportation Authority (SEPTA); SMARTRAC
Technology Group; SP Plus Corporation; T2 Systems; Texas A&M,
Verifone; and Visa Inc.


http://www.smartcardalliance.org/publications-emv-and-parking/

Multimodal Payments Convergence Workshop

n January 2015, the Transportation Council held a workshop

in Washington, DC, to explore the potential for payment ser-

vices for transit, toll roads, parking, and other modes of trans-
portation to converge. Participants included representatives from
industry, local government, and the Federal government.

The workshop had several objectives:

« Explore potential interests and opportunities for convergence

« Identify challenges and potential barriers to convergence

« Propose actions that could define and facilitate convergence
and identify who should be involved in these activities

CONVERGENCE DEFINED

The workshop defined the term “payments convergence” to include
the following:

« Use of common or interoperable payment media

« Availability of multimodal or linked payment accounts

o Payment linked with traveler information and trip planning

o Multimodal or multi-industry promotions, offers, or
incentives

« Integrated customer services (e.g., call centers)

o Shared payments data

o Multimodal transportation and mobility strategies

Several factors have contributed to the increased potential for con-
vergence: expanding transportation choices (particularly growth
in bike, car, and ride share services), growing interest for multi-
modal approaches to mobility, the proliferation of mobile technol-
ogy and applications, the growth of account-based approaches to
transit payment, requirements to manage regional travel demand,
and budget challenges and pressures to reduce costs.

Representatives of transportation industry associations described
the convergence related activities that each association is under-
taking. Highlighted during these descriptions were the influence
of technology on methods of payment, an increased emphasis on
customer service, and the concept of “mobility on demand,” mean-
ing that a variety of alternatives for and information about trans-
portation are made available to customers.

INTERESTS AND OPPORTUNITIES

Workshop participants identified situations that present an oppor-
tunity for multimodal payments convergence, including current
customer desire for seamless travel and multimodal travel options
and regional mobility strategies, which can involve both public and
private providers. Participants also noted that convergence efforts
can build on the account-based systems currently being imple-
mented in transit and leverage financial industry and smart card
technology standards. Education and cooperation between public
and private sector participants were also cited as important con-
tributing factors, as was the potential for the federal government to

sponsor and fund demonstrations of concepts, which could cata-
lyze convergence programs.

CHALLENGES

Participants also identified issues involved in multimodal pay-
ments, including the absence of information on consumer atti-
tudes, differences in governance and funding, and an absence of
standards applicable to system architecture, data access, and data
management. Tax rules and security and privacy also represent
major challenges.

While the consensus was that it may be impossible to predict how
multimodal payments will develop in different regions, work-
shop participants felt that progress could be facilitated by defin-
ing potential migration paths and identifying general steps toward
achieving the common goal.

RECOMMENDED ACTIONS

Workshop participants developed a set of recommended actions to
further define and facilitate payments convergence. At the top of
the list is building awareness of potential opportunities and engag-
ing the public and private sector in the discussion. Other actions
include reaching out to appropriate industry associations, devel-
oping descriptions of potential opportunities, and funding dem-
onstrations of convergence. In addition, the group recommended
that industry associations and the U.S. Department of Transpor-
tation support the development of reference architectures and
standards and participate in international standards efforts, such
as those led by the International Standards Organization. Finally,
interested parties in both the private sector (such as application
developers) and public transportation providers should be encour-
aged to include convergence in the planning and implementation
of new products or programs.

ABOUT THE WORKSHOP

This workshop was hosted by the Smart Card Alliance Transporta-
tion Council.

Participants involved in the workshop included representatives
from Accenture, the American Association of State Highway and
Transportation Officials, the Association for Commuter Transpor-
tation, Cubic Transportation Systems, InComm, the International
Bridge, Tunnel and Turnpike Association, the International Park-
ing Institute, ITS America, LTK Engineering Services, MasterCard,
NXP Semiconductors, Ride Scout, the Smart Card Alliance, and
Xerox. Transit agency participants included the Utah Transit Au-
thority, the Metropolitan Transportation Commission, and the
Southeastern Pennsylvania Transportation Authority. Federal
government participants represented the Federal Transit Adminis-
tration, the U.S. Department of Transportation TranServe, the U.S.
Department of Transportation/Volpe Center, and the U.S. Depart-
ment of the Treasury.
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EMV MIGRATION FORUM

e EMV

"s®* Migration Forum

EMV Migration Forum
Overview

The Smart Card Alliance formally announced the creation of the
EMYV Migration Forum (the Forum) on July 31, 2012, to address is-
sues that require broad cooperation and coordination across many
constituents in the payments space in order to successfully intro-
duce secure EMV contact and contactless technology in the United
States.

Membership in the Forum includes nearly 175 global payments
brands, financial institutions, merchants, processors, acquirers,
regional debit networks, industry associations and industry sup-
pliers. While part of the Smart Card Alliance corporate organiza-
tion, the EMV Migration Forum has a separate membership and
includes organizations with no previous involvement with or usage
of smart cards or chip technology other than how this technology
integrates into the EMV payments infrastructure

The Forum is a neutral, cross-industry group. The Forum pro-
vides member companies with a supportive and congenial venue
in which all payments stakeholders interact and work on projects
to facilitate a successful transition from magnetic stripe technology
to secure EMV contact and contactless technology in the United
States.

With its goal to address topics that require some level of industry
cooperation and/or coordination in order to achieve an efficient,
coordinated, and timely migration to EMV, the Forum is successful
due to its members and their collaborative work mindset.
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EMV Migration Forum Officers
& Steering Committee

OFFICERS (2014-2015)
« John Drechny, Walmart (Chair)
o Patty Walters, Vantiv (Vice Chair)
o Karen Czack, American Express (Secretary)
o Sarah Hartman, TSYS (Treasurer)

STEERING COMMITTEE MEMBERS (2014-2015)
« Carolyn Balfany, MasterCard
o Deana Cook, Chase
o Kiristy Cook, Target
« Karen Czack, American Express
« John Drechny, Walmart
o Allen Friedman, Ingenico
« Barry Hanen, Walgreens
« Scott Haney, Woodforest
« Kathy Hanna, Kroger
o Art Harper, PSCU
o Sarah Hartman, TSYS
« Simon Hurry, Visa Inc.
o Jesse Lee, Wells Fargo
o Jesse Pamperin, McDonald’s
o Nick Pisarev, Giesecke & Devrient
« Ron Schnittman, Bank of America
o Ellie Smith, Discover Financial Services
o Christine Strock, First Data
« Jamie Topolski, Fiserv
o Erik Vlugt, Verifone
o Huy Vu, Unionpay
o Patty Walters, Vantiv
« Bob Woodbury, FIS/NYCE


http://www.emv-connection.com/emv-migration-forum/
http://www.emv-connection.com/emv-migration-forum/steering-committee-members-and-staff/carolyn-balfany-mastercard-worldwide/
file:///Volumes/2011.05B/Avisian/SCA/E-Yearbook%202011/December%202011/Avisian%2010.29%20112811/NEW/final%20membership%20lists/../AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.Outlook/9BGY21K0/www.acs-inc.com/transportation.aspx
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A MESSAGE FROM RANDY VANDERHOOF

Moving Day for EMV

The EMV Migration Forum emerged as a major force of change
in the payments market in 2015. The calendar became an im-
portant motivator to all the EMV stakeholders as 2015 arrived,
because we began counting in months rather than years the
time remaining before the October 2015 fraud liability shift
date. With many of the difficult is-

hands of marketing professionals. A social media campaign was
combined with the initiative to extend its reach to the market
and consumers. In addition, thousands of downloads of white
papers, webinar recordings, resources in the Knowledge Center,
and broadcast quality video helped move the industry to achiev-

ing millions of transac-

sues and choices resolved for how to
deal with some of the uncertainty
surrounding the issuance and pro-
cessing of Durbin-compliant chip
debit cards, the path toward meeting
the October milestone became more
apparent and the months rolled on.

There is a saying in professional golf
that the third day of four-day tour-
naments is called “moving day” The
reference applies to the top golfers

The EMV Migration Forum’s work

to align all industry participants,
develop the structured working
communities, and deliver the
necessary groundbreaking education
work was what facilitated the ‘moving
day’ moment that the EMV migration
needed to separate from those who
doubted it would happen.

tions with chip cards at over
400,000 merchant locations
by the October liability shift
date. These early days of the
U.S. transition to EMV and
tokenized mobile payments
have proven that the cards,
readers, and processing net-
works are working as they
were designed. It has been
a huge lift to get us to this
point, which many are call-

in the tournament who break away
from the pack on the third day, put-
ting themselves in position to win
the tournament on the final day. I think 2015 was moving day
for EMV. In the 2+ years leading up to that point, many organi-
zations were competing to be heard and shape the way EMV was
to be implemented. While the Forum offered an opportunity for
all views to be shared and discussed, the voices of a few leaders
rose above the others and significant movement on important
issues began to happen. With that behind us, significant vol-
umes of EMV chip cards, terminals, and testing services hap-
pened as well.

The movement in 2015 also applied to a change in focus by the
Forum working committees and our hard-working steering
committee. As cards started to fill consumer wallets and ter-
minals were enabled at first-moving retailers like Walmart and
Target (as well as a myriad of small merchants), a pressing need
emerged for more education about chip cards to describe how
they look and work differently for consumers and small mer-
chants. To fill that need and void, we developed and launched
www.GoChipCard.Com, using messages and graphics honed

by the Forum working committees and skillfully designed into
a website that has had over 38,000 pages views in only a few
months.

The CHIP IN campaign was another Forum initiative that com-
bined proven EMV educational content and a strong outreach
program and succeeded in pushing EMV materials into the

ing just the starting point
for our EMV transition.

The EMV Migration Forum’s work to align all industry partici-
pants, develop the structured working communities needed to
get past the obstacles, and deliver the necessary groundbreak-
ing education work was what facilitated the “moving day” mo-
ment that separated those early adopters from the pack of those
who doubted it was possible. The Forum has been instrumental
in putting the U.S. market in a better position to win the battle
against fraud and set the market on the path for global interop-
erability and future payments innovation.

Thank you to all of our 175 member organizations for your com-
mitment and leadership during this journey.

Randy Vanderhoof |
Director
EMV Migration Forum
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EMV Migration Forum Membership: 176 Members

» ABnote North America

o Acculynk

« ACI Worldwide

« Acquirer Systems

o Alaric NCR

« Alliance Data

» American Express

« Apriva

« Argotechno

« Arroweye Solutions, Inc.

o Ascert, LLC

« ATM Industry Association

« ATMequipment.com

« Attra Infotech Private Limited

« B2 Payment Solutions Inc.

« Bank of America

« Bank of the West

« BankUnited

«Barclaycard US

« Barnes International Limited

«Bell ID

«Bernd Blume

« BMO Harris Bank N.A.

« BP Products NA

« Branch Banking & Trust
Company (BB&T)

« BridgePay Network Solution,
LLC

« Burroughs, Inc.

« Capital One

« Card Services for Credit
Unions (CSCU)

« CardConnect

« Cardtek USA

« Cardtronics USA

« Catalyst Card Company

«Cayan

« CETECOM INC.

« Chevron

«CHS Inc.

« CITGO Petroleum
Corporation

« Citibank

« Citizens Bank, NA

« City National Bank

« Clear2Pay

« Cognizant Technology
Solutions

« Columbus Data Services

« Computer Services, Inc

« Conexxus, Inc.
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« Consult Hyperion (Hyperion
Systems Ltd)

« CPI Card Group

« Credit Union 24 Network

« CreditCall Corporation

« Cryptomathic Inc

« Cubic Transportation
Systems, Inc.

« Cummins Allison Corp.

« Debit Network Alliance

« Diebold Incorporated

« Discover Financial Services

«E Chip LLC

«E&S Consulting LLC

¢ EchoSat Communications
Group

«EFT Source, Inc.

« Elan Financial Services

« Elavon, Inc.

« Electronic Trade
Solutions Ltd

« Electronic Transaction
Association

« Entrust Datacard

« Equinox Payments

« Euro Tech Sales LLC

« Federal Reserve Bank of
Minneapolis

« Fifth Third Bank

«FIME

« First Data

« First National Bank of
Omaha

«FIS

o Fiserv

« Galitt US

« GE Capital Retail Bank

« Gemalto

« Giesecke & Devrient

« Gilbarco

« Government Payment
Consulting Services, LLC

« Harland Clarke

« Heartland Payment Systems

« HP Atalla Data Security

« ICC Solutions Limited

«ICTK Co., Ltd.

«ID TECH, INC

«Infineon Technologies

« InfoGard Laboratories

«Ingenico Inc.

« INSIDE Secure

« Intelligent Parking
Concepts LLC

« Interac Association

«iPayment Inc.

«Jack Henry Processing
Solutions

«JCB International Credit
Card Company

«JPMorgan Chase

+KONAT co. Ltd

oL Brands

«Lans Holdings Inc.

«Lowe’s

*Macy's Credit and
Customer Services

» Magellan Consulting Inc

« MagTek Inc.

» MasterCard Worldwide

e McDonald's

« Merchant e-Solutions

e Merchant Link, LLC

« Morpho Cards USA, Inc.

« MTA New York City Transit

« Multos International Pte.
LTD

«Navy Federal Credit Union

«NCR Corp

« NXP Semiconductors

o Nxt-ID, Inc

« Oberthur Technologies

« Paragon Application Systems

« PCI Security Standards
Council, LLC

o Perfect Plastic Printing

« Phillips 66 Company

« PNC Bank

» Proxama

«PSCU

o Publix Super Markets Inc

+ Q-Card Company/Brush
Industries

+Regions Bank

«Safeway Inc

«Santander Bank, N.A.

« Savage Consulting Group

+SCIL EMV Academy, Inc.

« Sears Holdings Corporation

«ServiRed S.A.

«SHAZAM

« Shubert Ticketing

« Smartrac Technology Group

«SPS

« State Farm Bank

« Sterling Payment
Technologies

« STMicroelectronics

« SunTrust

« SWACHA - The Electronic
Payments Resource

« Target Corporation

« TAS Group

«TD Bank NA

« Tesoro Refining and
Marketing Company, LLC

« Thales E-Security Inc.

« The Home Depot

« The Kroger Co.

« The Members Group

« The National ATM Council,
Inc.

« The Walt Disney Co.

« Toshiba Corporation

o TranSEND IT, Inc.

« TransFirst LLC

« Tritan Systems of Delaware,
LLC

«TSYS

« UBIVELOX Inc

« UBS Bank USA

« Underwriters Laboratories
(UL)

« Union Bank, N.A.

« UnionPay USA

« USAA Federal Savings Bank

«Valid USA

« Vantiv

« VeriFone, Inc.

«Visa Inc.

« W. Capra Consulting Group

» Wakefern Food Corp

« Walgreen Co.

« Walmart

« Wayne Fueling Systems

« Wells Fargo

« WEX Inc.

« Whole Foods Market, Inc.

« Woodforest National Bank

« WorldPay US

« Xerox

As of September 30, 2015



EMV Migration Forum Working Committees
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The EMV Migration Forum has seven working committees and
two special interest groups focused on different topics relevant to
EMV Migration. The working committee topics and activities are
chosen by EMV Forum members based on critical issues discussed
in the Forum meetings. Forum members can join any working
committee and lead or participate in committee projects. Projects
are defined by the committee members to focus on the critical is-
sues or challenges that impact the U.S. payments industry migra-
tion to EMV. Working committees meet at EMV Migration Forum
in-person meetings and in regular teleconferences.

ATM Working Committee. The ATM Working Committee goal
is to explore the challenges of EMV migration for the U.S. ATM
industry, work to identify possible solutions to challenges, and fa-
cilitate the sharing of best practices with the various industry con-
stituents, with the goal result being more positive EMV migration
experience for consumers. The Working Committee will serve
to provide input, solutions, and expertise that are specific to the
needs of the ATM channel to other EMV Migration Forum work-
ing committees.

o Working Committee co-chairs: Stuart Mackinnon, Columbus
Data Services; Ron Schnittman, Bank of America; David
Tente, ATMIA

Card-Not-Present Fraud Working Committee. The Card-Not-
Present Fraud Working Committee goal is to create a comprehen-
sive best practices strategy to mitigate card-not-present fraud in
the new EMYV chip card environment, using a balanced approach
considering all key stakeholders - issuers, consumers, merchants,
acquirers, networks and third parties. Working Committee proj-
ects include reviewing and assembling lessons learned from other
country migrations, benchmarking potential tools used to address
fraud, monitoring fraud levels and collaborating with other orga-
nizations to understand fraud costs, and providing best practices
for online fraud management.

« Working Committee co-chairs: Teresa Bryan, MasterCard;
Joseph Vasterling, Target

The
Communication and Education Working Committee goal is to

Communication and Education Working Committee.

deliver a communications plan for key payments industry stake-
holder that promotes an efficient, timely and effective migration
to EMV-enabled cards, devices and terminals in the United States.
Committee projects include leading the Forum’s efforts on devel-
oping clear, consistent messaging around EMV migration.

» Working Committee co-chairs: Marie Doloc, Arroweye
Solutions, Inc.; Diane Jackson, CPI Card Group; Mansour
Karimzadeh, SCIL EMV Academy

Working on your
EMV MIGRATION
PROGRAM?

TALKTO OUR EXPERTS

www.fime.com > CONSULTING > CERTIFICATION >TESTTOOLS

learn more

TRAINING & CONSULTING TECHNICAL CONSULTING CERTIFICATION

£ EMV migration % Host certification 9 FIME test tools

5 EMV card/mobile profile  End-to-end terminal certification 9 Major payment schemes for

cards and terminals




Debitand EMV Working Committee. The Debit and EMV Work-
ing Committee goal is to coordinate across the payments industry
to solve debit challenges with EMV migration in the United States.
The Committee worked on understanding stakeholder require-
ments for debit and network routing and identifying potential
solutions that comply with the Durbin Amendment and support
merchant routing. The Committee includes a broad cross-section
of the payments industry including issuers, merchants, acquirers,
processors, global payment brands, regional debit networks, in-
dustry suppliers and industry associations.

+ Working Committee co-chairs: Oliver Manahan, MasterCard;
Emily Santos, SunTrust

Petroleum Working Committee. The Petroleum Working Com-
mittee is for all interested parties to work collaboratively to iden-
tify, review and resolve challenges associated with implementation
of EMV within the U.S. petroleum and convenience market. The
Petroleum Working Committee includes payment networks, pe-
troleum and convenience merchants, petroleum-specific acquir-
ers, petroleum and convenience POS vendors and fuel dispenser
manufacturers, and other organizations servicing the petroleum
and convenience category. The initial focus of the Working Com-
mittee is looking at how to streamline EMV testing and certifica-
tion for the petroleum industry.

» Working Committee co-chairs: Kara Gunderson, CITGO
Petroleum Corporation; Tomas Levy, Gilbarco; Terry
Mahoney, W. Capra Consulting Group

Testing and Certification Working Committee. The Testing and
Certification Working Committee goal is to discuss the challenges
with EMV certification and define approaches for achieving certi-
fication to meet the payment brand milestones for fraud liability
shift. Areas for focus include: education on the testing and certi-
fication that is required for different industry stakeholders; evalu-
ation of current processes to define approaches for streamlining
testing and certification.

« Working Committee co-chairs: Randy Burnette, Verifone;
Cindy Kohler, Visa Inc.

U.S. Coordination Working Committee. The EMV Deployment
Coordination Working Committee goal is to identify the specific
areas that need coordination for the U.S. market and to deploy
projects for stakeholders to collaborate on critical issues. The Com-
mittee is exploring ways to obtain early input on best practices for
EMV-related operations and consumer and merchant messaging.

» Working Committee chairs: Milind Bengeri, Discover
Financial Services

Special Interest Groups
The EMV Migration Forum has two special interest groups (SIGs),

one for merchants and one for issuers. The Merchant SIG is led by
Kristy Cook, Target. The Issuer SIG is led by Jesse Lee, Wells Fargo.
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EMV Migration Forum Membership Mix

88 SUPPLIERS
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ACQUIRERS/PROCESSORS
ASSOCIATIONS
GLOBAL PAYMENT NETWORKS
CONSULTANTS/INTEGRATORS
GOVERNMENT
INDUSTRY SUPPLIERS
ISSUERS

74 MERCHANTS

748 DOMESTIC PAYMENT NETWORKS
176 TOTAL MEMBERS

88 ADOPTERS



EMV Migration Forum Resources
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The EMV Migration Forum had an active year, developing busi-
ness and technical resources to assist with EMV migration and
launching outreach and education initiatives for issuers, merchants
and consumers.

OUTREACH AND EDUCATION

« Chip card video and broadcast quality video for media

use, providing education for consumers on chip cards, why
they’re receiving them, and how to use them in stores and at
ATMs

o CHIP IN Educational Initiative, providing issuers, merchants,

acquirers, networks and others with common educational
messages and materials that can be shared through social
media and other channels

o EMV Chip Cards: The Future of payments infographic,
providing answers to key questions surrounding the U.S.
migration to EMV chip cards for payment

« GoChipCard.com, providing easy-to-use resources on chip
cards for consumers, merchants and issuers

BUSINESS AND TECHNICAL RESOURCES

« Cardholder Verification Methods: Concepts,
Implementations, and Impacts video presentation, providing
detail on EMV Cardholder Verification Method concepts,
implementation and impact on stakeholders

« Chip Education for VARs, ISVs and Merchants webcasts,
providing educational webcasts for U.S. value added resellers,

independent software vendors and merchants
« Contact Chip Card Online Authentication video presentation,

providing a clear description of how an EMV transaction is
secured using “cryptograms”

o Implementing EMV at the ATM: PIN Change at the ATM
white paper, providing guidance for ATM owners and issuers
who are contemplating implementing PIN change at the ATM

o Implementing EMV at the ATM: Requirements and

Recommendations for the U.S. ATM Community white

paper and webinar, providing an educational resource for

stakeholders responsible for the implementation of EMV at
the ATM in the U.S.
o Implementing EMV in the U.S.: Best Practices in Support of

EMV Instant Issuance white paper, providing an educational

resource for issuers that documents the best practices for
transitioning an existing instant issuance solution to support
the issuance of EMV chip cards

« Implementing EMV in the U.S.: How the U.S. Common Debit

AIDs Facilitate Debit Transaction Routing and Ensure Durbin

Compliance video presentation, providing an overview of
the U.S. Common Debit AIDs and how they facilitate debit
transaction routing and ensure Durbin compliance

Knowledge Center update, providing an online resource
library for all stakeholders involved in U.S. EMV
implementation

Managing Card-Based Tip and Gratuity Payments for EMV
Chip white paper, providing information on how to best
manage tips and gratuities as the U.S. migrates to chip
Minimum EMV Chip Card and Terminal Requirements —
U.S. matrix, defining the minimum card and terminal EMV
requirements for payment networks

Near-Term Solutions to Address the Growing Threat of

Card-Not-Present Fraud white paper and webinar, providing
a resource on the existing best practices for authentication
methods and fraud tools to secure the card-not-present
channel

Recommended Communications Best Practices guidance,

providing a step-by-step resource for issuers and merchants to
develop effective messaging and education approaches during
the U.S. migration to chip technology

Understanding the 2015 U.S. Fraud Liability Shifts white
paper, providing information on the counterfeit and lost or

stolen liability shifts to assist merchants, acquirers, processors
and others implementing EMV chip technology in the U.S.
with their migration

U.S. Debit EMV Technical Proposal white paper update
defining recommendations for a debit technical framework

for the U.S. payments industry
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LATIN AMERICA CHAPTER

SMART CARD ALLIANCE LATIN AMERICA & THE CARIBBEAN (SCALA) MISSION

Stimulate the understanding, adoption, use and widespread application of smart cards in the Americas.

SCALA Overview

SCALA, the Latin American and Caribbean chapter of the Smart
Card Alliance, works to stimulate the comprehension, interoper-
ability, convergence, evolution, and widespread innovative appli-
cations of integrated circuit cards and related technology compo-
nents in the region. Through its Center of Excellence and specific
projects including technical documents, education programs, mar-
ket research, advocacy, industry relations and open forums, SCA-
LA keeps its members connected to industry leaders. The chapter
is proud to be a leader on the impact and value of smart card tech-
nology in Latin America and the Caribbean.

Upcoming Event

Digital Tour-Americas, June 7-9, 2016
Panama, Republic of Panama

The Digital Center
of Excellence

The Digital Center of Excellence

The Digital Center of Excellence will be the first center dedicated
to providing training on integrated circuit cards in Latin America
and the Caribbean. The Center will train new and existing pro-
fessionals from the region to become industry experts on the de-
velopment of integrated circuit card technologies. This training is
expected to help promote synergy among technology suppliers,
universities, and end users. It will also allow companies to reduce
the cost of training new recruits and provide opportunities for par-
ticipating university students to enter the industry. The Center is
supported by SCALAs affiliated companies, who have committed
resources and expertise to develop educational resources, technical
documents, and hands-on training for participating professionals,
with a focus on improving the overall quality of smart card imple-
mentations in the region.
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SCALA Councils

THE MEANS OF
PAYMENT COUNCIL

The SCALA Means of Payments Coun-
cil focuses on facilitating the adoption
and convergence of chip-enabled pay-
ments systems and related applications
in Latin America and the Caribbean. The
Council brings together industry stake-
holders, payment leaders, merchants and
suppliers. The Council works to reduce
the barriers to adopting smart card tech-
nology in projects related to EMV, open
payments, contactless payments, chip-
enabled e-commerce and other payments
projects. The Council’s goal is to promote
the value of chip-enabled payments and
related components to the market to im-
prove the security and quality of service.

The Council works on projects to provide
educational resources for innovation in
and convergence of smart card related
implementation for financial inclusion,
This
Council has played a key role in the devel-

transportation, and payments.

opment of the Open Payment Initiative in

Transportation in the region. The focus of
this project is the evolution of payments
in transportation as the transportation
industry moves toward a system that
accepts dual-interface EMV compliant
cards such as prepaid, debit and credit
cards.

IDENTITY COUNCIL

SCALAs Identity Council focuses on
promoting adequate policies and best
practices concerning the implementation
secure interoperable identity credentials
and related applications within the Latin
American and Caribbean regions. The
Council addresses the challenges of se-
cure identity by developing guidelines for
organizations, so that they can realize the
benefits that secure identity delivers. The
Council's members share their experi-
ences in a non-partisan manner with the
countries” authorities in order to find so-
lutions to the problems faced and to seek
the development of collaboration among
countries.

The Council has begun the development
of an open specification for the recipro-
cal recognition of national identity docu-
ments, moving forward toward a system
that allows different countries to elec-
tronically validate the identity credential
information of another. The specification
also contemplates the interoperability of
multiple applications in a single creden-
tial.

The Council works on projects to raise
awareness of the issues that organizations
and the public face in implementing and
using identity systems. SCALAs Iden-
tity Council provides support to different
projects such as:

o Access Control

« Civil Registration

o Driver’s License

o E-Passports

e E-Visas

o Government ID Credentials

» Healthcare

» National ID

« Other Identity-Related Applications

To learn more about SCALA, visit www.sca-la.org.
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SMART CARD ALLIANCE MEMBER DIRECTORY

3M Cogent, Inc.

3300 Acorn Street

Williamsburg, VA 23188
www.3M.com/IdentityManagement

A LA CARD Marketing and Consulting
Services Limited

112 Crawford Rose Drive

Aurora, ON L4G 4R9 Canada
www.alacard.com

ABnote North America
225 Rivermoor Street
Boston, MA 02132
www.abnote.com

LEADERSHIP COUNCIL

>
accenture

Accenture

161 North Clark
Chicago, IL 60601
312-693-0161
www.accenture.com

Accenture is one of the world’s leading
organizations providing strategy,
consulting, digital, technology and
outsourcing services to help our clients
become high-performance businesses and
governments.

ACI Worldwide, Inc.
6060 Coventry Drive
Elkhorn, NE 68022
www.aciworldwide.com

ACT Canada

85 Mullen Drive

Ajax, ON L1T 2B3 Canada
www.actcda.com

Advanced Card Systems, Ltd.
Units 2010-2013, 20th floor
Chavalier Commercial Centre
8 Wang Hoi Road

Kowloon Bay, Hong Kong
www.asc.com.hk
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Airbus Defense & Space

2550 Wasser Terrace, Suite 9000
Herndon, VA 20171
www.airbusdefenseandspace.com

Allegion

11819 N. Pennsylvania Street
Carmel, IN 46032
www.allegion.com

AMAG Technology, Inc.
20701 Manhattan Place
Torrance, CA 90501
Www.amag.com

LEADERSHIP COUNCIL

American Express

200 Vesey Street

New York City, NY 10285
212-640-9982
WWww.americanexpress.com

An engine of commerce, American
Express provides innovative payment,
travel and expense management solutions
for individuals and businesses of all sizes.

Apriva

8501 N. Scottsdale Road, Suite 110
Scottsdale, AZ 85251
www.apriva.com

Argotechno

201 S. Biscayne Blvd., Ste. 1200
Miami, FL 33131
www.argotechno.com

AT&T Mobility Services LLC
705 Brokaw Road

Camano Island, WA 98282
www.att.com

Bell Identification B.V.
Stationsplein 45 A6.002
Rotterdam, AK 0313
Netherlands
www.bellid.com

Benefit Resource, Inc.

245 Kenneth Drive
Rochester, NY 14623
www.benefitresource.com

LEADERSHIP COUNCIL
Booz | Allen | Hamilton

Booz Allen Hamilton
101 California Street
San Francisco, CA 94111
415-281-4927
www.boozallen.com

Booz Allen Hamilton is a leading provider
of management and technology consulting
services to the U.S. government in defense,
intelligence, and civil markets.

CA Technologies

3965 Freedom Circle
Santa Clara, CA 95054
WWw.ca.com

LEADERSHIP COUNCIL

@ Capgemini

CONSULTING.TECHNOLOGY.OUTSOURCING

Capgemini USA Inc.
623 Fifth Avenue, 33rd Floor
New York, NY 10022
Www.capgemini.com

Capgemini’s Financial Services Global
Business Unit brings deep industry
experience, innovative service offerings
and next generation global delivery to
serve the financial services industry. With
a network of 24,000 professionals serving
over 900 clients worldwide, Capgemini
collaborates with leading banks, insurers
and capital market companies to deliver
business and IT solutions and thought
leadership which create tangible value.

CertiPath Inc.

2300 Corporate Park Drive, Suite 150
Herndon, VA 20171
www.certipath.com



LEADERSHIP COUNCIL

chawm:

CH2M HILL

CH2M HILL World Headquarters
9191 South Jamaica Street
Englewood, CO 80112
888-CH2M-HILL (888-242-6445)
www.ch2mbhill.com/transit

CH2M is an industry leader in assisting
transit and rail clients with the design,
procurement and implementation of
electronic fare payment systems. CH2M’s
Electronic Payments group has performed
a wide variety of fare system assignments
for large, medium and small transit and
rail operators. Our staff has developed
innovative fare solutions for transit

and rail operators that optimize their
objectives and meet passenger needs.

Our professionals are experts in the
analysis and development of fare systems,
including project management, fare policy,
pricing, structure and fare system design,
testing, installation, and procurement
management.

Chase Card Services

201 North Walnut Street
Del-1063

Wilmington, DE 19801
www.chase.com

Clear2Pay

4110 N. Scottsdale Road, Suite 310
Scottsdale, AZ 85251
www.clear2pay.com

Computer Science Corp (CSC)
8616 Freeport Parkway

Irving, TX 75063
www.csc.com/cards

Consult Hyperion
535 Madison Avenue
New York, NY 10022
www.chyp.com

CPI Card Group

10368 West Centennial Road
Littleton, CO 80127
www.cpicardgroup.com

Creative Information Technology, Inc.
7799 Leesburg Pike
Falls Church, VA 22043

Cryptography Research, Inc.
425 Market Street, 11th Floor
San Francisco, CA 94105
www.cryptography.com/dpa

Cryptomathic Inc.

111 N. Marker Street
Suite 300

San Jose, CA 95113
www.cryptomathic.com

Cubic Transportation Systems
5650 Kearny Mesa Road

San Diego, CA 92111
www.cubic.com/cts

Dallas Area Rapid Transit (DART)
P.O. Box 660163

Dallas, TX 75266

www.dart.org

LEADERSHIP COUNCIL

DATAWATCH

S Y S T E M S

Leading the Way in Access Control
Datawatch Systems, Inc.

4401 East West Highway, Suite 500
Bethesda, MD 20814
301-654-3282
www.datawatchsystems.com

Datawatch is a complete managed security
solutions provider for commercial office
buildings, securing and monitoring

assets and resources in more than 2,500
buildings domestically and globally.

Defense Manpower Data Center
4800 Mark Center Drive

Suite 04E25-01

Alexandria, VA 22350
www.dmdc.osd.mil

Dell Inc.
One Dell Way
Round Rock, TX 78682

LEADERSHIP COUNCIL

Deloitte

Deloitte & Touche LLP
1919 N. Lynn Street
Arlington, VA 22209
212-492-4000
www.deloitte.com

Deloitte’s Federal Practice provides
management consulting and advisory
services including identity, credential,
and access management related services
tailored specifically for our Federal
Government clients.

Department of Homeland Security
1100 Hampton Park Blvd.
Mailstop 0123

Capitol Heights, MD 20743
www.dhs.gov

Department of the Interior
12201 Sunrise Valley Drive
Room: 2P105B

Reston, VA 20192
www.doi.gov

DeviceFidelity, Inc.

3 Waters Park Drive
Suite 230

San Mateo, CA 94403
www.devicefidelity.com
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LEADERSHIP COUNCIL & SPONSOR

DISC®VER

Discover Financial Services
2500 Lake Cook Road
Riverwoods, IL 60015
224-405-0900
www.discovernetwork.com

Discover Financial Services is a direct
banking and payment services company
with one of the most recognized brands in
U.S. financial services.

E4 Security Consulting LLC
8902 Octavia Avenue
Morton Grove, IL 60053

Eid Passport

5800 NW Pinefarm Place, MS 315-B
Hillsboro, OR 97124
www.eidpassport.com

Entrust Datacard

11111 Bren Road West
Minnetonka, MN 55343
www.datacard.com

Euro Tech Sales LLC

150 Dorset Street, PMB 205
South Burlington, VT 05403
www.eurotechsales.com

Exponent, Inc.

149 Commonwealth Drive
Menlo Park, CA 94025
www.exponent.com

FEITIAN Technologies Co., Ltd.
F/17 Tower B Huizhi Mansion
No. 9 Xueqing Road

Haidian, Beijing 100085

China

www.ftsafe.com
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@ Fime

FIME

1737 North First Street, Suite 410
San Jose, CA 95112 - USA

Tel.: +1 408 228 4040
www.fime.com

FIME is a trusted provider of consulting
services, certification and tools. It enables
U.S. customers to bring seamless EMV
chip card and mobile transactions services
to the market.

LEADERSHIP COUNCIL

First Data.

First Data

5565 Glenridge Connector NE
Suite 2000

Atlanta, GA 30342
404-890-2000
www.firstdata.com

First Data is a global leader in commerce-
enabling technology and solutions,
serving approximately six million business
locations and 4,000 financial institutions
in 118 countries.
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FIS

11601 Roosevelt Blvd,

St. Petersburg, FL 33716

800-822-6758
www.fisglobal.com

FIS is the world’s largest provider of
financial institution core processing,
card issuance, network, and transaction
payment processing services to financial
institutions, merchants and businesses
worldwide.

Fiserv

1880 Park View Drive
Shoreview, MN 55126
www. fiserv.com

Galitt US

951 Mariners Island Blvd., Suite 300
San Mateo, CA 94404
650-200-7659

www.galitt.us

Gallagher Group Unlimited
5005 NW 41st

Riverside, MO 64150
855-846-1395
sales.usa@security.gallagher.co
http://security.gallagher.co/
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gemalto

Gemalto

9442 Capital of Texas Highway North
Aboreteum Plaza II, Suite 400
Austin, TX 78759

888-343-5773

www.gemalto.com

Gemalto is the world leader in digital
security: protecting, verifying and
managing digital identities and
interactions. We enable our clients

to offer personal mobile services,
payment security, authenticated Cloud
access, identity and privacy protection,
eGovernment documents, machine-to-
machine applications and many other
services.

General Services Administration
1800 F Street, NW

Washington, D.C. 20405
WWW.gsa.gov

Genfare, a Division of SPX Corp.
751 Pratt Boulevard
Elk Grove Village, IL 60007
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Georgetown University - UIS - Facilities &
Safety Control Systems

3300 Whitehaven Street, NW, Suite 2000
Washington, D.C. 20007
www.georgetown.edu

LEADERSHIP COUNCIL & SPONSOR
GE) Giesecke & Devrient

Giesecke & Devrient
45925 Horseshoe Drive
Dulles, VA 20166
703-480-2000
info-us@gi-de.com
www.gi-de.com

G&D secures mobile life. From mobile
communications, payments, and
authentication to the Internet of Things,
security is paramount. Giesecke &
Devrient’s industry leading products and
services enable our customers to securely
manage their digital credentials through
our cloud solutions.

Global Enterprise Technologies Corp.
230 Third Avenue, 6th Floor
Waltham, MA 02451
www.getgroup.com

Heartland Payment Systems

90 Nassau Street

Princeton, NJ 08542
www.heartlandpaymentsystems.com

HP Enterprise Services, LLC
1600 North Beauregard Street
Alexandria, VA 22311
703-742-2000
hp.com/gov/transformation

HID Global

15370 Barranca Parkway
Irvine, CA 92618
www.hidglobal.com

Hillsborough Transit Authority
1201 E. 7th Avenue

Tampa, FL 33605
www.gohart.org

ICMA

P.O. Box 727

Princeton Junction, NJ 08550
www.icma.com

Identification Technology Partners, Inc.
12208 Pueblo Road

Gaithersburg, MD 20878
www.idtp.com

IDmachines LLC

1264 Beacon Street, Suite 5
Brookline, MA 02446
www.idmachines.com

InComm

250 Williams Street, Suite M-100
Atlanta, GA 30303
www.incomm.com

LEADERSHIP COUNCIL
infineon

Infineon Technologies

640 North McCarthy Boulevard
Milpitas, CA 95035
866-951-9519
www.infineon.com

Infineon provides security components for
passports, identity cards and contactless
payment cards. It is the leading supplier
of chips for credit cards, access cards and
trusted computing solutions worldwide.
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Ingenico, North America

3025 Windward Plaza, Suite 600

Alpharetta, GA 30005

678-456-1211

www.ingenico.us

Ingenico Group is the global leader in
seamless payment, providing smart,
trusted and secure solutions to empower
commerce across all channels, in-store,
online and mobile.

Init Innovations in Transportation
1420 Kristina Way, Suite 101
Chesapeake, VA 23320
www.initusa.com

Initiative for Open Authentication
398 S. San Vicente Ln.

Anaheim Hills, CA 92807
www.openauthentication.org
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INSIDESecure Corporation
3031 Tisch Way, Suite 701
San Jose, CA 95128
USA
Tel: +1 (408) 658-6577
Fax: +1 (408) 658-6567
www.insidesecure.com

INSIDE Secure (Euronext Paris
FR0010291245 - INSD) provides
comprehensive embedded security
solutions. World-leading companies rely
on INSIDE Secure’s mobile security and
secure transaction offerings to protect
critical assets including connected
devices, content, services, identity

and transactions. Unmatched security
expertise combined with a comprehensive
range of IP, semiconductors, software and
associated services gives INSIDE Secure
customers a single source for advanced
solutions and superior investment
protection.

Integrated Security Technologies, Inc.
520 Herndon Parkway, Suite C
Herndon, VA 20170
www.istonline.com

Intel

5200 NE Elam Young Parkway
Hillsboro, OR 97124
www.intel.com
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Intelligent Parking Concepts LLC
3114 Greenway Drive

Ellicott City, MD 21042
www.intelligentparkingsystems.com

Interac Association/Acxsys Corporation

Royal Bank Plaza, North Tower
200 Bay Street, Suite 2400,

P.O. Box 45

Toronto, ONM5]J 2J1

Canada

www.interac.ca

Intercede Limited
11951 Freedom Drive
13th Floor

Reston, VA 20190

Invoke Technologies

13366 Caminito Mar Villa
Suite 100

Del Mar, CA 92014
www.invoketechnologies.com

IPS Group, Inc.

5601 Oberlin Drive
San Diego, 92121
www.ipsgroupinc.com

1Q Devices

Number 32

Carmel Valley, CA 93924
www.igdevices.com

ITN International

7972 C Old Georgetown Road
Bethesda, MD 20814
www.itnint.com

Jack Henry Processing Solutions
5525 South 900 East

Suite 325

Salt Lake City, UT 84117
www.weknowpayments.com
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JCB International Credit Card Co., Ltd.
800 W. 6th Street

Suite 200

Los Angeles, CA 90017

262-269-6081

www.jcbusa.com

JCB is a major global payment brand
aiming to provide the highest quality
service worldwide as a travel and
entertainment card.

LEADERSHIP COUNCIL

KONA I, Inc.

3003 North First Street, Suite 330
San Jose, CA 95134
408-519-5799

www.konai.com

KONA I Corporation is the most advanced
and customized USIM card provider in
the world and a global leading provider of
EMV/banking cards.

LEADERSHIP COUNCIL

# leidos

Leidos, Inc.

11951 Freedom Drive
Reston, VA 20190
571-526-6000
www.leidos.com

Leidos is a FORTUNE 500° company
that solves problems in national security,
energy and the environment, critical
infrastructure, and health. For more
information, visit leidos.com.

Lenel Systems International
1212 Pittsford-Victor Road
Pittsford, NY 14534
www.lenel.com

LGAI Technological Center S.A. (Applus+
Laboratories)

Campus UAB

Ctra. Acceso a La Facltad De Medicina
Bellaterra

E-08193

Spain

www.appluslaboratories.com

LEADERSHIP COUNCIL

LIFEMEDID

LifeMed ID, Inc.

6349 Auburn Boulevard
Citrus Heights, CA 95621
800-564-7627
www.smartassociation.com

LifeMed ID, Inc. is the nation’s leading
supplier of smart card solutions for the
domestic hospital market (6,500 hospitals
nationwide).

LTK Engineering Services
100 West Butler Avenue
Ambler, PA 19002
www.ltk.com

Magnetic Ticket & Label Corp
2911 Kraft Drive

Nashville, TN 37204
www.mtlcard.com

Massachusetts Bay Transportation
Authority

10 Park Plaza, Rm 4730

Boston, MA 02116
www.mbta.com


http://www.konai.com
http://www.smartassociation.com
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Level 14, The Zenith
( - Tower B, 821 Pacific Hwy @ TOEEI—?\I'(’)}O'PSESr
Chatswood NSW2067
MasterCard Australia Oberthur Technologies
Worldwide www.multosinternational.com 4250 Pleasant Valley Road
MasterCard Worldwide Chantilly, VA 20151
2000 Purchase Street NASA 404-680-9640

Mail Code IS60
Huntsville, AL 35812
WWW.nasa.gov

Purchase, NY 10577 www.oberthur.com
914-249-2000
www.mastercard.com Oberthur Technologies (OT) is a world
leader in digital security solutions for the
MasterCard is a global payments and National Institute of Standards and mobility space through solutions for Smart
Transactions, Mobile Financial Services,
Machine-to-Machine, Digital Identity and

Transport & Access Control.

technology company, operating the world’s ~ Technology
100 Bureau Drive
Gaithersburg, MD 20899

fastest payments processing network and
making everyday activities more secure

and efficient for everyone.

Metropolitan Transportation Commission

101 8th Street
Oakland, CA 94607
www.mtc.ca.gov

Moneris

150 N. Martingale Rd
Suite 900

Schaumburg, IL 60173

Morpho (Safran)

20 Valley Stream Parkway

Suite 305

19355, Malvern, PA, USA
morpho.businesssolutions.noram@
morpho.com

610-993-9810

www.morpho.com

MorphoTrust USA

296 Concord Road, 3rd Floor
Billerica, MA 01821
www.morphotrust.com

MozidoCorFire
12600 Deerfield Pky
Suite 425

Alpharetta, GA 30004

MTA New York City Transit
2 Broadway, Room D27.83
New York, NY 10004
www.mta.info/nyct

www.nist.gov

NBS Technologies

703 Evans Avenue, Suite 400
Toronto, ON M9C 5E9
Canada

www.nbstech.com

NextGen ID, Inc.

13454 Sunrise Valley Dr.
Suite 430

Herndon, VA 20171

NXP Semiconductors
411 East Plumeria Drive
San Jose, CA 95134
WWW.NXp.com

Nxt-ID, Inc.
288 Christian St
Oxford, CT 06478

Oahu Transit Services, Inc.
811 Middle Street
Honolulu, HI 96819
www.thebus.org

Octopus Cards Ltd.
46/F, Manhattan Place
23 Wang Tai Road
Kowloon, Kowloon

OTI America

111 Wood Avenue South
Iselin, NJ 08830
www.otiamerica.com

Paragon Application Systems
326 Raleigh Street

Holly Springs, NC 27540
www.paragonedge.com

Port Authority of NY/NJ

225 Park Avenue South, 18th Floor
New York, NY 10003
WWW.panynj.gov

Port Authority Transit Corporation
P.O. Box 4262

Lindenwold, NJ 08021
www.ridepatco.org

PPG Industries, Inc.

440 College Park Drive
Monroeville Park, PA 15146
www.teslin.com

Prime Factors, Inc.

1400 Executive Parkway
Suite 100

Eugene, OR 97401
www.primefactors.com

2015 Annual Review 71



Q-Card Company
301 Reagan Street

Sunbury, PA 17801
www.q-card.com

Quadagno & Associates, Inc.
1626 Herron Lane
West Chester, PA 19380

Quantum Secure Inc.

100 Century Blvd, Suite 501
San Jose, CA 95112
www.quantumsecure.com

Raak Technologies

602 East 42nd Street
Austin, TX 78751
www.raaktechnologies.com

Regions Bank

1900 5th Avenue North
Birmingham, AL 35203
www.regions.com

Roehr Consulting
11317 South Shore Road
Reston, VA 20190

Safran Morpho

Av. Paulista, 1079

160 Andar

Sao Paulo, SP 01311-200

San Francisco Bay Area
Rapid Transit District (BART)
300 Lakeside Drive

Qakland, CA 94612
www.bart.gov
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S5AIC

SAIC - Science Applications
International Corporation
12901 Science Drive
Orlando, FL 32026

(407) 243-3774
www.saic.com

Science Applications International
Corporation (SAIC) is a leading
technology integrator that provides full
lifecycle services and solutions in the
technical, engineering, and enterprise IT
markets.

Scheidt & Bachmann USA
31 North Avenue
Burlington, MA 01803
www.scheidt-bachmann.com

Secure Missions Solutions, Inc.
5707 Helmsdale Lane
Alexandria, VA 22315
www.securemissionsolutions.com

SecureKey Technologies

36 York Mills Road, Suite 500
Toronto, ON M2P 2E9
Canada

www.securekey.com

Sertacen

Blvd. Tutunichapa, Av. Legaxpi
San Salvador

SPONSOR

5%¢ ServiRed

ServiRed, Sociedad Espaiiola de Medios
de Pago, S.A.

C/ Gustavo Fernandez Balbuena, 15
Madrid 28002 Spain

www.servired.es

ServiRed is the leading payment scheme in
Spain and a strong international provider
of EMV technology in service of the
financial industry. For more information:
dn@servired.es.

SHAZAM

6700 Pioneer Pkwy
Johnston, IA 50131
www.shazam.net

SMARTRAV N.V.
Strawinskylaan 851
1077 XX Amsterdam
The Netherlands
smartrac-group.com

Société De Transport De Montréal
800 De La Gauchetiére West
Montréal, QC

H5A 1J6

Canada

www.stm.info

Southeastern Pennsylvania Transportation
Authority (SEPTA)

1234 Market Street, 13th floor
Philadelphia, PA 19107

www.SEPTA.org

SPARC Security Solutions
9383 Canyon Wash Rd
Eagle Mountain, UT 84005

Stanley Black & Decker

55 Shuman Blvd., Suite 900
Naperville, IL 60563
www.sbdgov.com

STMicroelectronics

30 Corporate Drive, Suite 300
Burlington, MA 01803
www.st.com

Systems Engineering, Inc.
21351 Gentry Drive

Suite 100

Dulles, VA 20166

Thales

900 South Pine Island Road, Suite 710
Plantation, FL 33324
www.thales-esecurity.com

The Utah Transit Authority
669 West 200 South

Salt Lake City, UT 84101
www.rideuta.com


http://www.saic.com
http://servired.es/

Translink

400-287 Nelson’s Court

New Westminster, BC V3L OE7
Canada

Tri County Metropolitan Transportation
District of Oregon

1800 SW 1st Ave

Set 300

Portland, OR 97201

TS1 Solutions, Inc.
8300 Boone Blvd.
Suite 508

Vienna, VA 22182
www.tsl.com

LEADERSHIP COUNCIL

TSYS

TSYS

One TSYS Way
Columbus, GA 31901
706-649-2310
www.tsys.com

TSYS delivers advanced technology and
enhanced value to many of the world’s
leading companies, making it possible
for consumers to use credit, debit,
commercial, private-label, prepaid and
chip cards safely and securely.

Tyco Integrated Security
3601 Eisenhower Avenue
3rd Floor

Alexandria, VA 22304

Tyco Software House

6 Technology Park Drive
Westford, MA 01886
www.tyco.com

Tyfone

5520 SW Macadam, Suite 250
Portland, OR 97239
www.tyfone.com

U.S. Department of State
DS/ST/FSE

SA-18 Room #242
Washington, D.C. 20522
www.state.gov

U.S. Department of Transportation/
Volpe Center

55 Broadway

REVT-50

Cambridge, MA 02142
www.volpe.dot.gov

U.S. Government Printing Office
732 North Capitol St NW

Mail Stop: SID

Washington, DC 20401
WWW.gPO.gov

Ultra Electronics Card Systems
6724 185th Avenue NE, Suite A
Redmond, WA 98052
www.ultraid.com

Underwriters Laboratories (UL)
8400 Normandale Lake Blvd.
Suite 920

Bloomington, MN 55437
www.ul-ts.com

United Services Automobile Association
9800 Fredericksburg Road

San Antonio, TX 78288

Www.usaa.com

LEADERSHIP COUNCIL

Valid USA

1011 Warrenville Road - Suite 450
Lisle, IL 60532

630-852-8200

www.validusa.com

Valid USA provides secure solutions
for data, payment, identity, mobile, and
targeted brand messaging.

LEADERSHIP COUNCIL

vantiv

Vantiv

8500 Governors Hill Drive
Symmes Township, OH 45249
866-622-2880
www.vantiv.com

Vantiv is a leading provider of payment
processing strategies for merchants
and financial institutions, including

integrated card issuer processing, payment

network processing, and industry-specific
solutions.

VeriFone, Inc.

11700 Great Oaks Way
Suite 210

Alpharetta, GA 30022
www.verifone.com

LEADERSHIP COUNCIL

VISA

Visa, Inc.

P.O. Box 8999

San Francisco, CA 94128 - 8999
650-432-3200

www.visa.com

Visa is a global payments technology
company that connects consumers,
businesses, financial institutions and
governments around the world to fast,
secure and reliable digital currency.

Vix Technology

710 Second Avenue, Suite 950
Seattle, WA 98104
www.vixtechnology.com

Washington Metropolitan Area Transit
Authority (WMATA)

600 Fifth Street

Washington, D.C. 20001
www.wmata.com
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Watchdata Technologies Pte Ltd
8 Admiralty Street #02-08

The Admirax

Singapore 757438
www.watchdata.com

Wells Fargo

MAC D2634-010

W WT Harris Blvd.
Charlotte, NC 28262
www.wellsfargo.com

LEADERSHIP COUNCIL & SPONSOR

Xerox G)

Xerox

2410 Milestone Center Drive
Germantown, MD 20876
301-820-4668
WWW.XErox.com

Xerox offers business process outsourcing
and IT outsourcing services, including
data processing, healthcare solutions, HR
benefits management, finance support,
transportation solutions, and customer
relationship management services.
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4TEC

XTec Incorporated

11180 Sunrise Valley Drive
Suite 310

Reston, Virginia 20191
703-547-3524
www.xtec.com

XTec offers enterprise solutions

for identity, credential and access
management programs on a wide scale

for over 95 federal agencies plus financial
institutions, state and local governments as
well as healthcare providers.

NEW IN

‘15
. ZEBRA

Zebra Technologies Corporation
3 Overlook Point
Lincolnshire, IL 60069

LEADERSHIP COUNCIL

Zebra Identity Solutions offer improved
personnel tracking, access control and
secure ID badges. Choose from a broad
range of single- or dual sided color card
printers. Options range from wired and
wireless network connectivity, smart
card and magnetic stripe encoding, to
lamination for higher security and card
durability.

NEW IN

15
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mEaZeVa

Zeva
4805 Autumn Glory Way
Chantilly, VA 20151

Zeva is a provider of software solutions
and expert consulting in Identity
Management and the application of PKI
technologies for data encryption and
decryption.

As of September 30, 2015


http://www.xerox.com
http://www.xtec.com/

We are committed to helping our
clients prevent fraud.

That's why we deliver EMV-certified and fully compliant systems. Partner with a company where our experience

makes security a priority. That way, you can relax, knowing that your provider is properly managing payments
and private information.

2|
Find out more at www.xerox.com/publictransport Xerox 5
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Technologies for Payment Fraud
Prevention: EMV, Encryption and
Tokenization

WEBINAR

Maobile & NFC Courmcl
Smart Card Alliance
lune 18, 2015

Implementation
Considerations for NFC
and other Mobile
Technologies: Payments
and Beyond Workshop

A Smart Card Aliance Workshop

Th1:
R e

Smart Card Alliance

191 Clarksville Road
Princeton Junction, New Jersey 08550
USA

WWW.SMARTCARDALLIANCE.ORG

Q.'- Smart Card
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