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Securing
mobile life.

Giesecke & Devrient works behind the screens to secure today’s connected society and envision the needs of tomorrow.
We design, build and operate innovative solutions that secure mobile life.

As a worldwide leader in Mobile Security solutions, we have unparalleled experience in the emerging mobile payment
market and offer the full range of payment options from card to cloud. We leverage decades of experience to deliver
best-in-class Secure Elements and remote credential lifecycle management, plus OTA, HCE, digital wallets,
tokenization, EMV and TSM services.

We delivered the first subscription management platform in 2012 and continue to lead loT and M2M developments. In
the emerging loT and Smart Wearables market, G&D partners with both established enterprise players and innovative
start-ups to incorporate the highest level of security in loT communications and transactions.

Giesecke & Devrient has been trusted by mobile network operators, technology companies, financial institutions and
world governments to secure their physical currencies and digital assets for over 160 years.

Get to know us at www.gi-de.com.
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EXECUTIVE DIRECTOR'S LETTER
A MESSAGE FROM RANDY VANDERHOOF

Year of Milestones and Accomplishments

This 2016 Annual Review reflects the best of what this organization has been in the past, present and future. The tremendous
work highlighted in this report reflects the diversity of our business interests across many verticals, the breadth and depth

of the members we represent, and the determination and commitment of all the industry professionals who contribute their
knowledge and leadership towards expanding the market for smart card and related secure chip technologies.

2016 has been a year of important milestones and accomplishments for the Smart Card Alliance, the Smart Card Alliance
Latin America (SCALA), and the EMV Migration Forum. I was one of those determined industry professionals back in 2001
who helped usher the Smart Card Alliance into existence. In the 15 years since, the Smart Card Alliance has helped build
the payments, mobile, and identity credentialing markets into booming examples of the value of secure chip technology
incorporated in various forms.

CONTINUING TO LEAD

The present is represented by the continued expansion of the EMV Migration Forum as a thriving, independent chapter
organization successfully leading the U.S. implementation of EMV chip technology across the largest and most complex
payments market in the world. It started out as an idea from the Alliance board in 2012: to create a forum where financial
card issuers, merchants, processors, payments networks, and technology suppliers could address issues that require broad
cooperation and coordination across many constituents in the payments space. Through this, all companies involved in the
transition to EMV chip technology would work together to ensure that the migration of EMV-enabled cards, devices, and
terminals would be efficient, timely and effective. Last year we passed the important October 2015 milestone marking when
fraud liability policy changed for in-store chip card payments.

Passing the target date didn’'t mean EMV migration work was complete; we recognized there was still a significant amount of
work to be done for EMV in addition to addressing mobile payments and card-not-present payments. The Forum members
strongly supported expanding the mission of the organization to begin looking to a future beyond EMV payments. As a result,
the U.S. Payments Forum sprung from the work of the EMV Migration Forum. Already, the newly-named and expanded
organization has looked to a future beyond EMV payments.

SOLID FOUNDATION FOR FUTURE

The future of the Smart Card Alliance will be tied to the continued digitization of payments and authentication of the identity
of persons and things through the rapid expansion of connected devices and applications in the cloud. The Internet of Things
(IoT) is expected to reach 21 billion devices by 2020, and securing all those devices will be a challenge. Fortunately, many

of our members who have been the core smart card technology innovators in payments, identity, and mobile have already
positioned their companies to supply hardware and software security solutions for the Internet of Things. That gives the Smart
Card Alliance a solid foundation of individuals with the knowledge, experience, and vision of security from their work in other
markets to lead others in building ecosystems with internet-connected devices for applications in payments, transportation,
smart home electronics, healthcare, and smart cities.

The Smart Card Alliance is composed today of many of the same individuals and organizations who have supported us over
the past 15 years. These industry leaders have collaborated on educational projects through industry
councils and workshops, and provided training and certification for the next generation of leaders.
The new National Center for Advanced Payments and Identity Security, which opened last year near, is
one example of how the Alliance is preparing for the future. Board chairman Brian Russell writes more

about this in his letter on the opposite page. " &
I wish everyone continued success. As we operate in the present and prepare for future changes, I (
believe that our organization will remain strong and provide industry leadership for all forms of secure

technology - just as we have for card-based secure technology. Randy Vanderhoof
Executive Director,
Thank you for your membership and for your dedication to this organization that I am privileged tolead. ~ Smart Card Alliance
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YEAR IN REVIEW:
A MESSAGE FROM BRIAN RUSSELL, SMART CARD ALLIANCE CHAIR, 2015-2016

Great Expectations Yield Tremendous Results

My first term as Chairman of the Board of Directors has been exciting, fruitful and energizing. Having previously served
as Treasurer, I knew the duties, time commitments and responsibilities facing the board, but as I conclude this first year as
Chair, T have a better look at the enormous amount of energy, work and dedication that board members employ to keep
this organization as relevant and necessary as ever, as we watch the rapid movement within the industries we represent and
serve.

TEAM EFFORT

I have always believed that we are stronger as an industry body, working collaboratively and in community to effectively
move smart card based technology into the far reaches of society and the consumers’ hands for everyday use. This year, we
have seen remarkable strides in that expansion and have taken a look at positioning our organization to better reflect such
expansion. We are no longer restricted by the ID-1 form factor, but are morphing to use the same security technology to
adapt to our digital environment. We can only accomplish this movement with the full engagement of our organization,
operating as one unit and capitalizing on our combined strength.

The organization made great strides in supporting the EMV migration, with the EMV Migration Forum establishing itself
as the industry leader in this key market development. This organization was a shining example of broad, cross industry
cooperation in handling a very complex migration of the payments market to a new security platform. The organization
was a success not just from the industry view but from the individual participants. The cross-industry cooperation was so
valuable that Forum members agreed to continue to work on key emerging payments and security topics and expanded its
focus under the new name, U.S. Payments Forum. Taking on tokenization, encryption, card-not-present fraud, mobile and
contactless payments - in addition to the continued migration to EMV chip payments — demonstrates to me an excellent
example of the value this organization, and its members, bring to the industry.

TRAINING A SUCCESS STORY

Another one of our challenges — and success in our expansion —was realized this year by establishing the National Center
for Advanced Payments and Identity Security in Crystal City, Virginia - just outside of Washington, D.C. Our new
training center realizes a long sought-after goal to expand our formal training capabilities beyond the CSCIP and CSEIP
training and certification programs we created in 2009 - and gives us a permanent home to provide ongoing workshops,
symposiums, courses and testing facilities. We were able to create this state-of-the-art facility with a grant from Heartland
Payment Systems and are happy to see it actively being used. We all acknowledge the positive impact that education,
especially within our own community, can have on our desire to further smart card technology use and implementations
across our ever-connected society. Enhancing professional education, skills and foundational knowledge gives rise to new
innovation and allows for a new generation of colleagues to drive our mission forward.

The Smart Card Alliance continues to work closely with government agencies

to drive awareness and implementation of identity platforms, such as the federal
Personal Identity Verification (PIV) credential, and to provide guidance and best
practices in support of the U.S. National Strategy for Trusted Identities in Cyberspace
(NSTIC). We have seen an explosion of new use cases in the Internet of Things

(IoT) space, from pet tracking to utility metering. The new use cases bring new
customers and new end users to smart card technology, providing value for each

of our members, and we have set up a new IoT Security Council to address the Brian Russell

opportunities in this exciting new area. Senior Vice President, Financial
Institutions and Transit

I am pleased with all the progress we have made throughout 2016 and look forward U.S. Mobile Security Division,

to our prospects for 2017. Expect to see some exciting changes in the coming year. Giesecke & Devrient
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ALLIANCE MANAGEMENT

RANDY VANDERHOOF
Executive Director
rvanderhoof@smartcardalliance.or

Randy Vanderhoof is the Executive Direc-
tor of the Smart Card Alliance. The Smart
Card Alliance is a not-for-profit, multi-
industry association of over 200 member
companies working to stimulate the un-
derstanding, adoption, use and widespread
application of smart card technology. The
Alliance invests heavily in education on the
appropriate uses of technology for identifi-
cation, payment and other applications and
strongly advocates the use of smart card
technology in a way that protects privacy
and enhances data security and integrity.
Through specific projects such as educa-
tion programs, market research, advocacy,
industry relations and open forums, the
Alliance keeps its members connected to
industry leaders and innovative thought.

In addition to his leadership role with
the Smart Card Alliance, in August 2012
Randy became the Director of the EMV
Migration Forum (since renamed the
U.S. Payments Forum), an independent,
cross-industry organization established to
support the alignment of global payment
networks, regional payment networks, is-
suers, processors, merchants, and industry
suppliers. The organization promoted the
efficient, timely, and effective introduction
of EMV chip technology and other new
and emerging payments technologies in
the United States that protect the security
of, and enhance opportunities for payment
transactions within the United States.

Prior to joining the Smart Card Alliance,
he spent a majority of his professional ca-
reer in management positions with a num-
ber of global organizations involving smart
card identity and payments technology.

Randy is a graduate of Saint Joseph’s Uni-
versity in Philadelphia, PA with a BS in
Management Marketing. He received his
MBA from Rider University in Lawrence-
ville, NJ.

EDGAR BETTS
Associate Director, SCALA

ebetts@sca-la.org

Edgar Betts came to the Alliance in March
2005 to help develop and complete the
Market Development Cooperator Program
(MDCP) grant for Latin America issued by
the International Trade Administration to
the Alliance. After working with key indus-
try organizations to create the Smart Card
Alliance Latin America (SCALA) chapter,
he was appointed Associate Director. Prior
to joining the Smart Card Alliance, Edgar
was the Executive Director and Co-Found-
er of the Smart Card Division for Integra
Group Corporation, responsible for the
promotion, distribution, and implementa-
tion of smart card and RFID solutions for
the Central American and Caribbean mar-
kets. Prior to that he worked under the Di-
rector of Electronic Business Technologies
at the U.S. General Service Administration
(GSA).

BRYAN ICHIKAWA

Consultant, Event Marketing and Sales

bichikawa@smartcardalliance.org

Bryan Ichikawa serves as a consultant to
the Smart Card Alliance, and is responsible
for Marketing and Sales for the organiza-
tion’s events and conferences. Bryan has
more than 30 years of security technology,
systems integration, and program manage-
ment experience. He previously worked for
Deloitte, Unisys, and Thomson Media, re-
sponsible for conferences and exhibitions.
He holds a B.A. from Lynchburg College.

KRISTIN KREBS

Coordinator, Conference Services

kkrebs@smartcardalliance.org

Kristin Krebs is responsible for support-
ing event and conference logistics for the
Smart Card Alliance and U.S. Payments Fo-
rum. She is a graduate of Katherine Gibbs
College.
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NICOLE LAUZON
Membership

nlauzon@smartcardalliance.org

Nicole Lauzon is responsible for member-
ship management and database support for
both the Smart Card Alliance and U.S. Pay-
ments Forum. A 2005 graduate of Douglass
College at Rutgers University, she joined
the Alliance in 2009.

DEBRA MARSHALL

Director, Communications

dmarshall@smartcardalliance.org

Debra Marshall is Communications Direc-
tor for both the Smart Card Alliance and
the U.S. Payments Forum. Her respon-
sibilities include developing and editing
monthly and quarterly newsletters for the
two organizations, maintaining website
content, creating original copy, and super-
vising logo and branding development. She
oversees the COE program, handles daily
and weekly news digests for members, and
coordinates all written announcements,
updates and news alerts. Debbie graduated
cum laude with a B.A. in Communications
from Seton Hall University.

CATHY MEDICH

Director, Strategic Programs

cmedich@smartcardalliance.org

Cathy Medich is Director of Strategic Pro-
grams the Smart Card Alliance, as well
as for the U.S. Payments Forum. In these
roles, she manages marketing and indus-
try initiatives, directs industry council and
working committee activities, and manages
strategic projects. Working with member
teams, Cathy leads the development of ed-
ucational resources covering priority topics
for the industry. Cathy has over 20 years of
experience in marketing and strategic plan-
ning for technology businesses, including
consulting engagements or positions with
Hewlett-Packard, VeriSign, Verifone and
CommerceNet. Cathy has B.S. and M.S. de-
grees in Electrical Engineering and Com-


mailto:rvanderhoof@smartcardalliance.org
mailto:ebetts%40sca-la.org%20?subject=
mailto:bichikawa@smartcardalliance.org
mailto:kkrebs@smartcardalliance.org
mailto:nlauzon@smartcardalliance.org
mailto:dmarshall@smartcardalliance.org
mailto:cmedich@smartcardalliance.org

puter Science from M.LT. and an M.B.A.
from the Wharton Graduate School.

JACLYN SAUVE

Manager, Conference Services

jsauve@smartcardalliance.org

Jaclyn Sauvé is the Manager of Conference
Services for the Smart Card Alliance and
U.S. Payments Forum, leading the logistic
support team responsible for all conference
operations. Jaci also supports each confer-
ence program committee as a speaker liai-
son and the Sales and Marketing staff

by managing all Exhibitor and Sponsor
communications. Jaci holds a degree in
Communications / Media with a concen-
tration in video production from Western
Connecticut State University.

MIKE STROCK
Project Coordinator, Industry Councils
mstrock@smartcardalliance.or

Mike Strock serves as the Project Coordi-
nator for Industry Councils for the Smart

Card Alliance. He joined the Smart Card
Alliance in late 2014 after supporting proj-
ects and Working Committee efforts for the
U.S. Payments Forum (formerly EMV Mi-
gration Forum) since June 2013, a role he
continues. Prior to his experience with the
SCA and Forum, Mike supported EMVCo
and GlobalPlatform. Mike holds a Master’s
of Science in Business Administration from
Texas A&M and a B.A. in both Public Rela-
tions and Spanish from Weber State Uni-
versity.

LARS SUNEBORN

Director, Training Programs

Isuneborn@smartcardalliance.org

Lars Suneborn is responsible for directing
all of the Alliance training programs for
members and industry professionals. He
works to promote the industry credentials
to organizations, leads training classes, and
arranges corporate training courses. Before
joining the Smart Card Alliance in 2014,
Lars worked for more than 30 years in the
security industry for HIRSCH Electronics
and Oberthur Technologies, where his nu-

BOARD OF DIRECTORS

2015-2016 EXECUTIVE COMMITTEE

Chair: Brian Russell, Giesecke & Devrient
Vice Chair: Jack Jania, Gemalto
Treasurer: Brian Stein, CH2M HILL

Assistant Treasurer: Kirk Brafford, Deloitte & Touche LLP

Secretary: Deborah Baxley, Capgemini

Assistant Secretary: Oliver Manahan, MasterCard
Technology Vice Chair: Frazier Evans, Booz Allen Hamilton

2015-2016 DIRECTORS

Michael Dinning, U.S. Dept. of Transportation/Volpe Center

Willy Dommen, Accenture

Allen Friedman, Ingenico

Bob Gilson, U.S. Department of Defense/
Defense Manpower Data Center

merous achievements included developing
the concept and implementation plan for a
nationwide ePACS network. Lars attended
Aso Technical, Stockholm, Sweden.

SHELBEY VOTAPEK

Consultant, Communications

svotapek@smartcardalliance.org

Shelbey Votapek joined the Smart Card
Alliance in 2013. She currently manages
all electronic communications for the Al-
liance and U.S. Payments Forum. Shelbey
oversees the maintenance of the web sites
and assists on various projects for both the
Alliance and Forum, including newsletter
distribution, member awards and recogni-
tion and Annual Review advertising. Prior
to becoming a consultant with the Alliance,
Shelbey worked for Verizon Wireless, Real-
ogy Corporation and Comcast.

She has a Master’s of Business Administra-
tion from Centenary College and a Bach-
elor’s Degree in International Business and
Marketing from Fairfield University.

2016-2017 EXECUTIVE COMMITTEE

Chair: Brian Russell, Giesecke & Devrient
Vice Chair: Jack Jania, Gemalto
Treasurer: Brian Stein, CH2M

Assistant Treasurer: Morgan Richard, XTec, Inc.

Secretary: Michael Nash, Xerox

Assistant Secretary: Thomas Lockwood, NextGenID
Technology Vice Chair: Kelly Urban, First Data Corporation

2016-2017 DIRECTORS

Tim Baldridge, U.S. Department of Defense/

Defense Manpower Data Center

Willy Dommen, Accenture

Allen Friedman, Ingenico
Melanie Gluck, MasterCard

Simon Hurry, Visa Inc.

Thomas Lockwood, NextGenID

Michael Nash, Xerox

Thomas Parker, Infineon Technologies
Elinor Smith, Discover Financial Services
Garfield Smith, Oberthur Technologies
Kelly Urban, First Data Corporation

Simon Hurry, Visa Inc.

Thomas Lockwood, NextGenID

Oliver Manahan, Infineon Technologies
Elinor Smith, Discover Financial Services
Garfield Smith, Oberthur Technologies
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MEMBERSHIP BENEFITS

Your membership dollars support council initiatives, networking
meetings and industry events, website upgrades, monthly and quar-
terly newsletters, daily industry news, educational programs, industry
advocacy and media outreach efforts that all contribute to the un-
derstanding, adoption, use and widespread application of smart card
technology in North and Latin America.

Our strategy for the coming year is to continue to engage the many
diverse aspects of our industry and bring together the providers and
users of the technology in a friendly, open community.

Members and their organizations enjoy:

v Networking - Establishing valuable contacts to help your
organization improve and grow, using meetings and events to
maximize business opportunities

v/ Lower research or implementation costs — Sharing work with
peers from other organizations to reduce the time and cost
needed to evaluate new business models, think through and
plan complex implementation details, develop best practices and
resolve industry issues

v/ Advance knowledge - Gaining market advantage by getting
information and acting on it before many “outsiders” know it is
happening

v Growing the pie - Working collectively with other organizations
and end users to help to grow the size of the smart card
technology industry

The Smart Card Alliance is a unique organization where users, issu-
ers and suppliers meet to exchange ideas, discuss common issues and
work together to develop and expand the use of all types of integrated
circuit “chip” cards and alternative smart card technology form factors
in the Americas. Members come from all industry sectors, including
financial, retail, transit, corporate, government, healthcare and mo-

bile, along with the technology and solution providers that service
these sectors.
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“The top benefits are the connections
and the knowledge shared that allow
our company to develop more effective
strategies”
Greg Coogan
Infineon Technologies Americas Corp.




“Benefits include staying up to date on
the latest industry trends and challenges
of other member organizations,
contributing to industry standards, and
having the chance to connect with other
industry leaders”

Justin Gage
Consult Hyperion USA Inc.

v" Alliance meetings and conferences

v' Company visibility

v Information, research and education

v' Support for standards and industry interoperability

v" Outreach to government and commercial organizations
v" Innovative ways of approaching common business goals
v" Training and professional development
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2016 MEMBER SURVEY
REPORT ON MEMBER SATISFACTION AND VALUE OF
ALLIANCE ACTIVITIES

Each year the Smart Card Alliance conducts an annual member
survey to understand what members value and how satisfied mem-
bers are with our programs and deliverables. For the 2016 survey,
159 individuals from 68 member organizations responded, with
good representation from all membership levels.

VALUE OF ALLIANCE ACTIVITIES
As with past years, members indicated that they highly valued the
Alliance communications, events/meetings, and resources/deliv-
erables. Activities rated as highest value in the 2016 survey were:
o Communications: Smart Card Alliance members-only
website; email announcements about Alliance events; EMV
Connection website
« Events/meetings: complimentary and discounted registration
to Alliance events; networking opportunities; speaking
opportunities at Alliance events
« Resources/deliverables: white papers/resources on the
members-only website; CSEIP program; member contact
information on the members-only website

“Being active in the committees
helps Tyco stay on top of the latest
developments in our industry. And
the exhibiting opportunities are very
beneficial”
Rick Focke
Tyco Security Products

12 Smart Card Alliance

SATISFACTION WITH ALLIANCE ACTIVITIES
In addition to requesting input on what activities members value,
the survey asks members for their satisfaction with Alliance pro-
grams and deliverables. Top rated activities (rating greater than 4
on a scale of 1-5) from 2016 included:

o Payments Summit

« Council white papers and reports

« Email announcements about Alliance events

o Smart Card Alliance members-only web site

o Industry Council participation

« EMV Connection web site

OVERALL MEMBER SATISFACTION

As with previous years, we ask members to give us a numeric score
between 0-99 to gauge overall satisfaction, with 90-99 indicating
high satisfaction; 80-89 indicating satisfaction; 70-79 indicating
low satisfaction, with improvement needed; and 0-69 indicating
dissatisfaction.

This year our average satisfaction rating was 83.9, indicating con-
tinued satisfaction with Alliance programs. Satisfaction is good
across all member categories, with 90.6% of members rating the
Alliance above 80. As we've seen in past years, active members
have a higher satisfaction rating than non-active members (86.6
rating for active members) and our Council and U.S. Payments Fo-
rum members also give the Alliance higher ratings (87.2 and 85.0
ratings, respectively).

Figure 1 shows the satisfaction rating by member category.



Overall

Leadership Council

General

Government

Associate

80 81

FIGURE 1. SATISFACTION RATING BY MEMBERSHIP LEVEL

FUTURE ACTIVITIES AND DIRECTIONS

We use the survey to get input on what are the most important
topics for Alliance activities in the coming year. We had a mix of
responses this year. Payments, mobile and EMV ranked very high,
as they have in the past; however, IoT and identity authentication/
trust platforms also had strong responses. We've already made sig-
nificant strategic moves for new topics — expanding the charter of
the EMV Migration Forum and rebranding it as the U.S. Payment
Forum; and launching the new IoT Security Council and Security
of Things conference.

CHANGE AHEAD?

We also had a strong positive response on whether members
would support rebranding the organization and changing its focus
to embrace technology beyond smart cards. 89.3% of respondents
indicated that they would support this strategic change. Stay tuned
for more news on this in the coming months!

ALLIANCE PARTICIPATION AND ENGAGEMENT
Each year, we also get feedback from the survey that there are a
significant number of members who are unaware of Alliance pro-
grams or who would like to get more engaged. Key ways be more
engaged are:

o Make sure that you're getting our monthly member bulletins
and daily new digest. Contact Debra Marshall, dmarshall@
smartcardalliance.org, if you're not on our member email lists

« Create a login to the Alliance members-only site. Member

resources and contacts are posted on the site, along with
proceedings from all past Alliance conferences

“The Smart Card Alliance is the best
organization for this industry space.
Our organization gets information,
and when possible, participation
benefits from membership”
Mark Kroncke
Invoke Technologies

« Follow us on Twitter (@SmartCardOrgUSA) and Facebook or
join one of our LinkedIn Groups.

« Join one of our seven Industry Councils and collaborate with
your peers on projects to help move smart card and chip
technology ahead in our different vertical markets

o Attend one of our conferences, webinars, workshops
or training programs for education and networking
opportunities

We value all members” opinions on how the Alliance is meeting
your needs and what you would like to see us do differently. Wed

love to hear more from you!

We thank everyone who responded to the 2016 member survey!
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MEMBERSHIP LIST

o A LA CARD Marketing and Consulting
Services Limited

o Abanacle Corp.

o ABNote North America

o Accenture

» ACI Worldwide

o ACT Canada

o Advanced Card Systems, Ltd.

o Advantis

« Allegion

o AMAG Technology, Inc.

o American Express

« Argotechno

o ATSL TeleSoft (Pvt) Ltd.

« Benefit Resource, Inc

o BetterBuyDesign

¢ Brivo

o CertiPath Inc.

« CH2M

o Chase Card Services

« Consult Hyperion

o CPI Card Group

 Cryptomathic Inc

o Cubic Transportation Systems, Inc.

« Dallas Area Rapid Transit (DART)

» Datawatch Systems, Inc

o Defense Manpower Data Center

o Department of Homeland Security

o Department of the Interior

« Discover Financial Services

« E4 Security Consulting, LLC

« Entrust Datacard

o EPX-Electronic Payment Exchange

 Euro Tech Sales LLC

» Exponent, Inc.

o FEITIAN Technologies Co., Ltd.

« FIME

o First Data Corp.

o FIS

o FIS, Open Test Solutions

o Fiserv

o FiTeq, Inc.

o Galitt US

« Gallagher Group Limited

« GEMALTO

» General Services Administration

o Genfare

« Georgetown University - UIS - Facilities
& Safety Control Systems

 Giesecke & Devrient

 Glenbrook Partners, LLC

« Global Enterprise Technologies Corp.

14 Smart Card Alliance

Hewlett-Packard Enterprise Services
HID Global

Hillsborough Transit Authority
ICMA

Identification Technology Partners, Inc.
IDmachines LLC

InComm

Infineon Technologies

Ingenico, North America

Init Innovations in Transportation
Initiative for Open Authentication
INSIDE Secure

Integrated Security Technologies, Inc.
Intelligent Parking Concepts LLC
Interac Association/Acxsys Corporation
Intercede Limited

Invoke Technologies

IPS Group, Inc.

1Q Devices

Jack Henry Processing Solutions

JCB International Credit Card Co., Ltd.
KICTeam, Inc.

KONA T co. Ltd.

Leidos, Inc.

Lenel Systems International

LGAI Technological Center S.A.
(Applus+ Laboratories)

LTK Engineering Services

Malaysian Electronic Payment System
SDN BHD (MEPS)

Massachusetts Bay Transportation
Authority

MasterCard Worldwide

Metropolitan Transportation Authority
Metropolitan Transportation Center
Moneris

Monitor Dynamics

Morpho (Safran)

MorphoTrust USA

Multos International PTE LTD
NASA

National Institute of Standards and
Technology

NBS Technologies, Inc.

NextGen ID, Inc.

NXP Semiconductors

Nxt-ID, Inc

Oberthur Technologies

Pinellas Suncoast Transit Authority
Port Authority of NY/NJ

Port Authority Transit Corporation
PPG TESLIN Substrate Products

Prime Factors, Inc.

Q-Card Company

Quadagno & Associates, Inc

Raak Technologies

Rambus Bell ID

SAIC - Science Applications
International Corporation

San Francisco Bay Area Rapid Transit
District (BART)

San Mateo County Transit District
Scheidt & Bachmann USA

Secure Missions Solutions, Inc.
SecureKey Technologies
SHAZAM

Signet Technologies, Inc.

Smartrac N.V.

Southeastern Pennsylvania
Transportation Authority (SEPTA)
Stanley Black & Decker
STMicroelectronics
Superintendencia de Banca, Seguros
y Administradoras de Fondos de
Pensiones

SurelD, Inc.

Systems Engineering, Inc.

Thales

The Utah Transit Authority

The Will-Burt Company
TransLink

Tri County Metropolitan Transportation
District of Oregon

TSYS

Tyco Integrated Security

Tyco Software House

Tyfone

U.S. Department of State

U.S. Department of Transportation/
Volpe Center

U.S. Government Printing Office
Ultra Electronics Card Systems
Underwriters Laboratories (UL)
Valid USA

Vantiv

VeriFone

Visa

Vix Technology

Wells Fargo

Xerox

XTec, Inc.

Zebra Technologies Corporation
Zeva

As of September 30, 2016
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MEMBER PROFILES

In our Smart Card Talk industry newsletter, we turn the spotlight on a Leadership

Council member company. This popular feature focuses on both the company’s

membership point of contact and his or her company, offering an opportunity for

members to learn more about the business profiles of their professional colleagues.

Access the complete interviews by visiting the Smart Card Alliance website.

FEBRUARY 2016 MEMBER PROFILE

chaw:

CH2M

CH2M is a global, employee-owned company with deep experi-
ence in high-speed rail, program management, public-private
partnerships, and design. They are recognized as an industry lead-
er in assisting transit and rail clients with the design, procurement,
and implementation of electronic fare payment systems.

Smart Card Talk spoke about the
company’s profile and offerings with
Brian Stein, a Senior Project Manager
with CH2M’s Transportation Busi-
ness Group in North America. He has
nearly 20 years of transit automated
fare collection and parking systems
experience, coupled with hardware
and software engineering, project
management, business development,
sales and marketing knowledge.

Brian Stein

“Smart card technology, in particular,

plays a vital role in such systems as
access control, identity management, and automatic payment and
fare control,” said Stein. “Our staff has developed innovative fare
solutions for transit and rail operators that optimize their objec-
tives and meet passenger needs. Our professionals are experts in
the analysis and development of fare systems, including project
management, fare policy, pricing, structure and fare system design,
testing, installation and procurement management.”

Technology obsolescence, along with the rapid growth of newer
technologies, makes it difficult to keep up and stay abreast of in-
formation, said Stein.“A strong part of our service offerings is the
ability to educate and inform our clients about the different tech-
nologies and the pluses and minuses each has as it relates to the
needs of our transit and rail clients,” he explained. “CH2M is well
known as a reliable and trusted third-party advisor, who puts the
clients’ interests first.”

16 Smart Card Alliance

AUGUST 2016 MEMBER PROFILE

vantiv

VANTIV

Vantiv is the largest PIN debit acquirer in the U.S. and second
largest merchant acquirer. The company enables merchants of all
sizes to accept and process credit, debit and prepaid payments.
Vantiv offers payment services to financial institutions, including
card issuer processing, payment network processing, fraud pro-
tection, card production, prepaid program management, ATM
driving,among other network gateway
and switching services.

Smart Card Talk spoke about the com-
pany’s profile and offerings with Ray
Moorman, Senior Leader of Product
at Vantiv. With more than a decade
of experience in the payments indus-
try, Moorman is currently focused on
EMYV solutions. Previous positions at
Vantiv saw him in operations, acquisi-
tion, integration and products.

Ray Moorman

“EMV is a hot topic right now, and
were educating merchants and part-
ners about the need for chip card processing. In the majority of
cases, we combine EMV with tokenization and point-to-point
encryption. These technologies not only fight against the four
threats - fraud, data compromise, PCI non-compliance, and finan-
cial loss— but also allow businesses to process NFC payments like
Apple Pay and other mobile wallets”

“We operate in the last three feet of payments, so the solutions
brought to market need to work correctly, 100% of the time, oth-
erwise commerce stops,” added Moorman. “The U.S. payment sys-
tem is one of the largest and most complex in the world and it
involves many independent players across the ecosystem working
together,” Moorman continued. “We need to enable the right tech-
nologies for our clients, when they want them and how they want
them delivered”


http://www.smartcardalliance.org/newsletters/

In an increasingly connected and automated world, data has to be
protected from manipulation or theft. This is true both in mature
applications such as chip cards for payment and ID, and emerging
segments like mobile payments, machine authentication and security for
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NOVEMBER 2016 MEMBER PROFILE

Infineon

INFINEON TECHNOLOGIES

Infineon Technologies AG is a world leader in semiconductor solu-
tions. In the chip card and security segment, Infineon is the second
largest supplier worldwide of microcontroller-based chip card ICs
used to provide hardware security for a wide variety of system ap-
plications.

Smart Card Talk spoke about the company’s profile and offerings
with Arnaud Moser, Director of Marketing and Business Develop-
ment for Chip Card and Security ICs for the Americas. A physicist
and engineer, Moser’s main focus is to build and maintain Infi-
neons leadership in the payment, government ID and transporta-
tion business.

Trusted
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loT devices and autonomous vehicles
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]
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“Many companies and individuals now recognize the value of se-
curity, but there still is a widespread belief that devices and sys-
tems can be protected using software alone. This leaves exploitable
weaknesses that may result in breaches that damage the companies
and people affected and might slow growth of new markets. Data
has to be protected from manipulation or theft and machine-to-
machine (M2M) communications security is critical,” he said.

While the classic applications for
smart card technology remain a
growth driver for the market segment
and an important part of Infineon’s
overall business, applications of the
underlying technology are growing
in the fields of device authentication
and M2M communication. “In fact,
Moser said, “smart card technology

Arnaud Moser

and the related expertise in imple-
menting hardware-based security for
electronic systems are critical in all of the markets defined by the
term ‘Internet of Things’ Infineon’s long history and market leader-
ship in the smart card business position the company for equiva-
lent leadership in these emerging market segments”
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MEMBER RECOGNITION PROGRAM

ALLIANCE RECOGNIZES OUTSTANDING MEMBER COMPANIES

COE

CENTER OF EXCELLENCE
Smart Card Alliance
2016

The Smart Card Alliance Center of Excellence (COE) was created
to recognize an elite mix of member companies who, each year,
reach the highest level of active participation in the Alliance by
making outstanding contributions in the form of providing valu-
able time, talent and resources across a wide mix of Alliance activi-
ties.

Member involvement is not measured by how large an organiza-
tion is, but by the actions of that organization and the commitment
of its employees when it comes to engaging in industry activities
and helping to fulfill the mission of the Smart Card Alliance.

In 2016, 23 member companies received the COE designation. We
are proud of the 17 returning recipients, and thrilled to welcome
the 6 new member organizations.

Inclusion in this exclusive level is directly related to the following
criteria members demonstrated in 2015-2016:
o Industry Council recognition for Honor Roll participants or
Top Contributor to one or more of our Industry Councils
« Council officer position elected by peers
o Number of employees with LEAP/CSCIP/CSEIP training and
certification
o Corporate CSCIP training and certification participation
« Alliance conference and event sponsorship of $5,000 or
greater in the last year
« Supporting membership in multiple chapters (SCALA) or
affiliated organizations (U.S. Payments Forum-formerly the
EMYV Migration Forum)

Congratulations to the companies for their continued involvement
in Alliance activities.

SMART CARD ALLIANCE CENTER OF EXCELLENCE (COE)

PROFILE EXCERPTS

MARCH 2016 PROFILE
Consult Hyperion

consult .’
hyperion

securing tomorrow’s transactions

A 2015 Smart Card Alliance Center of Excellence (COE) recipient,
Consult Hyperion is a company with 30 years of experience. Its
professionals are recognized thought leaders in the field of secure
Digital Financial Services (DFS), as well as experts throughout ev-
ery step of the retail payments value chain, from authentication,
access control and networks, to transactional systems, clearing
and settlement, scheme and regulatory compliance and emerg-
ing trends at the point of sale. They deliver high value projects to
clients around the world, ranging from global payment brands to
national governments, regulators, financial institutions, telecoms
operators, non-governmental organizations and their suppliers.

18 Smart Card Alliance

APRIL 2016 PROFILE
Hewlett Packard Enterprise

—1

Hewlett Packard
Enterprise

A 2015 COE recipient, Hewlett Packard Enterprise is an industry-
leading technology company, delivering services and business so-
lutions for customers worldwide in multiple industry segments.
Their solutions help protect organizations by building security
into the fabric of the enterprise. This allows them to proactively
detect and respond to threats and support recovery in the event of
an incident. The company provides advanced technologies in secu-
rity, cloud, networking, software and data infrastructure to enable
workplace productivity, protect the digital enterprise, empower the
data driven organization and transform it to a hybrid infrastruc-
ture. Hewlett Packard Enterprise has over 80 patents and 51 years
of experience.



CONGRATULATIONS TO THE 2016 RECIPIENTS

This year we are delighted to announce the 23 member

o Advanced Card Systems

o American Express

o CPI Card Group

o Chase Card Services (NEW)

o Discover Financial Services

o First Data

o Gemalto

o Giesecke & Devrient

o Heartland Payment Systems (NEW)
o Hewlett-Packard Enterprise Services

JUNE 2016 PROFILE
ID Technology Partners

ID teEcHNOLOGY

PARTNERS

A 2015 COE recipient, ID Technology Partners (IDTP) is a lead-
ing engineering and consulting firm specialized in the critical ele-
ments of identification systems. IDTP provides objective, unbi-
ased support for ID system design, development, operation and
deployment. A small firm, the company boasts over 250 years of
combined biometric technology staff experience, and is approach-
ing 200 years of identification program and smart card technology
staff experience. IDTP enjoys a national-level reputation in smart
card credentialing and biometric identification disciplines with ca-
reer-veteran experts recognized for real-world project experience,
and extensive involvement in developing standards, compliance
testing tools and industry best practices.

companies who comprise the 2016 class of Center of Ex-
cellence (COE) organizations. These COE recipients will
be recognized in a number of ways throughout 2017.

o Infineon Technologies (NEW)
« Ingenico, North America

« Intercede Limited (NEW)

o MasterCard Worldwide

o NXP Semiconductors

« Oberthur Technologies

o TSYS

o Underwriters Laboratories (UL)
« Valid USA (NEW)

o Visa

o Wells Fargo (NEW)

o Xerox

e XTec, Inc.

/

SEPTEMBER 2016 PROFILE
Oberthur Technologies (OT)

joberthur

TECHNOLOGIES

THE COMPANY

A 2015 Smart Card Alliance Company of Excellence (COE) recipi-
ent, Oberthur Technologies (OT) is a world leader in embedded
digital security that protects individuals when they connect, au-
thenticate or pay. Serving clients in 169 countries, OT’s focus is to
design security solutions embedded in the objects and equipment
used by hundreds of millions of people every day. The company,
strategically positioned in high growth markets, offers embedded
security software solutions for “end-point” devices and associated
remote management solutions to a portfolio of international cli-
ents, including banks and financial institutions, mobile operators,
authorities and governments, as well as manufacturers of connect-
ed objects and equipment.
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TRAINING AND CERTIFICATION PROGRAMS

Fooon0t07 711100
oo 110181010011

010111013810 m
11010110410
LI0TOLI0TN

0101014 m
W' \ 010

I" 701000011
A SMART CARD ALLIANCE INITIATIVE

National Center for Advanced

Payments and Identity Security

The Smart Card Alliance is strongly committed
to offering industry education programs, training
opportunities and resources so that individuals
and organizations can get in-depth education

on smart card technology, applications and
implementation best practices. Through its active
membership composed of leading technologists
and practitioners in payments, identity,
government and other sectors, the Alliance
currently provides a large number of educational
resources examining important industry issues or
implementation considerations, summarizing best
practices and informing stakeholders on latest
developments in secure smart card technology.

20 Smart Card Alliance

NATIONAL CENTER
FOR ADVANCED
PAYMENTS AND
IDENTITY SECURITY

One of the biggest achievements, and most
notable expansion, of our already robust
training and education mission was the
opening of the National Center for Ad-
vanced Payments and Identity Security.
Located in Crystal City, VA, just outside of
Washington, D.C., this permanent facility
serves as the venue for live, interactive and
dynamic educational activities hosted by
the Alliance, including workshops, educa-
tional courses, briefings, symposiums, and
training and certification testing for the
Certified Smart Card Industry Professional
program (CSCIP) and Certified System
Engineer ICAM PACS (CSEIP) training
and certification program (CSEIP).

The center was established through a grant
from Heartland Payment Systems in sup-
port of the mission to better protect con-
sumers’ privacy, and advance the security
of payments and identity through educa-
tion programs on best industry practices
and advances in security technology. The
activities of the Smart Card Alliance Edu-
cational Institute, which conducts educa-
tional workshops at Alliance events, is now
part of the center.

“The CSCIP program
provides comprehensive
information and
knowledge about the
different aspects related
to smart card payments
requirements and has been
instrumental in increasing
my knowledge in many of
the related aspects”

Sam Boutros,

ACl Worldwide



LEADERSHIP, EDUCATION & ADVANCEMENT PROGRAM

LEAP

The Leadership, Education, and Advance-
ment Program (LEAP) is an online re-

source for smart card professionals. Its
purpose is two-fold:
 To advance education and professional
development
« To manage and confer, based on a
standardized body-of-knowledge
exam, the CSCIP designation

LEAP provides members with resources
and materials including white papers,
FAQs, position papers and archives of we-
binars, workshops and conference proceed-
ings in the access control, payments, iden-
tity, healthcare, mobile and transportation
markets, all of which are updated regularly.
LEAP membership also offers opportuni-
ties for individuals to further their careers
and showcase their professionalism within
the industry. LEAP is especially valuable
for new entrants to the market or profes-
sionals working for small organizations
without access to full Smart Card Alliance
membership benefits.

o

CSEIP

The Certified System Engineer ICAM

PACS (CSEIP) training and certification
program has been extremely popular in

the two years since it was established. This
GSA-approved training program provides
the training and certification required for
E-PACS engineers employed by commer-
cial organizations that are looking to bid on
GSA procurement agreements for access
control systems.

To ensure that procurements of approved
E-PACS for GSA managed facilities are in-
stalled properly, GSA requires that all bill-
able work performed on such systems be
done using certified system engineers

The classroom training curriculum in-
cludes learning objectives that provide
system engineers with the knowledge to
properly implement E-PACS, and hands-
on training demonstrates the engineer’s
abilities to set up, test and configure access
control features within the security system.

The CSCIP certification has become the benchmark
for executives in increasingly competitive markets
where proven expertise is critical. Through corporate
and individual training programs, the Alliance offers
professionals training and tools to earn the certification
and differentiate themselves from their peers. At the
same time, corporate participation in these programs
demonstrates employers’ commitment to developing
and maintaining highly skilled workers.

The Smart Card Alliance offers three Cer-
tified Smart Card Industry Professional
credentials: CSCIP, CSCIP/Government
and CSCIP/Payments. CSCIP is an inter-
nationally recognized credential for smart
card industry professionals. The CSCIP
program prepares professionals to gain ad-
vanced levels of smart card technology and
applications knowledge, and then move on
to complete training and pass a multi-part
exam.

Regardless of the specific credential, CSCIP
certifications require demonstrated profi-
ciency in a broad body of industry knowl-
edge, including:
o Smart card technology fundamentals
o Security
o Application and data management
« Identity and access control usage
models
o Mobile and Near Field
Communication (NFC) usage models
« Payments usage models

The Alliance’s CSCIP Smart Card Tech-
nology and Applications Training Course
Modules serve as the primary review ma-
terials for the CSCIP certification exam.
Training and exam preparation classes led
by seasoned smart card industry experts
further solidify the technical and broad
smart card business applications training
experience. The Alliance maintains and
updates its training materials to reflect in-
dustry changes.

2016 Annual Review 21


http://www.smartcardalliance.org/pages/activities-leap
http://www.smartcardalliance.org/pages/activities-leap
http://www.smartcardalliance.org/activities-certified-system-engineer-icam-pacs-training-and-certification-program/
http://www.smartcardalliance.org/activities-certified-system-engineer-icam-pacs-training-and-certification-program/
http://www.smartcardalliance.org/activities-certified-system-engineer-icam-pacs-training-and-certification-program/

CSCIP AND CSEIP RECIPIENTS

“| have been involved with PACS on
federal projects for over 20 years. ...the
training provided me the foundation,
contacts and knowledge to proceed
and succeed. | now know what | didn't
know. | now understand GSA's direction
for future projects and how to set-up
and test aligned with government-
wide specifications. This knowledge
has allowed me the ability to discuss
with end users and manufacturers the
requirements. Besides being invaluable to
me, the customers | serve who have not
attended the class will soon have a source
of knowledge for providing a properly
implement E-PACS system”

Derrick Parker
Defender Security and Communication Company

As of June 30, 2016, the
Smart Card Alliance had
awarded CSCIP and
CSEIP certifications to 447
executives globally since

the programs’ inception.
CSCIP was established
in 2009, and CSEIP was
established in 2014.

2016 CSEIP RECIPIENTS

o Aric Ament, Stanley Security Solutions

» Antonio Araujo, PowerComm

« Sherinda Barrow, Open Options

«John Bodolay, Acme Technical Group, LLC
« Flavio Breyer, Open Options

« Gabriel Ciurescu, MC Dean, Inc

« Julian Figueroa, HID Global

« Michael Friedel, Federal Bureau of Investigation
« Perry Galloway, Brivo Systems, LLC

« Sterling Gawthrop, PowerComm

« Ken George, Caprock Consulting Group
«Benjamin Globus, Securityhunter

« Baher Guirguis, SigNet Technologies
«Sean Hernandez, Identiv

« Corey Hewitt, Signet Technologies, Inc.

« Dana Kellogg, Brivo Systems, LLC

« Jim Kemp, COLSA Solutions

o Larry Lillard, RFI Enterprise Inc.

«Joe McCollum, Identiv

o Jared Murry, Access Systems Inc

« Dennis Nalli, IMS Government Solutions
« Jeftrey Ogborn, Aventura Technologies

« Opy Robbins, Bergelectric
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«Rodney Rourk, Department of the Navy, Space and Naval
Warfare Systems Center Atlantic

« Freddy Salas, TIC Security

«Jared Schmall, World Telecom & Survelliance, Inc

«Don Smith, HLCG

« Todd Soderstrom, Security Install Solutions, Inc.

» DeWayne Somers, Orion Management LLC
« Nicholas Suarez, General Services Administration
« Rodney Taylor, Office of the Comptroller of the Currency
«Jason Tesori, Bergelectric
«Bill Thomas, Do] - Executive Office US Attorneys
« Maniram Tiwari, Tyco Integrated Security
«Ricardo Torres, Siemens Industry, Inc.
« Anthony Tran, Star Asset Security, LLC
«Jon Waters, Signet Technologies, Inc.
o Delbert Wheeler, HID Global
As of June 30, 2016




2016 CSCIP/P RECIPIENTS

« Honore Afene, Underwriter
Laboratories

« Amy Andrijevic, TSYS

«Jose M. Arroyo Castejon, ICC
Solutions Limited

« Shannon Baker, TSYS

« Jennifer Besenski, LTK Engineering
Services

«Naresh Bhandar, Cognizant
Technology Solutions

« Philippa Bremer, MasterCard
Worldwide

« Greg Brown, JPMorgan Chase

« Chin-Hwang Chen, Underwriter
Laboratories

«Joe Cisneros, CPI Card Group

«Kim Clepper, TSYS

« Julie Dunn, CPI Card Group

« Carla Epp, TSYS

«Joel Fitts, TSYS

«Keith Flemons, LTK Engineering
Services

« Kitty Flowers, TSYS

«Lisa Forsythe, TSYS

« Mathias Gothberg, Gemalto AB

o Andrew Graham, TSYS

« Shivaansh Gupta, Clear2Pay

« Anthony Hale, TSYS

«Jaison Jacob, Underwriter Laboratories

« Lauren Jebens, CPI Card Group

« Eric Johnson, TSYS

«Donnis Jones, TSYS

« Michael Karabasz, TSYS

« AN.M Khaleqdad Khan, KONA I

« Dinesh Babu Kolavennu, Underwriter
Laboratories

« Margaret Liu, Underwriter
Laboratories

« Frank Luo, Underwriter Laboratories

« Christy Lynch, TSYS

« Naisha Mack, Underwriter
Laboratories

« Vincent Mak, Gemalto

«Brandie Matsuda, CPI Card Group

« Mark McGee, TSYS

o Ashley McPhail, TSYS

«Randi Muniz, CPI Card Group

« Michael Murray, TSYS

« Ujval Mysore, American Express

«Janusz Orlowski, Gemalto

« Sundar Palanisamy, TSYS

« Devesh Pandit, E4 Security Consulting

2016 CSCIP/G RECIPIENTS

«Linda Boese, HP Enterprise

« Andrew Burtnick, HP Enterprise

« Aparna Docibhotla, HP Enterprise

« Clayton Ice, HP Enterprise

« Greg Mendenhall, HP Enterprise

«Jamie Pollard, HP Enterprise

«Safla Hack, Booz Allen Hamilton

«Medge Canseco, Secure Mission
Solutions

«John Aranha, XTec, Inc.

o Frank Luo, Underwriter Laboratories

« Jeffery Poulson, XTec, Inc.

« James Francis, HP Enterprise

« George Hsieh, HP Enterprise

« David Landon, HP Enterprise

» Mary Kay Laux, HP Enterprise
« Keith Matherne, HP Enterprise
«Bill McCann, HP Enterprise

« Shari McGee, HP Enterprise

« Kate Murphy, HP Enterprise

« Cheryl Nally, HP Enterprise

« Geoff Olinde, HP Enterprise

« Samnang Yuk, ICF International

As of June 30, 2016

¢ Asim Patra, Underwriter Laboratories

« Melissa Patterson, TSYS

« Marsha Pierce, CPI Card Group

« Karen Piester, TSYS

« Srinivasa Prasad Pothineedu, TSYS

« Katie Potter, CPI Card Group

« Manish Raje, Underwriter Laboratories

» Margaret Rajski, Discover

« Felipe Riso Bezerra Leite, Underwriter
Laboratories

« Hitesh Shah, CPI Card Group

« Payal Shah, TSYS

« William Sharpe, TSYS

« Heather Spence, TSYS

« Essi Tasker, TSYS

« Michael Terrell, TSYS

«Ron Tyler, TSYS

« Bart van Hoek, Underwriter
Laboratories

«McKaila Wakelee, CPI Card Group

« Robert Ward, MasterCard Worldwide

« Gary Wood, Gemalto

« Venkanna Yarlagadda, TSYS

«Rial Zuly, Gemalto

As of June 30, 2016

2016 CSCIP
RECIPIENTS

« Mario Egoavil, PS2U

« Steven Mehler, Washington
Metropolitan Area Transit
Authority (WMATA)

« Dennis Nguyen, Washington
Metropolitan Area Transit
Authority (WMATA)

As of November 15, 2016

For a list of all CSCIP recipients go to: http://www.smartcardalliance.org/activities-leap-cscip-registry/
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2016 PROFESSIONAL CERTIFICATION TRAINERS

GUY BERG, CSCIP Trainer

Federal Reserve Bank of Minneapolis

Guy has twenty plus years experience
working in the payments industry with a
diverse background ranging from mer-
chant acquiring and terminal hardware and
software development to fraud mitigation
solutions and mobile contactless consult-
ing. Guy recently joined the Federal Re-
serve Bank of Minneapolis after spending
that last four years at MasterCard as an
EMYV migration and contactless payments
consultant. Previous to that Guy worked
on EMV migrations globally in various
capacities including as President of Collis
America an EMV and mobile consulting
firm serving North and South America. In
his current position Guy manages the Pay-
ment, Standards and Outreach Group at the
Federal Reserve Bank of Minneapolis with
responsibilities for advocating payment
efficiencies, payment security standards
development and adoption, and payment
fraud mitigation research and outreach.

BRETT CHEMALY, CSCIP Trainer

Discover Financial Services

Brett works for Discover Financial Services
as Senior Manager: Strategic Alliances -
Global Commerce, where he manages deb-
it implementations in the U.S. market and
Discover’s technical components of their
Global Alliances business. Prior to joining
Discover, he was employed within Master-
Card’s Emerging Payments team based in
Toronto, Canada, where he was responsible
for managing and consulting on Master-
Card’s chip programs on both sides of the
border. Prior to that, Brett spent eight years
with the MasterCard Chip Centre of Excel-
lence based in London and Belgium where
he consulted extensively across Europe and
the Middle East to both issuing and acquir-
ing institutions. Brett is a native of South
Africa, holding a Bachelor of Commerce
Degree from Rhodes University.
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BRYAN ICHIKAWA,
CSCIP and CSEIP Trainer
Bryan Ichikawa LLC

Bryan Ichikawa is a globally recognized
expert in biometrics, smart cards, security,
credentialing and identity and access man-
agement. He holds two patents for data se-
curity and user privacy in communications
systems, and is a contributing author of
“Smart Cards - Seizing Strategic Business
Opportunities” As a result of his expertise,
he has assisted professionals in the identifi-
cation, design, integration and deployment
of these technologies to deliver complete
and comprehensive management solutions.

GILLES LISIMAQUE, CSCIP Trainer
ID Technology Partners

Gilles Lisimaque is a Partner with ID Tech-
nology Partners, a leading consulting firm
in Washington, DC, supporting high assur-
ance identification solutions. Gilles, who
has more than 25 years of experience de-
veloping smart card solutions, has worked
with most aspects of smart cards including
chip design, manufacturing, packaging,
operating system design, application de-
velopment, international standards, reader
interfaces, and host applications. He holds
multiple patents on smart card security and
smart card operating system design and has
held high-level seats with numerous smart
card and security forums, associations and
standards bodies including AFNOR, ANSI,
ISO and ISTPA (International Security,
Trust and Privacy).

GERALD SMITH, CSCIP Trainer
ID Technology Partners

Gerald Smith is a Senior Consultant with
ID Technology Partners, a leading consult-
ing firm in Washington, DC, supporting
high assurance identification solutions. He

has more than 30 years of experience de-
ploying card solutions. Gerald has worked
with all aspects of smart cards including
chip manufacturing, packaging, operating
system design, virtual machines, applica-
tion development, reader interfaces, and
host applications. He is a National Merit
Award recipient from the U.S. INCITS
standards  organization (InterNational
Committee for Information Technology
Standards ), the central U.S. forum dedicat-
ed to creating technology standards for the
next generation of innovation, as well as an

ISO project editor on smart card standards.

LARS SUNEBORN,
CSCIP and CSEIP Trainer
Smart Card Alliance

Lars Suneborn is a recognized Physical Ac-
cess Control Systems (PACS) subject mat-
ter leader. He has developed and conducted
customized, agency specific training cours-
es and courseware as well as Train-the-
Trainer activities for a wide variety of U.S,,
Canadian and British security agencies
at facilities worldwide. He is also former
chairman of the Smart Card Alliance Ac-
cess Control Council.

RICK UHRIG, CSCIP Trainer
XTec, Inc.

Rick Uhrig is a Senior Manager with XTec,
Inc., a leading provider of trusted products
and services for authentication and secu-
rity solutions. Rick has more than 30 years
of experience designing, developing and
evaluating information security solutions,
including over 16 years with smart card
solutions.



With PPG TESLIN substrate,

there’s security in numbers

230,000,000

Driver’s Licenses

25,000,000

Certificates

500,000,000

e-Passports

3
@ 50,000,000

E Other Secure Government Credentials

240,000,000

National IDs

TESLIN® substrate has been trusted for more than two decades by governments
and other institutions around the world to make credentials more secure.

As a stand-alone material or as part of complex multi-component secure
credentials, Teslin substrate can be embedded with program-specific security
features to deter document forgery and enhance credential authentication.

In addition to accepting printed high-resolution security features, Teslin
substrate reproduces high-definition color photos, enables laser-engraving

and forms exceptional bonds with security inks, laminates, coatings and patches
to permanently expose any evidence of tampering.

Durable, yet flexible, Teslin substrate also helps cushion and protect embedded
elD electronics against mechanical stress, greatly increasing elD service life in
ways that stiff printable plastics can't.

When you're ready to design a secure and durable credential that’s
easy to authenticate and difficult to replicate, visit teslin.com/numbers.
And discover why, with Teslin substrate, there’s security in numbers.

© 2016 PPG Industries, Inc. All Rights Reserved. Teslin is a registered trademark of PPG Industries Ohio, Inc.



2016 CONFERENCES AND EVENTS

9TH ANNUAL SMART CARD ALLIANCE PAYMENTS SUMMIT
Loews Royal Pacific « Orlando, FL « April 4-7, 2016

April 4-7, 2016
Loews Royal Pacific Resort
Orlando, Florida, USA

EXPANDED FOCUS, EXPANDED AUDIENCE

More than 800 professionals gathered for this re-engineered event by co-locating with the Inter-
national Card Manufacturers Association’s 26th annual EXPO. In the new format, attendees built
their own experience by choosing from the many card manufacturing and personalization topics,
in addition to the advanced payments technology and business applications.

Conference presenters discussed delivering technology that is personal, fast and transparent.
Some of the more popular topics and sessions focused on:

« Rings, fitness bands and sunglasses consumers can use as “wearable” payment devices

o Approaches to defeat hackers with EMV and tokenization by eliminating sensitive payment
information from payment networks

« Presence-sensing transportation fare payment systems that eliminate the need to tap to pay

Part of the co-location benefit was an exhibit hall open to all attendees that featured over 100
exhibitors and vendors.

SECURING FEDERAL IDENTITY 2016
Ronald Reagan Building and International Trade Center « Washington, DC « June 6, 2016

SECURING
S8 2016

Smart Card GOVERNMENT
Aliance  EVENT

06,06.16 | RONALD REAGANBUILDING | WASHINGTON, D..

Cybersecurity, strong authentication, and derived credentials drove this event, also known for
the past 15 years as the “Government Conference” Speakers from the federal government and
security industry discussed adoption of strong authentication platforms in government, PIV cre-
dentials, and physical and logical access control. Attendees also heard updates from the Office of
Management and Budget (OMB) and the General Services Administration (GSA).

Relevant points made by presenters and panels included:

o An uptick in the number of PIV credentials issued and used

« Increase in the percentage of government using PIV for accessing networks securely

« The ability of government agencies to spot unauthorized activity quickly before data is lost

Attendees also had opportunities to participate in Q&A sessions and talk informally with speakers
during networking breaks.

SMART CARD ALLIANCE SECURITY OF THINGS 2016
Hilton Rosemont/Chicago O’'Hare « Rosemont, IL « October 18-19, 2016

SECURITY
OF THINGS

TRUST IN THE INTERNET OF THINGS

26 Smart Card Alliance

IoT device and data security challenges and solutions highlighted this new event, which featured
more than 40 speakers. Keynotes, panels and track sessions examined the most important aspects of
security related to a cross-section of different IoT markets. Attendees heard about security, privacy
and authentication in the rapidly growing IoT ecosystem, and learned of challenges and next steps.

Conference presenters all agree that security needs to be built into the design of IoT devices and
ecosystems, and not be an afterthought. Along with the “security by design” affirmation, discus-
sions included:

« A big picture look at IoT security, followed by separate technology and application track sessions
« The importance of securing valuable data generated by connected devices

« Differences between IoT and IT security

This well-received event helped to solidify the Council’s role in the widespread adoption of security
awareness and standards.



SAVE THE DATE FOR THESE 2017 EVENTS

ADAPTING 1O THE WAVE OF CHANGE

Smart Card Alliance Payments Summit
March 27-30, 2017

Renaissance Orlando at Sea World
Orlando, Florida

- PAYMENTS
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2016 EVENT PHOTOS

The conferences and events produced by the Smart Card Alliance are specifically tailored to
cover every vertical market. These meetings also allow our collective industry knowledge and
technology expertise to extend beyond the edges of the organization. Our conferences are
always infused with fresh new insights from industry leaders. Industry councils also meet in
person at these events, allowing for valuable one-on-one interaction and group collaboration.
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EXECUTIVE DIRECTOR LETTER HIGHLIGHTS

One of the most popular sections of the monthly Smart Card Alliance newsletters is the letter from Executive
Director Randy Vanderhoof. Check out his thoughts during a very busy year for the Alliance and the industry.
To read the complete letters, visit the Smart Card Alliance website.

MAKING PREDICTIONS

January is a time for boundless opti-
‘ m 16 1
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mism, when everything seems pos-
sible and concerns about troubles
from the past are now an unpleasant
memory. Back in the office, ready
to begin anew, I'm looking forward
to 2016, and I hope you are, too. It’s
time for my annual New Year’s pre-
dictions, and perhaps they are slightly influenced by boundless op-
timism of a clean start ahead. I'll take the leap and give you some
of my thoughts for the industry in 2016: EMV payments become
normal; mobile wallets and payments take off; contactless EMV
cards are still in the game; and merchants become serious about
card-not-present fraud mitigation. Here is hoping this year brings
nothing but good news and fond memories in next year’s recap.

NEW OPPORTUNITIES TO LEARN

Even though there isn't a conference
‘ a m 16 )
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this month, February is not with-
out another milestone. We recently
marked the official opening of the
Smart Card Alliance’s new facility
— the National Center for Advanced
Payments and Identity Security in
Crystal City, (Arlington) VA - just
outside of downtown Washington, DC. This is a permanent train-
ing and education center to house our education programs, includ-
ing the Certified Smart Card Industry Professional (CSCIP) train-
ing, certification, and testing program and the Certified System
Engineer ICAM PACS (CSEIP) program. With this new facility,
the Smart Card Alliance will be able to greatly expand education
and collaboration programs aimed at improving security across
multiple markets and subject areas, including payment security,
identity security and privacy protection, and provide both face-to-
face and online events and assets.

THE MOBILE WALLET

Somewhat lost in all the focus on
| march €Y
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EMYV are some important develop-
ments happening on the mobile
wallet front. We have Apple Pay,
Samsung Pay, and Android Pay
spreading their payments services
across a widening array of mobile
devices. Hundreds of financial insti-
tutions, and more than a million merchant acceptance locations
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are in place. In parallel, major transit agencies are embracing mo-
bile ticketing options that blend together the mobile wallets expe-
rience with apps designed to provide real-time information and
ticketless and cardless access to buses, subways, and trains. Major
transit operators in places like Chicago, Dallas, Washington DC,
New York City, New Jersey, and Philadelphia have active mobile
ticketing projects underway. It's a good reminder that EMV is not
the only activity across the payments landscape.

IOT NEEDS IDENTITY SECURITY TOO

A new network of connected de-
I s )

S ¥

vices, called the Internet of Things
(IoT), has drawn the interest of
many of our member organizations
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vices related to applications for chip
technology. Every market that has
been an adopter of smart card tech-
nology and secure solutions also has an interest in IoT. So it makes
sense that the Smart Card Alliance has an important role to play in
making IoT more secure as well. We are currently establishing the
Internet of Things Security Council, which we hope will define a
security framework for the Internet of Things and explain how the
same chip security and identity management approaches that are
applied for systems involving people can work effectively at secur-
ing things.

THE GOVERNMENT SECURITY MARKETPLACE

Our annual Government Confer-
‘::m 16 ]
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ence coming up in a few weeks has
undergone a complete make-over.
nwon e weo o i s During planning, we realized that
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the new identity management and
security programs that are coming,
rather than look back on past suc-
cesses and existing standards and policies for using chip-enabled
PIV credentials for physical access for the federal market. Conse-
quently, the one-day Securing Federal Identity 2016 event will be
a highly-focused, high-energy event that will concentrate on how
federal agencies are using PIV and PIV-I credentials as strong,
two-factor authentication devices to secure federal networks. An-
other topic will be how federal programs are extending the use of
the PIV credential’s identity management and authentication ca-
pabilities to mobile devices through the use of derived credentials.



CHECK-OUT TIME
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Much talk surrounds the slow speed
of EMV chip transactions and the
delays merchants are experiencing
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getting their businesses EMV cer-
tified so they can begin accepting
chip cards. The truths about what
transaction times are and why so
many merchants are not yet EMV
certified are hard to come by, but it's important to note that the
EMYV check-out experience, like just about everything else relat-
ed to the U.S. EMV migration, is different in the U.S. than it is in
most other countries. There are many variables which affect the
transaction time, most of which are invisible to the consumer. My
opinion? Let consumers adjust to the new technology and allow
retailers and processors to work out the prompting, timing and
transaction routing ripples over time.

THE WILD WEST OF MOBILE WALLETS

We are coming up on five years
with various forms of mobile wal-
lets in the U.S. market. We've seen

MON TUE WED THU FRI SAT the mobile operator-centric model,
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womowmom bank-centric model, the mobile OS-

the merchant-centric model, the

centric model, the mobile browser-
centric model and the payment brand-centric model. Each has
unique differences and limitations. In most cases, mobile wallet
choices are limited by the mobile device, and the device is limited
by where you shop. Consumers want something easy to use where
they shop that doesn’t require switching equipment. I believe that
in the near future, market forces will align with consumer demand
and mobile wallet lovers won’t have to wonder when the promise
of ubiquitous, convenient, tap-and-go payments on their mobile
device will be a reality.

MAKING THE RIGHT CONNECTIONS

Many common amenities are be-
coming Internet-connected, and as
such, are part of a growing ecosys-
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tem of connected devices called the
Internet of Things (IoT). But how
safe are they, and who is monitoring
whether they meet expected secu-
rity standards? We believe security
is under-appreciated and underfunded by the suppliers of devices
connected to the Internet of Things. As a result, we recently formed
the Internet of Things Security Council, and launched a new web
portal called the IoT Security Connection. This information web

portal is part of our focus to provide educational resources and
guidance for implementing secure IoT architectures using embed-
ded security and privacy technology. The portal is geared toward
technology and service providers, IT and security experts, integra-
tors, consultants and anyone interested in IoT.

TACKLING CHALLENGES

Aligning the Smart Card Alliance
organization to support its mem-
bers and followers to get in front
of changing technology trends is

MON TUE WED THU FRI SAT
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Perhaps it is the accelerating rate
at which business and technology
trends seem to shift in comparison
to the smart card advances we were facing years ago. Or it could
mean technology migration that was directly tied to the smart card
form factor has gone the way of the phone booth, the corner book
store, and the daily print newspaper, and has been replaced by a
new ecosystem with new business drivers and economic models.
Adapting to the changing pace of innovation and the new role for
secure chip technology in emerging markets is now a necessity, not
a choice.

A SECURE MISSION
Recent events have driven home the
importance of developing sound
technology and policy around se-
ON TUE WED THU PRI SAT curing the Internet of Things (IoT).
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Distributed denial of service attacks
(DDOS) were executed by unknown
hackers who used thousands of In-
ternet-connected security cameras
and digital video recorders to flood targets with a massive volume
of commands that affected significant parts of service providers’
networks. The Alliance has historical knowledge of security vul-
nerabilities, and has been raising awareness about how secure chip
technology addresses these problems. Through our new IoT Secu-
rity Council were working with member companies and industry
professionals to address these security vulnerabilities. It's incum-
bent upon us to step up and guide the IoT industry on the proper
way to secure the expected 21 billion IoT devices by 2020.

A FUTURE FOR CONTACTLESS PAYMENTS
BEYOND EMV?
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In the next year, issuers and mer-
chants will look at their plans be-
yond EMV and envision what the
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next generation of consumer pay-
ments might bring. They’ll have a
decision to make, too. Do they stick
with first generation EMV contact-
only cards for another three to four
year lifecycle, or do they move forward and add contactless fea-
tures to their EMV cards? Adding those features are in the interest
of advancing consumer convenience, speed, and desire to replace
cash for more low value transactions. The next generation of con-
sumer payments is going to be largely influenced by the EMV tran-
sition just completed for most bank card issuers, and one that is
almost reaching the mid-way point with most merchants. I'll be
watching with interest.
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http://www.smartcardalliance.org/activities-councils-internet-of-things-security/
http://iotsecurityconnection.com/

WEB SITE HIGHLIGHTS

SMART CARD ALLIANCE ON THE INTERNET B e e

The Smart Card Alliance web site offers industry news, white e Mi “Gﬁ o

papers and publications, event information and proceedings, e ‘,,c\\eﬁgl‘;‘a( O
educational resources, links to slideshows, webinars, member e '“G“;ns«?*é&? 2‘?‘““332\:“’2{
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press releases and Alliance newsletters. With nearly 20,000 o

average site visits per month, the site is a popular destination
for members and supporters to learn all about Alliance
activities and technology and application information.

NEW IN 2016:
PUBLICATIONS, TRAINING,
IOT SECURITY PORTAL

o Smart Card Alliance Publications: Seven new white e
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papers, position papers or infographics on healthcare O
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convergence, PIV-enabled physical access control

.
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systems, FIDO, EMV payments and transit open
payments
» National Center for Advanced Payments and Identity

Security: New site for training programs offered at the

National Center www.smartcardalliance.org

o IoTSecurityConnection.com: New content portal with

educational resources on IoT security

MOST POPULAR:
TOP ACCESSED PUBLICATIONS
AND WHITE PAPERS

o EMV and NFC: Complementary Technologies that
Deliver Secure Payments and Value-Added Functionality

o Contactless EMV Payments: Benefits for Consumers,
Merchants and Issuers

o Smart Card Technology and the FIDO Protocols SOCIALLY ACTIVE

 Smart Card Technology in U.S. Healthcare: Frequently We have five LinkedIn Groups and more than 4,000
Asked Questions followers on Twitter. Follow us! We've sent out more

+ Reference Enterprise Architecture for Transit Open than 1,300 tweets in 2016. Also check us out on
Payment System LinkedIn:

o Healthcare Identity Authentication and Payments
Convergence: A Vision for the Healthcare Industry

o Host Card Emulation (HCE) 101  Smart.Payments— 1,682 members
« NFC Non-Payments Use Cases

o Government Smart ID- 2,276 members

o Healthcare Identity Management— 193 members

o LEAP- 650 members
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www.twitter.com/smartcardorgusa
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http://www.smartcardalliance.org/pages/publications
http://nationalcenter.smartcardalliance.org/
http://nationalcenter.smartcardalliance.org/
http://www.iotsecurityconnection.com
http://www.smartcardalliance.org/pages/publications-emv-and-nfc-complementary-technologies-that-deliver-secure-payments-and-value-added-functionality
http://www.smartcardalliance.org/pages/publications-emv-and-nfc-complementary-technologies-that-deliver-secure-payments-and-value-added-functionality
http://www.smartcardalliance.org/publications-contactless-emv-payments-benefits-for-consumers-merchants-and-issuers/
http://www.smartcardalliance.org/publications-contactless-emv-payments-benefits-for-consumers-merchants-and-issuers/
http://www.smartcardalliance.org/alliance-activities-publications-smart-card-technology-and-the-fido-protocols/
http://www.smartcardalliance.org/pages/publications-smart-card-technology-in-healthcare
http://www.smartcardalliance.org/pages/publications-smart-card-technology-in-healthcare
http://www.smartcardalliance.org/publications-reference-enterprise-architecture-for-transit-open-payment-system/
http://www.smartcardalliance.org/publications-reference-enterprise-architecture-for-transit-open-payment-system/
http://www.smartcardalliance.org/publications-healthcare-identity-authentication-and-payments-convergence-a-vision-for-the-healthcare-industry/
http://www.smartcardalliance.org/publications-healthcare-identity-authentication-and-payments-convergence-a-vision-for-the-healthcare-industry/
http://www.smartcardalliance.org/publications-host-card-emulation-101/
http://www.smartcardalliance.org/publications-nfc-non-payments-use-cases/
http://www.linkedin.com/groups/Government-SmartID-112856
http://www.linkedin.com/groups/SmartPayments-2546955
http://www.linkedin.com/groups?gid=2993435
http://www.linkedin.com/groups?gid=1753797

THE EMV CONNECTION
http://www.emv-connection.com/

We also maintain the EMV Connection website, which features
EMV educational resources for issuers, merchants, acquirers/
processors and consumers. The site had nearly 100,000 visits
from more than 72,500 unique visitors in 2016. The site also
houses new resources from the U.S. Payments Forum, including:
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o EMV Chargeback Best Practices

« Best Practices in Support of EMV Instant Issuance

o Merchant Processing during Communications Disruption PA]:#‘FE_.”??
PIN Bypass in the U.S. Market -
How the U.S. Common Debit AIDs Facilitate Debit St Ca{:’
Transaction Routing and Ensure Durbin Compliance v " » > obing Alarce
Cardholder Verification Methods: Concepts,
Implementations, and Impacts

U.S. PAYMENTS FORUM

We have a dedicated section on the EMV Connection website

on US. Payments Forum news and activities. We also have a

members-only portal, that contains additional information

exclusive for members. www.emv-connection.com
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Together, we can amplify your reach and capabilities. DISCJVER

GLOBAL NETWORK

When you partner with us, you gain the expertise and
resources of the third-largest payments network in
the world. So whether your goal is to expand globally,
gain volume or develop new payments innovations—
we’re ready to get started.

Together We Work
Learn more at discovernetwork.com



http://www.emv-connection.com/
http://www.emv-connection.com/emv-chargeback-best-practices/
http://www.emv-connection.com/implementing-emv-in-the-u-s-best-practices-in-support-of-emv-instant-issuance/
http://www.emv-connection.com/merchant-processing-during-communications-disruption/
http://www.emv-connection.com/pin-bypass-in-the-u-s-market/
http://www.emv-connection.com/implementing-emv-in-the-u-s-how-the-u-s-common-debit-aids-facilitate-debit-transaction-routing-and-ensure-durbin-compliance/
http://www.emv-connection.com/implementing-emv-in-the-u-s-how-the-u-s-common-debit-aids-facilitate-debit-transaction-routing-and-ensure-durbin-compliance/
http://www.emv-connection.com/cardholder-verification-methods-concepts-implementations-and-impacts/
http://www.emv-connection.com/cardholder-verification-methods-concepts-implementations-and-impacts/

Through seven indus-

try councils, the Smart
Card Alliance proac-
tively addresses topics of
concern in the different
vertical markets for smart
card technology. Alliance
members lead Council
activities and contrib-
ute to a wide variety of
projects, including white
papers, webinars, work-
shops, web resources,
position papers and in-
dustry commentary. The
results of the councils’
work help to drive smart
card technology imple-
mentations in the U.S.
and provide authoritative
educational material for
both the U.S. and inter-
national markets.

ACCESS
CONTROL

The Access Control Council
focused on supporting
government initiatives in
2016, submitting comments
on critical GSA and NIST
specifications related to PIV
card implementation and
drafting a position paper

on the impact of new OMB
guidance on PIV-enabled
access control systems. Over
40 member organizations
participate in the Council.

HEALTH AND
HUMAN
SERVICES

The Health and Human
Services Council had a

very active year, publishing
two white papers on the
impact of EMV migration
on the healthcare industry
and the opportunities that
EMV-enabled point-of-sale
terminals offer for accepting
smart patient ID cards. More
than 25 member organizations
participate in the Council.

INDUSTRY COUNCILS

IDENTITY

The Identity Council
collaborated with the FIDO
Alliance and published a
white paper on smart card
technology and the FIDO
protocols. Identity Council
members also participated in
defining and launching the
new IoT Security Council,
which has a strong identity
management focus. More than
35 member organizations
participate in the Council.

IOT
SECURITY

The IoT Security Council

was launched in 2016, with
strong member participation
from all industry verticals.
Council activities focused

on developing the Council
charter and priorities,
planning the new Security of
Things conference program,
and developing a white paper
on the need for embedded
hardware security in IoT
applications. Over 60 member
organizations are participating
in the new Council.

MOBILE

The Mobile Council redefined
its charter in 2016 to expand
activities beyond NFC

and focus projects on the
security of applications in
mobile devices and tethered
wearables. The Council
published two white papers
and continued its focus

on education by starting
development of three new
white papers and hosting a
webinar. The Council is made
up of more than 60 member
organizations.

PAYMENTS

The Payments Council focused
on providing educational
resources on contactless
payments and other new
technologies. The Council
published white papers

on contactless payments
benefits, EMV and NFC, then
leveraged those resources to
create infographics and host
a webinar. Over 60 member
organizations participate in
the Council.

TRANSPOR-
TATION

The Transportation Council
published a reference
architecture for transit open
payment systems and a white
paper on EMV and parking.
The Council continued its
work on multimodal payments
convergence and launched

a new project to provide

an educational resource on
mobile ticketing and NFC.
More than 55 member
organizations participate in
the Council.
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YEAR IN REVIEW: INDUSTRY COUNCILS LETTER
A Look at Our Councils in 2016
Council Productivity Remains High, Participation Increases

This past year saw continued strong participation and quality deliverables from all of our industry councils, as well as the
launch of the new Internet of Things (IoT) Security Council, development of a revised charter for the Mobile Council, and
expansion of other council activities into new technologies and topics.

NEW COUNCIL GENERATES ENTHUSIASM

The IoT Security Council captured a significant amount of member enthusiasm this year. IoT ecosystems cut across all of
our traditional markets and have already experienced significant security vulnerabilities. Council members collaborated on
the program for our first Security of Things conference and produced an initial set of foundational principles and materials
for promoting embedded security for IoT applications and ecosystems. The Council has plans for an ambitious program

in 2017 to provide educational resources for IoT ecosystem stakeholders and to

( \

advocate for industry collaboration and a strong security infrastructure for IoT
applications and devices.

EMV was a strong theme for the councils, even as the U.S. moved past the October COUNCIL PROJECTS
2015 EMV liability shift. The Transportation Council updated the its white paper
on the impact of EMV in the parking industry, adding details on technical and
implementation considerations. The Health and Human Services Council took

it further - looking at the EMV point-of-sale migration as an opportunity for
convergence for both payments and patient identity and establishing a vision for RELEVANT
“Healthcare 2.0” to address the many challenges that the healthcare industry has with
fraud, waste, and abuse.

TOPICS

EXPANDING PRIORITIES

The Payments Council moved beyond EMV migration, with projects launched

to promote contactless EMV payments for issuers and merchants and to provide

educational resources on other new technologies, such as tokenization and blockchain-based applications. With new cross-
collaboration policies with the U.S. Payments Forum, the Council hopes to attract contributions from an even broader set of
industry participants for its projects next year.

Our Mobile Council shifted its emphasis, developing a new charter and name so that the council can take on projects
covering all interface technologies and security approaches. The charter revision sparked multiple new projects on mobile
identity authentication, tokenization, credential provisioning, and the use of the Trusted Execution Environment. As
with IoT applications, mobile considerations are important for all industry segments, so we expect more cross-council
collaboration in projects going forward.

The Transportation, Access Control and Identity Councils also completed a variety of projects — developing a reference
architecture for a transit open payments systems, providing commentary to NIST, GSA and OMB on critical standards
and publications, and completing a white paper on smart card technology and the FIDO protocols. The breadth of council
projects is driven by member priorities and interest - keeping Alliance deliverables

relevant to the most important industry topics.

As we move into 2017, all councils have new steering committees and officers, and
members show continued enthusiasm to support to industry efforts promoting smart
card and embedded security technologies.

We thank all of our council members for their time, expertise and enthusiasm in leading

and contributing to council projects that contribute to growing the market for our Cathy Medich
members products and technologies and to improving the security of critical applications Director, Strategic Programs
and ecosystems in the U.S. market. Smart Card Alliance
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ACCESS CONTROL COUNCIL

MISSION: Accelerate the widespread acceptance, usage, and application

of smart card technology for physical and logical access control

OFFICERS o Stafford Mahfouz, Tyco Software House
o Chair: Dave Helbock, XTec, Inc. + Robert Merkert, Sr.,
e Vice Chair: Frazier Evans, Advanced Card Systems Ltd.
Booz Allen Hamilton + Ahmed Mohammed,
o Secretary: Steve Rogers, IQ Devices Oberthur Technologies
« Roger Roehr, Roehr Consulting
STEERING COMMITTEE « Steve Rogers, IQ Devices

Dave Adams, HID Global « Mike Sulak, U.S. Dept. of State

Steve Allen, Stanley Security o Mike Zercher, NXP Semiconductors

Sal D’Agostino, IDmachines
TOP CONTRIBUTORS

« Mark Dale, XTec, Inc.

o Lolie Kull, Hewlett Packard Enterprise
« Steve Rogers, IQ Devices

o Adam Shane, AMAG Technology

Frazier Evans, Booz Allen Hamilton
Daryl Hendricks, GSA

Dave Helbock, XTec, Inc.

Ryan Kaltenbaugh, AMAG Technology
Lolie Kull, Hewlett Packard Enterprise

ACCESS CONTROL COUNCIL MEMBER ORGANIZATIONS

ABnote » Accenture « Advanced Card Systems Ltd. « Allegion « AMAG Technology « Booz
Allen Hamilton e CertiPath « CH2M « Cubic Transportation Systems, Inc.  Datawatch
Systems « Defense Manpower Data Center « Department of Homeland Security « Entrust
Datacard « Exponent, Inc. « Gallagher Group Limited « Gemalto « General Services Admin-
istration « Giesecke & Devrient « Hewlett Packard Enterprise « HID Global « Identification
Technology Partners Inc. « IDmachines e Initiative for Open Authentication « IQ Devices o
Lenel Systems International « NXP Semiconductors « Oberthur Technologies « Quantum
Secure Inc. « Roehr Consulting « SAIC - Science Applications International Corpora-

tion « Safran Identity & Security « Secure Missions Solutions « SecureKey Technologies «
SigNet Technologies, Inc. « Stanley Security Solutions « STMicroelectronics  SureID,

Inc. « Tyco Software House « U.S. Department of State « Ultra Electronics Card Systems o
U.S.Department of Transportation/Volpe Center « Wells Fargo  XTec, Inc.
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HONOR ROLL

« Mark Dale, XTec, Inc.

o Tony Damalas, SigNet Technologies

o Jatin Deshpande, Giesecke&Deverient
o Frazier Evans, Booz Allen Hamilton

« David Helbock, XTec, Inc.

o Russ Kent, Hewlett Packard Enterprise
o Lolie Kull, Hewlett Packard Enterprise
o Brad McGoran, Exponent

» Roger Roehr, Roehr Consulting

« Steve Rogers, IQ Devices

o Adam Shane, AMAG Technology

» Rob Zivney, ID Technology Partners

ACTIVITIES

o Submission of comments to GSA on the
“FIPS 201 Evaluation Program Functional
Requirements & Test Cases (FRTC),
Version 2.0.0” (August 2015)

o Submission of comments to NIST on draft
NISTIR 8055, “Derived Personal Identity
Verification (PIV) Credentials Proof of
Concept Research” (August 2015)

o Submission of comments to NIST on
the NIST SP 800-116 Rev. 1 Draft A
“Recommendation for the Use of PIV
Credentials in Physical Access Control
Systems (PACS)” (January 2016)

o In-person meeting at the National Center
for Advanced Payments and Identity
Security (June 2016)

o Smart Card Alliance Commentary:
OMB Circular A-130 2016 - Managing

Information as a Strategic Resource
(September 2015)

» Relationships with IBIA and SIA


http://www.smartcardalliance.org/publications-smart-card-alliance-commentary-omb-circular-a-130-managing-information-as-a-strategic-resource/
http://www.smartcardalliance.org/publications-smart-card-alliance-commentary-omb-circular-a-130-managing-information-as-a-strategic-resource/
http://www.smartcardalliance.org/publications-smart-card-alliance-commentary-omb-circular-a-130-managing-information-as-a-strategic-resource/

YEAR IN REVIEW: ACCESS CONTROL COUNCIL CHAIR

Council Worked with NIST, GSA, Others
to Address Cyber Security

As usual, 2016 was a year full of activities for the Access Control Council. Most notably, smart cards are increasingly
accepted as the credential of choice for securely authenticating identity, determining appropriate levels of information access
and controlling physical access. To further advance the adoption of high security smart card-based access control systems,
the council assisted with multiple Federal government efforts focused on implementing multi-factor authentication and
addressing cyber security needs.

s )

INTERACTION WITH GOVERNMENT

The Council continued to engage with the Federal government, specifically
the National Institute of Standards and Technology (NIST) and General
Services Administration (GSA), to review and comment on various

documents that facilitate and describe the advantages of smart cards. Earlier REQUIRING
in the year, the council worked energetically during the open comment
period for the NIST PACS recommendation document, SP 800-116. The CSEIP-CERTIFIED
council contributed over 100 comments to NIST. The latest developing
project with GSA is development of a “playbook” to demystify the
authentication techniques of using a PIV credential with PACS.

Late in the summer, the Office of Management and Budget (OMB) released
a revised Circular A-130. The Council created a position paper to highlight
the impact of the OMB Circular A-130 2016 update on the access control
industry and on government agencies procuring and implementing access
control systems. The position paper focuses on highlighting relevant 50

changes in the 2016 update to A-130, discussing the impact of these changes DIFFERENT ORGANIZATIONS
on the Federal government and commercial industry, and outlining issues
to be considered in complying with A-130 for selected topic areas.

CSEIP SUCCESSES
In 2014, GSA approached the Smart Card Alliance about setting up a N g
training and certification program, which resulted in the launch of our

Certified System Engineer ICAM PACS (CSEIP) program. 2016 was another successful year for the CSEIP training and

certification. The certification has gained traction not only with the security system integrators and specifiers, but also has

benefited government end-users and contract specialists. A rapidly expanding number of Federal agencies are now requiring
service providers to have relevant staff CSEIP-certified as a pre-requisite to be considered for
contract awards and to participate in the agencies’ EPACS upgrades. Representatives from
more than 50 different organizations have attended the course since its inception.

All indications are that 2017 will be just as busy and exciting! Many of the projects
the Council is involved in require collaboration and cooperation with other industry
organizations and the Federal government, with whom we enjoy very productive

partnerships and who contribute greatly to our joint successes.

David Helbock, Jr.
Senior Sales Engineer
XTec, Inc.

Thank you to all of you who continue to support the Access Control Council and for your
contributions. It is my great honor to serve as chair.
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HEALTH AND HUMAN SERVICES COUNCIL

MISSION: Promote the adoption of smart cards for healthcare and human services applications
and within the national health IT infrastructure and educate the healthcare market on why smart
card technology is the appropriate solution for healthcare identity management applications

OFFICERS HONOR ROLL
e Chair: Morgan Richard, XTec, Inc. « David Batchelor, LifeMed ID
e Vice Chair: David Batchelor, LifeMed 1D o Joan Christensen, First Data
« John Ekers, ABnote
STEERING COMMITTEE « Kathleen Finnegan, First Data
o Stefan Barbu, NXP Semiconductors + Thomas McNeila, First Data
« David Batchelor, LifeMed ID, Inc. + Morgan Richard, XTec, Inc.
« Robert Merkert, Sr., « Bryan Russell, XTec, Inc.
Advanced Card Systems Ltd.
» Morgan Richard, XTec, Inc. ACTIVITIES
« EMV 101 for the Healthcare Industry white
TOP CONTRIBUTORS paper (September 2015)
« David Batchelor, LifeMed ID, Inc. o The Benefits of Strong Authentication for
« John Ekers, ABnote the Centers for Medicare and Medicaid
+ Bryan Russell, XTec, Inc. Services, response to the GAO report,

HEALTH AND HUMAN SERVICES COUNCIL
MEMBER ORGANIZATIONS

ABnote « Accenture « Advanced Card Systems Ltd. « Booz Allen Hamilton «

Clear2Pay « Deloitte & Touche LLP e First Data o Fiserv « Gemalto « Giesecke &
Devrient « Hewlett Packard Enterprise » Ingenico « Initiative for Open Authentication e
Leidos « Lenel Systems International « LifeMed ID, Inc. « MasterCard « NXP
Semiconductors « Oberthur Technologies « PPG Industries, Inc. « Rambus Bell ID «
SAIC - Science Applications International Corporation « SecureKey Technologies «
STMicroelectronics o SurelD, Inc. « Thales e-Security  Tyco Software House « U.S.
Department of State « Verifone  Xerox « XTec, Inc.
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Potential Uses of Electronically Readable
Cards for Beneficiaries and Providers
(September 2015)

American Health Information
Management Association (AHIMA) 2015
conference (September 2015)

“Patient Identity and Digital Matching: A
New Approach,” session at theHIMSS 2016
Conference (February 2016)

Healthcare Identity Authentication and
Payments Convergence: A Vision for the
Healthcare Industry white paper (February
2016)

Healthcare 2.0: A New Paradigm for
a Secure and Streamlined Healthcare

Industry infographic (April 2016)

“Healthcare 2.0” poster session at the
National Association of Healthcare Access
Management (NAHAM) conference (May
2016)

In-person meeting at the National Center
for Advanced Payments and Identity
Security (June 2016)

Relationships with HIMSS, Medical
Identity Fraud Alliance (MIFA), NAHAM,
Secure ID Coalition and Workgroup for
Electronic Data Interchange (WEDI)


http://www.smartcardalliance.org/publications-healthcare-identity-authentication-and-payments-convergence-a-vision-for-the-healthcare-industry/
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http://www.smartcardalliance.org/publications-healthcare-2-0-a-new-paradigm-for-a-secure-and-streamlined-healthcare-industry/
http://www.smartcardalliance.org/publications-emv-101-for-the-healthcare-industry/
http://www.smartcardalliance.org/publications-the-benefits-of-strong-authentication-for-the-center-for-medicare-and-medicaid-services/
http://www.smartcardalliance.org/publications-the-benefits-of-strong-authentication-for-the-center-for-medicare-and-medicaid-services/
http://www.smartcardalliance.org/publications-the-benefits-of-strong-authentication-for-the-center-for-medicare-and-medicaid-services/

YEAR IN REVIEW: HEALTH AND HUMAN SERVICES COUNCIL CHAIR
A Busy Year of Projects and Conferences

The Health and Human Services Council collectively agreed that the goals in 2016 were to focus on educating the public and
influencing healthcare stakeholders to understand the benefits of strong authentication, specifically smart card technology. The
Council completed a number of projects, such as an infographic, speaking submissions for conferences and white papers that
highlighted the identity problem in the complex healthcare market and identified why a higher level of assurance is necessary
vs. continue to use user names and passwords.

In 2016, the Council proudly finalized our infographic titled, “Healthcare 2.0: A New Paradigm for a Secure and Streamlined

Healthcare Industry” This infographic has been recognized by multiple organizations, including the Workgroup for Electronic
Data Interchange (WEDI), and was presented at the National Association of Healthcare Access Management (NAHAM) annual
conference. The Council is excited to continue to promote the infographic through an upcoming viewpoint paper and at other
events!

CURRENT STATE OF HEALTHCARE IDENTITY MANAGEMENT

The current healthcare environment is a complex, fragmented and highly regulated network. A number of converging factors
highlight the need to rethink the current models of operations for public and private organizations. There is no “silver bullet”
to solve all of the current challenges. Areas in need of attention continue to be: patient identity; patient healthcare record
management; medical identity theft; medical fraud; patient privacy; and

\
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the security and portability of identity and healthcare records. Additionally,
healthcare organizations are reviewing and moving toward mobile solutions. STRONG AUTHENTICATION
One of the key tasks in creating healthcare policy is to solve the problems of
properly identifying patients and healthcare providers, matching healthcare
records, and identifying those that have authorized access to protected IDENTITY
health information (PHI). Strong authentication is not the only solution for
solving all identity management challenges, but it is the cornerstone for any
solid solution. Smart card technology has already been globally proven to be CORNERSTONE
effective at protecting identity, privacy, and commerce in today’s Internet-

era, and is well-suited to the challenges of the American healthcare system.

Currently, countries such as Germany, France, Austria, Belgium and the
Czech Republic have issued national healthcare cards.

PROJECT HIGHLIGHTS
It was a great year for the Health and Human Services Council! We are small, but that does not stop our members from having
alot of energy! This year we invited multiple guest speakers to educate the Council members (and their guests) on subjects
that influence the healthcare identity management market, including updates on legislation and potential synergies with other
organizations. The council published a follow-on white paper to “EMV 101 for the Healthcare Industry, in collaboration with
Payments Council members. This paper, titled “Healthcare Identity Authentication and
Payments Convergence: A Vision for the Healthcare Industry;” outlines a vision for merging
healthcare identity authentication and payments. Council representatives were also selected
to present at the HIMSS 2016 conference on patient identity and workflow management and
the new infographic was exhibited at the 2016 NAHAM annual conference.

FUTURE PROJECTS

Future projects include promoting messages in our infographic and developing the business -

case and statement of work for a customer advisory board. We look forward to another Morgan Richard

successful year and welcome new participation. Thank you to all of the current Council Manager, U.S. Health Care

members for your ideas, dedication, participation and efforts. XTec, Inc.
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Healthcare Identity Authentication and Payments
Convergence: A Vision for the Healthcare Industry

The United States is currently in the process of adopting EMV, a
global standard used by payment applications residing on chip
cards, point-of-sale (POS) systems, and payment terminals. The
U.S. move to EMV chip payments is driven by the payments indus-
try’s desire to reduce card fraud, provide global interoperability,
and enable more secure payment transactions. Meanwhile, health-
care-related fraud is at an all-time high. There is clearly an imme-
diate need to increase security for healthcare identity authentica-
tion and payments.

Healthcare Identity Authentication and Payments Convergence out-
lines a vision for merging healthcare identity authentication and
payments and provides insight into the opportunities and chal-
lenges afforded to the healthcare community as the U.S. migrates
to EMV. The goal of the convergence vision is to leverage available
technology to add healthcare identity authentication applications
to the current payments infrastructure.

The white paper examines potential scenarios for convergence and
explores the implementation considerations associated with each
scenario.

SCENARIOS FOR CONVERGENCE

Healthcare identity authentication and payment convergence can
be realized through a variety of technological options, involving ei-
ther back- or front-end integration. Back-end integration requires
agreement across a network of payment and healthcare provider
systems and on a platform definition (including API functional-
ity). In addition, having a financial processor’s system perform
transactions directly with a healthcare provider’s system requires
significant security oversight and compliance. In contrast, front-
end integration at a POS terminal or on a chip card can be man-
aged without complex cross-industry involvement; both chip cards
and POS terminals are designed to support multiple applications
(e.g., an EMV payment application and a healthcare identity ap-
plication).

The white paper describes the integration requirements, benefits,
and risks associated with four scenarios that exemplify front-end
integration:
o Scenario 1: two chip cards and one multi-application POS
terminal
Two chip cards perform independent transactions on the
same POS terminal, which runs two separate applications to
route transaction information to the appropriate back-end
system
o Scenario 2: one multi-application chip card and one multi-
application POS terminal
A single chip card hosts two applications that use the same
POS terminal. One chip card application manages financial
payment transactions; the second application manages
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healthcare identity authentication. The POS terminal runs two
separate applications to route transaction information to the
appropriate back-end system

o Scenario 3: one chip card with a “special” payment application
In a variation of Scenario 2, a special payment application on
the chip card provides non-payment transaction support.

o Scenario 4: mobile healthcare transactions
Mobile transactions can use Near Field Communications
(NFC) with a POS terminal that supports contactless payment
transactions. The mobile application could use a derived
credential from any of the above scenarios to facilitate a
mobile transaction for healthcare identity authentication or
payment

IMPLEMENTATION CONSIDERATIONS

The healthcare industry faces challenges in implementing both
EMV chip payment and healthcare identity authentication appli-
cations. The white paper explores these challenges, which include
the cost of implementation, the speed with which adoption occurs,
the complexity associated with issuing multiple applications, new
mobile requirements, and support for interoperable standards.

RECOMMENDATIONS

Healthcare industry requirements can only be met using secure
technologies that do not sacrifice the quality of patient care. Smart
card solutions consistently meet all security standards and can ad-
dress current types of healthcare fraud. The U.S. is moving quickly
to EMV chip technology for credit and debit card payments; the
healthcare industry has the opportunity to leverage the resulting
new infrastructure to reduce fraud significantly and improve pa-
tient identity authentication.

The white paper recommends that healthcare organizations le-
verage proven smart card-based technology, including the EMV
payments infrastructure. Organizations that upgrade to EMV
benefit from enhanced payments security and reduced fraud. The
healthcare industry will experience maximum benefit if adoption
is uniform and the EMV chip infrastructure is also leveraged for
healthcare identity authentication.

ABOUT THE WHITE PAPER

This white paper was developed by the Smart Card Alliance Health
and Human Services Council to outline a vision for healthcare
identity authentication and payments convergence and to pro-
vide insight into the opportunities and challenges afforded to the
healthcare community as the U.S. migrates to EMV.

Participants involved in the development of this white paper in-
cluded: ABnote; Ingenico; MasterCard; LifeMed ID Inc.; Veri-
fone; Visa Inc.; XTec, Inc.
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Healthcare 2.0: A New Paradigm for a Secure
and Streamlined Healthcare Industry

Healthcare spending losses to fraud and
abuse total $272 billion a year, but no single
part of the healthcare system is responsible.
Each stage of healthcare has risks of fraud,
errors, waste and abuse. These vulnerabili-
ties can be reduced at every stage by imple-
menting an identity management system
based on smart card technology.

The infographic, “Healthcare 2.0: A New

Paradigm for a Secure and Streamlined
Healthcare Industry,” depicts the impact

of smart card technology on the future of
healthcare identity authentication, and
suggests how current challenges can be
solved through interoperability, increased
security, and multi-factor authentication.

The infographic (shown in the figure be-
low) provides an overview of the state of
today’s healthcare market, and the existing

gealthcare

A new paradigm for a secure and
™ streamlined healthcare industry

$%

o

Total health spending in America
is a massive

$2.7 trillion

2.3 million

Americans were victimized in 2014

Over1 1 2 mi"iOI'l records

were compromised in 2015

impact of medical identity theft, fraud and
abuse, and patient matching errors. It then
shows the solutions that can be implement-
ed to make healthcare more secure at every
stage, including:
« Strong authentication, using a secure
chip-based identity verification process
« Secure payment, using a secure chip-
based payment method such as EMV
o Chain of trust, establishing a trust
anchor and assuring the system is
worthy of trust
« Accountability, ensuring acceptance
and responsibility for action

The infographic also includes a detailed
outline (not shown) of all of the stages of
care — pre-treatment, treatment, documen-
tation, billing and post-treatment- with
key risks of fraud, errors, waste and abuse

every year

Every year fraud and improper payment cost
the U.S. Medicare and Medicaid programs

$77 hillion

0,
48-2 /0 of fraud losses across the globe
come from U.S. card holders. But the U.S.

at each stage and the secure solutions that
can address those risks.

The infographic has been used in Council
presentations at healthcare industry events
to showcase the benefits of smart card tech-
nology for healthcare identity management
and authentication.

ABOUT THE INFOGRAPHIC

This infographic was developed by the
Smart Card Alliance Health and Human
Services Council to depict the impact of
smart card technology on the future of
healthcare identity authentication, and
suggest how current challenges can be
solved through interoperability, increased
security, and multi-factor authentication.
Participants involved in the development
of this infographic included: ABnote; First
Data; Gemalto; LifeMed ID Inc.; XTec, Inc.

Healthcare spending losses
to fraud and abuse total

$272 billion

annually

%
Today 1 2 o of patient

records are mismatched

%
1 9 o of CIOs cite

Smart Cal"d contribution to overall card sales
A"iance 65% of victims paid an average of volume worldwide was only 21 ,4% mismatching as the cause of adverse
$13,500 to resolve the crime patient events
Last year U.S. payment card issuers

A single stolen healthcare record on the reported loses due to counterfeiting totaling An average hospital has

T i
cyber black market is worth 350 s3 .89 bll Ion 96,000 guglicatsrecons
Solutions to make healthcare more secure at every stage |
: :
Strong Authentication Secure Payment = Chain of Trust =2 Accountability E—

The process that ensures acceptance and
responsibility for actions.

A technical process that begins with a trust
anchor and assures the system as a whole is
worthy of trust.

A secure chip-based payment such as
payment using the EMV technical standards.

A secure chip-based identity verification
process requiring multiple factors and a
cryptographic protocol.

Within the healthcare chain of trust, an
auditable review can highlight fraudulent or
erroneous activity.

©

Chip-based payments can reduce card-
present fraud for healthcare payers and

providers.

A chain of trust should guarantee the
authenticity of the people, issuers, equipment,

Strong authentication assures the identity
of patients, providers and connected
devices.

networks, and other components of the
healthcare infrastructure.
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IDENTITY COUNCIL

MISSION: Promote best policies and practices concerning person and machine identity,
including strong authentication and the appropriate authorization across different use cases

OFFICERS
o Chair: Frazier Evans, Booz Allen Hamilton
e Vice Chair: Neville Pattinson, Gemalto
o Secretary: Sal D’Agostino, IDmachines

STEERING COMMITTEE
o Steering Committee
o Stefan Barbu, NXP Semiconductors
o Sal D’Agostino, IDmachines
o Frazier Evans, Booz Allen Hamilton
o Steve Howard, CertiPath
e Ahmed Mohammed,
Oberthur Technologies

o Neville Pattinson, Gemalto
o Steve Rogers, IQ Devices
e Rob Zivney, ID Technology Partners

TOP CONTRIBUTORS
« Philip Andreae, Oberthur Technologies
« Peter Cattaneo, Identiv
« Sal D’Agostino, IDmachines
« Michael Poitner, NXP Semiconductors

HONOR ROLL
« Philip Andreae, Oberthur Technologies
« Don Campbell, SurelD, Inc.

IDENTITY COUNCIL MEMBER ORGANIZATIONS

o Peter Cattaneo, Identiv
« Sal D’Agostino, IDmachines
o Emmanuelle Dottax,
Oberthur Technologies
o Frazier Evans, Booz Allen Hamilton
o Michael Poitner, NXP Semiconductors
« Jenya Rivkin, Infineon Technologies

ACTIVITIES
o Smart Card Technology and the FIDO
Protocols white paper, in collaboration
with the FIDO Alliance (April 2016)

Accenture « Advanced Card Systems Ltd. « Booz Allen Hamilton « CertiPath « CH2M « Consult Hyperion « Defense Manpower Data Center o
Department of Homeland Security « Entrust Datacard « Exponent, Inc. « Fiserv « Gemalto « General Services Administration « Giesecke &
Devrient « Hewlett Packard Enterprise « HID Global « Identification Technology Partners Inc. « IDmachines « Infineon Technologies « Initiative
for Open Authentication « IQ Devices « Kona I « Lenel Systems International « Multos International « NextGen ID, Inc. ¢ NIST « NXP Semi-
conductors « Oberthur Technologies « Quantum Secure « SAIC — Science Applications International Corporation « SecureKey Technologies o
SigNet Technologies, Inc. « SureID, Inc.  Tyco Software House « Tyfone « Ultra Electronics Card Systems o U.S. Department of State « Visa

Inc. « Wells Fargo « Xerox « XTec, Inc.
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YEAR IN REVIEW: IDENTITY COUNCIL CHAIR
Security and Identity Protection Remain Priorities

As I'look back on this year, I am reminded of the challenges that threatened security and identity in government and business.
The release of the Panama Papers, continued releases from the Snowden breach, and other challenges and threats have shown us
that identity protection and data security are paramount to a successful 2017. Industry and government are the cornerstones of
these efforts. The more we deploy strong two-factor authentication and the more we protect data with encryption, the more we
will diminish the impacts of cyber-attacks.

A RISE IN PIV USAGE

We have seen the Department of Defense (DoD) benefit from the use of the Common Access Card (CAC) thus reducing cyber-
attacks by 46% overall. The Federal government has been deploying the Personal Identification Verification (PIV) Card for federal
employees and the PIV-Interoperable (PIV-I) Card for non-federal employees. The PIV Card has been used for physical security
but is gradually making a steady impact on logical security authentication by removing the username/password vulnerability.
This year Trevor Rudolph, chief of the eGov Cyber Unit for the Executive Office of the President (EOP) and the Office of
Management and Budget (OMB), reported the success of OMB’s use of PIV cards to authenticate users on federal systems since
the Cybersecurity Sprint initiative of summer 2015. Rudolph cited that civilian PIV Card usage rose from 42% to 72% as a result,
and is now over 80%. Incidents relating to authentication decreased by 16% in the last two quarters of FY15, per Rudolph.

Director of the Federal Identity, Credential, and Access Management (FICAM) Program at the General Services Administration
(GSA), Jim Sheire also shared successes from the increased agency adoption of PIV, reporting a 20% increase in PIV issuance
from GSA USAccess since the OMB initiative launched.

Contrary to Terry Halvorsen, the Defense Department CIO who wants to phase out the CAC over the next two years, I
believe there is a long and fruitful future for the CAC in DoD along with introducing some alternative forms of authentication
technology for applications where the full CAC features are not needed.

ADVANCEMENTS FOR 2017
Another advancement we should focus on in 2017 is the progression of e-Government and e-services within government.
Ultimately, e-Government in the U.S. will provide programs that enable:
o Effective and nimble response to solve America’s most significant concerns in a secure digital manner
« A digitally collaborative environment where employees are encouraged to do what is in the best interest of Government and
people
o A rapid and effective response to critical events ,providing better outcomes for the public and increasing public trust
 Enhanced employee engagement, innovation and productivity through access to tools they need to efficiently share
knowledge, collaborate and innovate

A recent case study in Estonia’s government concerned improving security, reducing ID fraud and creating trusted online access
options. These are high on any government’s agenda, with a call for greater security features and the necessary legislation to
implement them. Estonia was able to create and deploy national eID cards that allow citizens to use government services online,
i.e., to register the birth of a child or marriage, buy train tickets and more. Most of these services in
the U.S. require time and travel; in Estonia those tasks are accomplished by logging into an account
and submitting the information via a secure site.

The GSA has launched a new eGov initiative called 18F after the end of the previous GovConnect
program. Part of the GSA Technology Transformation Service, 18F helps other federal agencies

build, buy and share efficient and easy-to-use digital services. While still far away from the

achievements of Estonia, all eyes are on 18F to put the U.S. into an eGov future of secure and Neville Pattinson,

efficient online services. CISSP, CIPP, CSCIP
Senior Vice President of

As I close 2016, I look forward to 2017 as the year of derived mobile PIV credentials (a variation of ~ Government Sales

the physical PIV credential) coming into usage and hope the U.S. can benefit from 18F as an eGov. Gemalto North America
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Smart Card Technology and the FIDO Protocols

The Fast IDentity Online (FIDO) Alliance
is a 250-member organization with one
goal: to design simple, secure online user
authentication. To achieve that goal, the
FIDO Alliance undertakes the following
activities:

« Developing technical specifications
that define an open, scalable,
interoperable set of mechanisms for
the online authentication process

 Obtaining formal standardization for
the specifications

o Operating industry programs to help
ensure worldwide adoption of the
specifications

Smart Card Technology and the FIDO Pro-
tocols describes the role of smart card tech-
nology in enhancing the security of FIDO
implementations. The white paper includes
the following content:
« An overview of strong authentication
o A description of FIDO principles and
protocols
o A description of the security benefits
achieved using smart card technology
in FIDO protocol implementations
« Use cases that currently implement
FIDO protocols with smart card
technology

The white paper covers only the identity
authentication process. Identity manage-
ment and proofing processes are outside
this white paper’s scope.

WHY FIDO?

The de facto standard for online authenti-
cation is to require a user name and pass-
word. However, password-only authen-
tication is susceptible to a wide range of
attacks, and issues are associated with all
of the technologies available to improve
online authentication security. FIDO ad-
dresses these issues with two protocols: a
simple enrollment protocol and a highly
secure authentication protocol.

FIDO PROTOCOLS

The FIDO authentication protocols, called
Universal Second Factor (U2F) and Uni-
versal Authentication Framework (UAF),
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are designed to support robust authentica-
tion while providing a superior user expe-
rience and protecting user privacy. They
are also intended to implement a user expe-
rience that combines ease of use with proof
of intent: proof of a user’s physical presence
activates the protocol. The protocols are
supported by published specifications.

The protocols rely on standard public key
cryptography that requires neither a public

key infrastructure nor certificate authori-
ties or complex policies. They do require a
FIDO authenticator—a hardware or soft-
ware appliance possessed by the user of the
online service. The process by which they
function involves two phases—a set-up
phase and an authentication phase. Use of
the protocols delivers strong token assur-
ance but does not address identity assur-
ance.

UAF AND U2F EXPERIENCE
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Smart cards contain memory and
processors that are protected
physically. The processor includes
either one external interface or
two separate interfaces that are
controlled by the processor.

FIDO AND SMART CARD TECHNOLOGY
Implementing the FIDO protocols using smart card technology
can strengthen the security of the identity authentication process
and share the benefits of smart card technology with a wider audi-
ence.

Smart cards contain memory and processors that are protected
physically. The processor includes either one external interface or
two separate interfaces that are controlled by the processor. Run-
ning the software that implements the FIDO protocols on the pro-
cessor in a smart card chip or embedded secure element physically
isolates the software from the device hosting the Web browser, al-
lowing the software to execute securely. Both the code and the data
are encrypted. In addition, they are protected hardware security
features in the chip and module packaging.

Vendors creating FIDO authenticators can take advantage of smart
card security features and at the same time provide a secure envi-
ronment to host other security-critical applications, such as pay-

ment or transport. A variety of use cases are included to illustrate
that the combination of FIDO protocols and smart card technol-
ogy provides a range of benefits.

ABOUT THE WHITE PAPER

This white paper was developed by the Smart Card Alliance Iden-
tity Council, in collaboration with the FIDO Alliance, to describe
the role of smart card technology in implementations of the FIDO
protocols.

Participants involved in the development of this white paper
included: CertiPath; CH2M; Deloitte and Touche LLP; Ge-
malto; IDmachines; Infineon Technologies; Initiative for Open
Authentication (OATH); & Security; NXP Semi-

conductors; Oberthur Technologies; SAIC; SurelD, Inc.; XTec, Inc.

Safran Identity

payments @ the speed of life

Think it. Do it.
Money movement — safely,

securely — at the point of thought.

fiserv.com /EMV

© 2016 Fiserv, Inc. or its affiliates. All rights reserved.
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http://www.certipath.com/
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http://www.saic.com/
http://www.sureid.com/
http://www.xtec.com/

0101011101010
0001
1010111
11
1001010
110
00111010

01

11
1001011

101010001

|IOT SECURITY COUNCIL

MISSION: Develop and promote best practices and provide educational resources
on implementing secure loT architectures using “embedded security and privacy”

OFFICER HONOR ROLL ACTIVITIES
e Chair: Willy Dommen, Accenture » Stu Cox, Giesecke & Devrient » Development and approval of Council
» Willy Dommen, Accenture charter (March 2016)
INTERIM LEADERSHIP COMMITTEE + Imran Hajimusg, Verifone « Member survey on priority vertical
* Stu Cox, Giesecke & Devrient ‘ Gon,da Lamberink, UL, markets, use cases and projects (2016)
« Willy Dommen, Accenture o Sami Nassar, NXP Semiconductors
« Gonda Lamberink, UL « Nicholas Vondrak, Safran Identity & « Framework for Council discussions on the
o Sami Nassar, NXP Semiconductors Security IoT ecosystem and security requirements

o Christopher Williams, Exponent + Christopher Williams, Exponent (May 2016)

o www.loTSecurityConnection.com content
TOP CONTRIBUTORS portal (August 2016)
« Gonda Lamberink, UL
o Sami Nassar, NXP Semiconductors
« Christopher Williams, Exponent

» Embedded hardware security for IoT
applications white paper (in process)

10T SECURITY COUNCIL MEMBER ORGANIZATIONS

ABnote « Accenture  Advanced Card Systems Ltd. « Allegion « American Express « Booz Allen Hamilton « CH2M « Chase Card Services o
Consult Hyperion « CPI Card Group « Datawatch Systems « Defense Manpower Data Center « Discover Financial Services « Entrust Datacard
Exponent, Inc. « First Data « FIS « Fiserv « Gemalto « Giesecke & Devrient « Hewlett Packard Enterprise « HID Global « Identification Technol-
ogy Partners Inc. « IDmachines « Infineon Technologies « Ingenico e Initiative for Open Authentication « INSIDE Secure « Interac Association/
Acxsys Corporation « Intercede Limited » IQ Devices « Lenel Systems International « LTK Engineering Services « MasterCard « Metropolitan
Transportation Authority « Metropolitan Transportation Commission « NextGen ID, Inc. « NXP Semiconductors « Oberthur Technologies o
Quantum Secure Inc. « Rambus Bell ID « SAIC - Science Applications International Corporation e Safran Identity & Security « San Francisco
Bay Area Rapid Transit District (BART) ¢ Scheidt& Bachmann USA « SHAZAM .« SigNet Technologies, Inc. « Southeastern Pennsylvania
Transportation Authority (SEPTA) « STMicroelectronics « SureID, Inc. « TSYS « TycoSoftware House « Underwriters Laboratories (UL) « U.S.
Department of Transportation/Volpe Center « Valid USA « Vantiv « Verifone « Visa Inc. « Vix Technology « Xerox « XTec, Inc.
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YEAR IN REVIEW: IOT SECURITY COUNCIL CHAIR
New Council Generates Energy and Excitement

It has been a few years since a new council was organized within the Smart Card Alliance. Over the last year, we organized
a new council focused on IoT (Internet of Things) security at the device level. Interestingly, the greatest accomplishment
this past year was not getting the group organized - typically an enormous task. This was because the team, with their broad
range of experience and expertise, jelled very quickly. Defining the IoT ecosystem in such a manner to provide a frame of
reference and a common understanding turned out to be our most significant accomplishment.

s N

ALL THINGS IOT

As we very quickly discovered, IoT is a very broad term liberally applied
throughout the media. Depending on background, IoT conjures up a very
different vision to different people. For example, smart cities and fitness
devices are all IoT. However, while each of these verticals is referred to

as IoT, they have very different characteristics. The definition and IoT

ecosystem framework developed by the new Council required broad MORE DIVERSE AUDIENCE
participation, and not surprising for the Alliance, it’s a very collegial group.
This work will now serve as the basis for moving forward with future
projects. CHANGE
ADDRESSING THE CHALLENGES
As we move forward in 2017, there are several future challenges that we

need to address. The first challenge is to figure out the industry verticals that TIGHTLY FOCUSED
the Council should focus on. Over the last year as we were organizing the
Council, it became quite clear that IoT touches virtually every industry in
one form or another. We recognized that it would be impractical to focus

on every vertical. However, a project completed for one vertical may be
applicable to another with some modification or optimization. The second
challenge is how to best deliver the Alliance message about the value our

activities can provide across the IoT ecosystem, particularly in securing the N /
ToT at the device level. The Smart Card Alliance is all about securing the

credentials that identify a user or device to an ecosystem. With our entry into IoT, we have to reach a broader and much

more diverse audience for our “message.” This circumstance represents a change from the existing councils that are tightly

focused on a specific function (e.g., identity management) or industry (e.g., payments or transportation).

The third challenge is to attract members from industries and suppliers that have not been
traditionally participating in Alliance activities. This challenge also includes attracting new
participants from existing members. Many of our member companies have significant IoT
activities and related services. The value of any organization corresponds to the level of
participation of the members. Now that the IoT Security Council is up and running, we need
to “beef-up” membership; both new participants from existing Alliance member organizations

and, most importantly, new member companies from the different IoT verticals.

So in closing, I thank everyone who has been a part of getting the IoT Security Council up and Willy Dommen
running. And, I am looking forward to some really great pieces of work that will be produced in Senior Manager
the next the few years as we continue to move “secure” IoT further into our daily lives. Accenture
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MOBILE COUNCIL

MISSION: Raise awareness and accelerate the adoption of secure payments, loyalty, marketing,
promotion/coupons/offers, peer-to-peer, identity, and access control applications using mobile and

tethered wearable devices

OFFICERS
e Chair: SadiQ Mohammed, MasterCard
e Vice Chair: Sree Swaminathan, First Data

STEERING COMMITTEE
e Maarten Bron, UL
« Rob Canterbury, NXP Semiconductors
« Stu Cox, Giesecke & Devrient
o David deKozan,
Cubic Transportation Systems
o Mike English, Heartland Payment Systems
« Frazier Evans, Booz Allen Hamilton
o Imran Hajimusa, Verifone
o Peter Ho, Wells Fargo
« Simon Laker, Consult Hyperion
o Pedro Martinez, Gemalto
o Sadiqg Mohammed, MasterCard
« Fawad Nisar, Discover Financial Services
o Scott Rau, Chase Card Services
« Steve Rogers, IQ Devices
o Gerry Schoenecker, Ingenico
o Rajesh Sharma, INSIDE Secure
« Manjot Sohi, Capgemini
o Chandra Srivastava, Visa Inc.
o Sree Swaminathan, First Data
o Erich Tompkins, AT&T Mobility Services

TOP CONTRIBUTORS
o Deborah Baxley, Paygility
« Steve Rogers, IQ Devices
« Tony Sabetti, CPI Card Group
o Sridher Swaminathan, First Data

HONOR ROLL
o Deborah Baxley, Paygility
e Martin Bron, UL
« Hank Chavers, GlobalPlatform
 David deKozan,
Cubic Transportation System
o Chris Edwards, Intercede
» Ana Egan, Discover Financial Services
o Frazier Evans, Booz Allen Hamilton
« Scott Hagstrom, ABnote
o Sarah Hartman, TSYS
o Peter Ho, Wells Fargo
« Simon Laker, Consult Hyperion
o Christine Lopez, Vantiv
« Don Malloy,
Initiative for Open Authentication
o Pedro Martinez, Gemalto
o Robert Merkert, Sr., Advanced Card
Systems Ltd.
« Steve Mott, BetterBuyDesign
« Manish Nathwani, SHAZAM
o Akif Qazi, Discover Financial Services
 Lokesh Rachuri, Capgemini
« JC Raynon, Verifone
« Steve Rogers, IQ Devices
« Tony Sabetti, CPI Card Group
+ Gerry Schoenecker, Ingenico
o Adam Smitherman, TSYS
 Chandra Srivastava, Visa Inc.
 Brian Stein, CH2M
o Sridher Swaminathan, First Data
o Tom Zalewski, Aikon Consulting

MOBILE COUNCIL MEMBER ORGANIZATIONS
ABnote » Accenture « Advanced Card Systems Ltd. « Allegion « American Express « AT&T Mobility Services LLC « Booz Allen Hamilton e
Capgemini « CH2M « Chase Card Services ¢ Clear2Pay « Consult Hyperion « CPI Card Group « Cubic Transportation Systems, Inc. « Datawatch
Systems « Department of Homeland Security « Discover Financial Services « Entrust Datacard « Exponent, Inc. « FIME o First Data « FIS « Fiserv o
Gemalto « Giesecke & Devrient « Heartland Payment Systems « Hewlett Packard Enterprise « HID Global « Identification Technology Partners
Inc. « Incomm e Infineon Technologies « Ingenico « Initiative for Open Authentication « INSIDE Secure « Interac Association/Acxsys Corpora-
tion « Intercede Limited « IQ Devices « Kona I « Lenel Systems International « MasterCard « Natural Security « NBS Technologies « NXP Semi-
conductors « Oberthur Technologies « Quadagno & Associates « Quantum Secure Inc. « Rambus Bell ID  Safran Identity & Security « SecureKey
Technologies ¢« SHAZAM « STMicroelectronics e SurelD, Inc. « Thales e-Security « TSYS « Underwriters Laboratories (UL) « Valid USA « Vantiv «
Verifone o Visa Inc. « Vix Technology « Wells Fargo « Xerox « XTec, Inc.
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ACTIVITIES
o 2015 NFC Solutions Summit Workshop,
Implementation Considerations for NFC
and other Mobile Technologies: Payments
and Beyond (October 2015)

o NFC Non-Payments Use Cases white paper
(December 2015)

o EMYV and NFC: Complementary
Technologies Enabling Secure Contactless
Payments white paper, in collaboration
with the Payments Council (December
2015)

o New Council name and charter (March
2016)

o In-person meeting at 2016 Payments
Summit (April 2016)

o EMYV Tokenization webinar (November
2016)

» Mobile identity authentication white paper
(in process)

o Trusted Execution Environment (TEE) 101
white paper (in process)

» Mobile profiles and provisioning white
paper (in process)

» Relationships with GlobalPlatform and
NFC Forum


http://www.smartcardalliance.org/publications-nfc-non-payments-use-cases/
http://www.smartcardalliance.org/publications-emv-and-nfc-complementary-technologies-enabling-secure-contactless-payments/
http://www.smartcardalliance.org/publications-emv-and-nfc-complementary-technologies-enabling-secure-contactless-payments/
http://www.smartcardalliance.org/publications-emv-and-nfc-complementary-technologies-enabling-secure-contactless-payments/
http://www.smartcardalliance.org/activities-councils-mobile-council/
http://www.smartcardalliance.org/activities-events-webinar-emv-tokenization/

YEAR IN REVIEW: MOBILE COUNCIL CHAIR
Mobile Devices: Getting Smarter and Better
and Looking You in the Eye

For those not actively involved in council activities, you may not have noticed the council name change. After extensive
debate we decided to change the council name from “Mobile and NFC Council” to simply “Mobile Council” This aligns
nicely with other council names such as the Payments Council and Identity Council, but more importantly, gives the
council a broader remit to look at all things mobile. I feel very satisfied with the tremendous effort and focus on NFC and
the numerous NFC-related white papers and webinars that the council developed in the last few years. This has definitely
led to a greater industry understanding of NFC as a mainstream technology that is now available on almost all mobile
devices. Looking forward, mobile devices are only going to get smarter and better, and potentially be bundled with newer
technologies, and that is where the council will be focusing its future work.

In the last year or so there have been three key market trends that have been )
impacting mobile devices and that have driven council activities:
« Authentication - the ability to use mobile devices in different ways to MOBILE
authenticate the user DEVICES
 Tokenization - the ability to have unique credentials for specific devices
o Trusted Execution Environments (TEEs) - the ability to securely store
and process sensitive data on mobile devices
AUTHENTICATION ABOUNDS NEWER
The council developed a white paper on mobile authentication, which TECHNOLOGIES
provides a detailed look into new, innovative authentication methods. Most
flagship smart phones now come standard with fingerprint readers, and

FOCUSING

unlock their devices and to authenticate themselves for various services. \ J

users are increasingly getting comfortable with using their fingerprint to

Samsung, Microsoft and a few others are further pushing the envelope with

the introduction of iris or retina scan technology to authenticate users.

MasterCard has also been actively experimenting and promoting other facial recognition methods with a product called
Identity check, or colloquially referred to as “Selfie-Pay” to authenticate a payment via facial recognition.

From a mobile payments perspective, one key technology behind many of the commercially deployed wallets is tokenization.
Tokenization quietly adds layers of security in the background. As a result, the technology is not well understood. In order
to provide education around tokenization, the Mobile Council hosted a webinar on “EMV Tokenization” in November,
which was very well-attended.

PROTECTION NEEDS

While tokenization eliminates the need for using the primary account number (PAN) in many
devices, there is still a need to protect tokens, keys and other sensitive data on mobile devices.
One technology gaining momentum is the Trusted Execution Environment (TEE), which is
being built into many new devices to store and process sensitive data. The council is currently
working on a “TEE 101” white paper on this latest technology.

Wearables are also seeing increasing consumer adoption and many of the technologies that

we're discussing may be equally applicable to these devices. The mobile space continues to Sadiq Mohammed
bring excitement and innovation and I am very privileged to be leading the Mobile Council Senior Business Leader,
and working with greatest minds in this space. I sincerely thank you for all your efforts and Vice President

urge you to continue to participate in Mobile Council activities to share your insights and Mastercard - Enterprise
knowledge and bring about greater understanding of these technologies to the wider industry. Security Solutions
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NFC Non-Payments Use Cases

Contactless payment is the most common use of Near Field Com-  lar mobile devices.NFC is widely available for devices running a

munication (NFC) technology in mobile devices. Apple Pay, An-  variety of operating systems and is supported in over 330 phone

droid Pay, and Samsung Pay are three prominent examples of
contactless payment solutions that leverage NFC technology and
mobile device security to enable convenient, secure payment.
However, NFC technology has other, non-payments uses.

NFC Non-Payments Use Cases describes such uses in situations
that also require a secure user credential and that have actually
been implemented. Content includes:
« An overview of NFC technology
o Detailed descriptions of various non-payments use cases
 Approaches to securing sensitive user credentials for non-
payment applications

A variety of mobile applications can take advantage of NFC to
implement secure and convenient transactions. Common among
many such applications is the need to provision a credential to a
mobile device, store the credential on the device, and use the cre-
dential for a transaction. In addition, different use cases involve
different ecosystem participants and have different requirements
for security and operational performance.

By highlighting innovative implementations and security ap-
proaches that protect sensitive user credentials, this white paper
provides a vision for business cases that could drive the use of NFC
beyond payments.

NFC OVERVIEW
NEC is a standards-based, short-range wireless communication
technology for transferring data between smart phones and simi-
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models, tablets, and other mobile devices.

NEC can be implemented in three different operating modes:

Reader/writer, which enables NFC devices to read and write
information to NFC tags

Peer-to-peer, which enables NFC devices to exchange data
and share files

Card emulation, which enables NFC devices to function as
contactless smart cards

The overview identifies the various standards with which NFC

complies and the ecosystem participants and lists potential uses.

USE CASES

Non-payments use cases are explored in four categories:

Marketing, where NFC can be used for loyalty applications
and coupons and offers

Identity and access, where NFC can be used for hospitality
check-in, travel boarding passes, physical access control,
vehicle access control, and healthcare tracking and
monitoring

Ticketing, where NFC can be used for transit ticketing and
event ticketing

Gaming, meaning electronic games played on a handheld
device

The use-case descriptions identify the associated value proposi-

tion, list ecosystem participants, and discuss relevant implemen-



By highlighting innovative implementations and
security approaches that protect sensitive user
credentials, this white paper provides a vision for
business cases that could drive the use of NFC

beyond payments.

tation considerations. The real-world ex-
amples are described in detail.

SECURITY CONSIDERATIONS
NEC can be used to present a user creden-
tial or virtualize a plastic card. One key
question for non-payments use cases is
how to protect the cryptographic creden-
tials and sensitive data associated with a
credential or card.

The paper suggests two different technical
approaches to achieving security: using
the secure element in the mobile device,
or using host card emulation (HCE). Stor-
ing credentials in a secure element protects
them just as a physical contactless smart
card protects them; however, provision-
ing a secure element requires the use of a
complex ecosystem. Using HCE technol-
ogy means that NFC commands can be
routed to an application running in the

device’s operating system; however, HCE
implementations must implement addi-
tional security approaches to ensure that
sensitive information and transactions are
protected.

IMPLEMENTATION
CHALLENGES
While some challenges are unique to a par-
ticular use case, others are common:
o Infrastructure challenges
o Credential security model challenges
o Absence of consistency across device
types
o NFC accessibility or availability
challenges
o Lack of industry-wide standards

The white paper suggests that for non-pay-
ments applications to become common-
place, challenges must be addressed at the
industry or ecosystem level.

ABOUT THE WHITE PAPER

This white paper was developed by the
Smart Card Alliance Mobile Council to
provide an educational resource that high-
lights the different NFC use cases beyond
payments, cites commercial and pilot use
case implementations, and discusses secu-
rity and implementation considerations.

Participants involved in the development
of this white paper included: Advanced
Card Systems Ltd.; Booz Allen Hamil-
ton; Capgemini USA Inc.; CH2M Hill;
Cubic Transportation Systems, Inc.; Dis-

cover Financial Services; First Data Corpo-
ration; Fiserv; Giesecke & Devrient; Heart-

land Payment Systems; Identification
Technology Partners; Ingenico; Inter-

cede; IQ Devices; Morpho; NXP Semicon-
ductors; Oberthur Technologies; Under-

writers Laboratories (UL).

Chip module with antenna
at the rear side of the module

» Easy and economical transition

Chip card antenna

to contactless
> Superior contactless

performance

» Fastest time to market

Radio communication between
chip card antenna and chip module antenna

> Superior quality and reliability

Master the shift towards contactless

Infineon’s dual interface cards with Coil on Module (CoM)
technology supports all applications

Thanks to CoM, issuers and merchants can bring consumers security, speed and convenience
of payment and other applications while removing the traditional obstacles associated with
dual interface cards.

Infineon’s CoM technology, which uses inductive coupling, allows card manufacturers to use
their existing “contact” cards production lines to produce dual interface cards, therefore

Infineon

optimizing cost of ownership, quality and reliability, and supply chain flexibility.

www.infineon.com/payment
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http://www.ch2m.com/
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http://www.idtp.com/
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http://www.iqdevices.com/
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http://www.ul-ts.com/
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PAYMENTS COUNCIL

MISSION: Facilitate the adoption of chip-enabled payments and payment applications in
the U.S. through education programs for consumers, merchants, issuers, acquirers/processors,
government regulators, mobile telecommunications providers and payments service providers

OFFICERS
e Chair: Jack Jania, Gemalto
¢ Vice Chair: Nick Pisarev,
Giesecke & Devrient
e Secretary: Ellie Smith,
Discover Financial Services

STEERING COMMITTEE
o Philip Andreae, Oberthur Technologies
o Troy Bernard, CPI Card Group
¢ Deana Cook, Chase Commerce Services
¢ Jose Correa, NXP Semiconductors
o Brady Cullimore, American Express
o Terry Dooley, SHAZAM
o Mike English, Heartland Payment Systems
¢ Imran Hajimusa, Verifone
¢ Simon Hurry, Visa Inc.
e Jack Jania, Gemalto
o Arnaud Moser, Infineon Technologies
¢ Nick Pisarev, Giesecke & Devrient
o Sherif Samy, UL
» Rajesh Sharma, INSIDE Secure
o FEllie Smith, Discover Financial Services
e John Smith, First Data
» Manjot Sohi, Capgemini
o Jamie Topolski, Fiserv

TOP CONTRIBUTORS
o Deborah Baxley, Paygility
« Sarah Hartman, TSYS
« Oliver Manahan, Infineon Technologies
o Sridher Swaminathan, First Data

HONOR ROLL
o Andreas Aabye, Visa Inc.
« Philip Andreae, Oberthur Technologies
o Suresh Bachu, Capgemini
« Deborah Baxley, Paygility
« Brent Bowen, Valid USA
« Aron Clark, Visa Inc.
« Deana Cook, Chase Commerce Solutions
« Jose Correa, NXP Semiconductors
o Brady Cullimore, American Express
« Mike DeVitto, Metropolitan Transportation
Authority
o Terry Dooley, SHAZAM
o Mike English, Heartland Payment Systems
« Mike Fisher, CPI Card Group
o Allen Friedman, Ingenico
« Sarah Hartman, TSYS
o Simon Hurry, Visa Inc.
« Shane Irvin, TSYS

PAYMENTS COUNCIL MEMBER ORGANIZATIONS

ABnote » Accenture « ACI Worldwide « Advanced Card Systems Ltd. « American Express o
Booz Allen Hamilton « Capgemini « CH2M o Chase Card Services « Clear2Pay « CPI Card
Group « Cubic Transportation Systems, Inc. » Discover Financial Services « Entrust Datacard o
Exponent, Inc. « First Data « FIS o Fiserv « Gemalto « Giesecke & Devrient « Heartland Payment
Systems ¢ Incomm « Infineon Technologies « Ingenico e Initiative for Open Authentication o
INSIDE Secure « Interac Association/Acxsys Corporation « JCB International Credit Card
Company « Kona I « Lenel Systems International « MasterCard « Metropolitan Transportation
Authority « Multos International « NXP Semiconductors « Oberthur Technologies  Quad-
agno & Associates « Rambus Bell ID « Safran Identity & Security « SecureKey Technologies «
SHAZAM « STMicroelectronics  Thales « Tri County Metropolitan Transportation District of
Oregon « TSYS « Tyfone « Underwriters Laboratories (UL) « Valid USA « Vantiv « Verifone o
Visa Inc. « Vix Technology « Wells Fargo  Xerox « XTec, Inc.
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o Jack Jania, Gemalto

 Christine Lopez, Vantiv

o Oliver Manahan, Infineon Technologies

o Chris Marconi, Xerox

« Josh Martiesian, Metropolitan
Transportation Authority

o Sadiq Mohammed, MasterCard

o Arnaud Moser, Infineon Technologies

o Manish Nathwani, SHAZAM

» Nick Pisarev, Giesecke&Devrient

o Peter Quadagno, Quadagno & Associates

o Lokesh Rachuri, Capgemini

o Tony Sabetti, CPI Card Group

o Ellie Smith, Discover Financial Services

 Brian Stein, CH2M

o Sridher Swaminathan, First Data

« Jamie Topolski, Fiserv

» David Worthington, Rambus Bell ID

ACTIVITIES

o EMYV and NFC: Complementary

Technologies Enabling Secure Contactless
Payments white paper, in collaboration

with the Mobile Council (December 2015)

» Payments Summit pre-conference
workshop, The Changing Payments
Landscape in the U.S.: Strategic
Considerations for Issuers and Merchants

April 2016

o In-person meeting at 2016 Payments
Summit (April 2016)

» Contactless EMV Payments: Benefits for
Consumers, Merchants and Issuers white
paper (June 2016)

» Contactless EMV Payments: Opportunities
for Merchants and Issuers webinars
(October and November 2016)

» Contactless EMV payments infographic (in
process)

o EMVCo PAR use cases white paper (in
process)

o Blockchain and smart card technology
white paper (in process)

» Contactless payments Q&A update (in
process)

 Relationship with U.S. Payments Forum
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YEAR IN REVIEW: PAYMENTS COUNCIL CHAIR
The Next Wave in Payments Innovation: Contactless

With the EMV fraud liability shift in our rearview mirrors and EMV on its way to reach ubiquity, the payments ecosystem
has been busy adjusting to the change from swipe to dip. But the dip and then “wait” piece of the equation has been a bit of a
bumpy ride, leading to merchant resistance and customer dissatisfaction.

SHIFT IN FOCUS

In 2016, the Payments Council has shifted its focus to promoting a solution

to these issues as well as providing the next wave in payment innovation:
contactless technology. Over the past decade, contactless payments have
been deployed and adopted successfully around the world. The need for

speed and security has brought contactless technology again to the forefront CONTACTLESS PAYMENTS
of the ecosystem, and the Payments Council worked on several projects to
address the previous issues and ensure successful contactless deployments
in the U.S.

COUNCIL RESOURCES

With publication of the white paper “Contactless EMV Payments: Benefits
for Consumers, Merchants and Issuers,” the Payments Council detailed S ECU RITY
the numerous benefits, the increased value add and the amplified return

SPEED

on investment associated with the implementation of contactless EMV.
Research shows consumers enjoy added convenience, speed and ease of FOREFRONT
use, while issuers and merchants enjoy faster transaction times, increased
number of transactions and displacement of the cash payments. An updated
Q&A developed by the Payments Council addressed recent security
concerns and risk of fraud to consumers. By educating the public and the PROJECTS
ecosystem on combining contactless payments with EMV we can expect
these concerns to diminish and adoption to increase. In further educational
initiatives, the Payments Council hosted two well-attended webinars in S U CC E S S FUL
late fall of 2016 on the opportunities that contactless EMV payments offer
to merchants and issuers. The webinars answered the most important
questions about the adoption of contactless payments, such as: how

contactless fits into today’s payment industry, what is different from earlier \ J
adoption attempts, and why now is the ideal time to adopt contactless.

UPCOMING IN 2017

In 2017, the Payments Council will continue to serve as the industry’s leading educator and
resource. The time for contactless is now, and we look forward to guiding the industry to a
more secure, convenient and innovative payment ecosystem.

T am honored to serve as Chair of the Payments Council and would like to thank all )
participants for their hard work and valued contributions. (]

Jack Jania

Senior Vice President

of Strategic Partnerships
Gemalto
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EMV and NFC: Complementary Technologies Enabling

Secure Contactless Payments

EMYV is a global standard for secure debit and credit payments.
EMV-compliant payments protect against the use of counterfeit,
lost, or stolen cards and skimming. Merchants, issuers, and proces-
sors in the United States are currently in the final stages of upgrad-
ing their infrastructures to accept EMV-compliant payments.

NEC is a set of standards enabling proximity-based communica-
tion between consumer electronic devices (mobile phones, tablets,
personal computers). NFC supports an extremely simple man-ma-
chine interface, facilitating its use for mobile payment.

NFC and EMV are companion technologies. NFC applies to how
devices communicate; EMV applies to payments made with con-
tact and contactless chip cards or with a mobile NFC device emu-
lating a contactless chip card.

The EMV and NFC white paper clarifies how EMV chip payment
and NFC communications technologies are used together. The
white paper covers the following key topics:
o The current status in the United States of EMV migration and
NEFC
o How EMV chip cards, contactless payments, and NFC
interrelate
o Critical issues to consider before implementing contactless
EMV-compliant payments

CURRENT STATUS

The mandated changeover to EMV has been progressing rapidly
in the US., especially among issuers and consumers. Merchants
have been somewhat slower to adopt the technology. The white pa-
per includes recent statistics on adoption rates by all three types of
stakeholders and suggests what issues may have to be addressed to
facilitate adoption.

The status of contactless payment is slightly different. Contactless
chip cards were first issued in the U.S. in 2004. However, adoption
rates were sluggish in comparison to the rates in countries imple-
menting contactless payment after EMV chip migration. But inter-
est in contactless payments has recently increased, and issuers are
now considering dual-interface cards and new mobile strategies.

Many terminals now support both contactless and contact pay-
ments, and as merchants and acquirers install terminals to support
contact EMV chip card support, merchants may choose to support
contactless payments as well.

TECHNOLOGY AND PAYMENT METHOD
INTERRELATIONSHIP
How EMYV chip, contactless, and NFC for contactless payments in-
terrelate requires an understanding of several processes:

o How EMV chip cards are provisioned

o How EMV chip cards are used at the merchant point-of-sale
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« How payment account credentials are provisioned into mobile
NEC devices
« How mobile NFC devices are used for contactless payments

The white paper describes each process and indicates where and
how they intersect.

CRITICAL IMPLEMENTATION CONSIDERATIONS
The white paper identifies and discusses the following issues for
merchants and issuers who are considering whether to implement
contactless payment with EMV chip cards and mobile NFC de-
vices:
« How to migrate POS systems from contactless magnetic stripe
data to contactless EMV
o What types of transactions to accept
o What cardholder verification methods to implement
o Whether to allow offline transactions
« How to ensure a satisfactory consumer experience
o What costs will be incurred
« How contactless payment adoption is affected by usability
factors including mobile NFC device availability

No “one size fits all” recommendation can dictate whether and
when to implement contactless payments. New mobile NFC devic-
es currently available in the U.S. market support contactless pay-
ment and can be used at the same POS systems that accept contact-
less payment cards. In combination with the EMV liability shift,
this development has motivated many merchants to consider how
to best future-proof their solutions. The paper concludes, however,
that contactless payment using mobile NFC devices is best regard-
ed as a companion solution, rather than a replacement for the card
form factor.

ABOUT THE WHITE PAPER

This white paper was developed by the Smart Card Alliance Mobile
and NFC Council and Payments Council to describe how EMV
and NFC constitute companion technologies and clarify how they
work together to enable secure payments.

Participants involved in the development of this white paper in-
cluded: Advanced Card Systems; American Express; Bell ID; Cap-

gemini; CH2M; Chase Paymentech; CPI Card Group; Discover

Financial Services; First Data Corporation; Fiserv; Gemalto; Gie-

secke & Devrient; GlobalPlatform; Ingenico; Metropolitan Trans-
portation Authority (MTA); NXP Semiconductors; Oberthur
Technologies; Quadagno & Associates; TSYS; Verifone; Visa Inc.;

Wells Fargo; Whole Foods; Xerox.
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Contactless EMV Payments:
Benefits for Consumers,
Merchants, and Issuers

Contactless payments do not require physical contact between a
consumer’s payment device and a point-of-sale (POS) terminal.
The consumer’s payment device can assume a variety of form fac-
tors, including cards, Near Field Communication (NFC)-enabled
smart phones, and wearables. Contactless transactions are crypto-
graphically secure and generate a unique code for each transaction.

Contactless credit and debit card payments were first introduced
in the United States in 2005; over the past decade, contactless pay-
ments have been deployed and adopted successfully around the
world. However, adoption has lagged in the U.S. The absence of
a critical mass of contactless-enabled cards and POS terminals
impeded migration, and the anticipated business opportunity was
never realized.

CURRENT CHANGES TO THE CONTACTLESS
ENVIRONMENT

Contactless payment transactions originally emulated magnetic
stripe data transactions. Currently, however, payments technol-
ogy based on the EMV standard is being rolled out in the U.S. The
move to EMV brings with it global interoperability as well as the
highest standard of security. In addition, contactless EMV transac-
tions are perceived to be much faster than contact transactions.

In light of these developments, the Contactless EMV Payments
white paper offers a fresh look at contactless payments in the cur-
rent U.S. payments environment that is embracing both EMV and
NEC-enabled mobile devices. The white paper addresses relevant
questions about the adoption of contactless payments, focusing on
mass adoption of contactless EMV payments using both cards and
NEFC-enabled mobile devices, by exploring the following topics:

o Where contactless fits in today’s payment industry

o The difference between current adoption attempts and earlier

attempts
o Why now is the ideal time to go contactless

The paper describes the numerous benefits afforded to consumers,
issuers, and merchants who embrace contactless EMV payments.
These benefits include enhanced convenience for consumers and
stronger security for issuers, who can facilitate the required migra-
tion to EMV by issuing dual-interface cards. Merchants realize im-
proved transaction speeds and additional payment options, since
enabling for contactless payments enables all payment devices that
support NFC-based contactless payments, including smart phones
and wearables. And fortuitously, merchants migrating to EMV find
that typically their new POS equipment already supports contact-
less transactions.

Simple, secure, quick
and intuitive

BENEFITS

OF CONTACTLESS
ACCEPTANCE

New
Cardholder
Verification

Methods

)

Use
of Current
Infrastructure

Contactless-capable
EMV acceptance
devices

Point of Entry
Throughput

ROLE OF TRANSIT

The paper suggests that transit can play a key role in promoting
contactless payments in the U.S. market. Proprietary transit fare
payment systems in cities such as Chicago, Philadelphia, New York,
and London are being replaced or upgraded to rely on technolo-
gies that adhere to global payment industry standards. Such “open”
payment systems allow transit customers to pay fares with contact-
less bank cards at transit points of entry. Experience in London
indicates that contactless transit payments drive “top of wallet”
consumer behavior and increased use at contactless-enabled mer-
chants located close to transit stations.

In addressing these topics, the paper includes lessons learned in
Australia, Canada, and the United Kingdom about the relationship
between EMV chip technology and the adoption of contactless
payments. In addition to detailing the benefits of adopting contact-
less payments, including the benefits to issuers of dual-interface
card issuance, the paper summarizes implementation issues for
merchants and issuers who are considering contactless payments.

ABOUT THE WHITE PAPER

This white paper was developed by the Smart Card Alliance Pay-
ments Council to describe the value propositions of contactless
EMYV payments for issuers and merchants.

Smart Card Alliance members who contributed to the white pa-

per included: Advanced Card Systems; American Express; Bell
ID; Capgemini; CH2M; Chase Commerce Solutions; CPI
Card Group; Discover Financial Services; First Data Corpo-
& Devrient; GlobalPlat-
form; Ingenico Group; Metropolitan Transportation Authority
(MTA); NXP Semiconductors; Oberthur Technologies; Quadagno
& Associates; TSYS; Verifone; Visa Inc.; Wells Fargo; Xerox.

ration; Fiserv; Gemalto; Giesecke
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TRANSPORTATION COUNCIL

MISSION: Promote the adoption of interoperable contactless smart card payment systems for
transit and other transportation services and accelerate the deployment of standards-based smart
card payment programs within the transportation industry

OFFICERS

o Chair: Jerry Kane,
Southeastern Pennsylvania Transportation
Authority (SEPTA)

« Vice Chair - Transit: Tina Morch-Pierre,
Dallas Area Rapid Transit (DART)

o Vice Chair - Parking: Brian Stein, CH2M

« Vice Chair - Tolling: Carol Kuester,
Metropolitan Transportation Commission
(MTC) and Bay Area Toll Authority
(BATA)

STEERING COMMITTEE
« Ed Baldzicki, Xerox
« Dave Blue, Cubic Transportation Systems
« Randy Cochran, NXP Semiconductors
o Michael Dinning, U.S. Department of
Transportation/Volpe Center
o Jennifer Dogin, MasterCard
o Greg Garback, WMATA
o Peter Helderman, UL
« Kathy Imperatore, PATCO
« Carol Kuester, MTC and BATA
o John McGee, LTK Engineering Services
« Ken Mealey, American Express
« Gianina Mustar, Giesecke & Devrient

« Craig Roberts, InComm
o Eric Schindewolf, Visa Inc.
o Mike Simanek, Accenture

TOP CONTRIBUTORS
« Carol Kuester, Metropolitan Transportation
Commission (MTC) and Bay Area Toll
Authority (BATA)
o Tina Morch-Pierre, Dallas Area Rapid
Transit (DART)
¢ Brian Stein, CH2M

HONOR ROLL

o Charl Botes, MasterCard

o Marc Cleven, Visa Inc.

« Randy Cochran, NXP Semiconductors

« Mike Dinning, U.S. Department of
Transportation/Volpe Center

« Jennifer Dogin, MasterCard

« Steven Grant, Aberdeen Management
Group

« Jerry Kane, Southeastern Pennsylvania
Transportation Authority (SEPTA)

o Carol Kuester, MTC and BATA

« John McGee, LTK Engineering Services

« Ken Mealey, American Express

TRANSPORTATION COUNCIL MEMBER ORGANIZATIONS

« Tina Morch-Pierre, DART

« Mike Nash, Xerox

« Polly Okunieff, GO Systems and Solutions

¢ Jean Pare, Xerox

o Craig Roberts, Incomm

¢ Brian Stein, CH2M

« Tim Weisenberger, U.S. Department of
Transportation/Volpe Center

ACTIVITIES
« Reference Enterprise Architecture for
Transit Open Payment System white paper
(March 2016)

o In-person meeting at 2016 Payments
Summit (April 2016)

o EMYV and Parking white paper update,
in collaboration with the International
Parking Institute (IPI) (May 2016)

« Multimodal Payment Convergence white
paper (in process)

+ Mobile Ticketing and NFC webinar (in
process)

» Relationships with IPT and U.S. Payments
Forum

ABnote « Accenture « ACI Worldwide « Advanced Card Systems Ltd. « American Express « Benefit Resource, Inc. « CH2M « Chase Card Ser-
vices o Clear2Pay « Consult Hyperion « CPI Card Group « Cubic Transportation Systems, Inc.  Dallas Area Rapid Transit (DART) « Discover
Financial Services « FIME o First Data « Gemalto « Giesecke & Devrient « Heartland Payment Systems « IDmachines « Incomm e Infineon Tech-
nologies « INIT Innovations in Transportation « INSIDE Secure « Intelligent Parking Concepts LLC  Interac Association/Acxsys Corporation e
Invoke Technologies « KICTeam, Inc. » Kona I « LTK Engineering Services « MasterCard Worldwide « Metropolitan Transportation Authority e
Metropolitan Transportation Commission « Moneris « NXP Semiconductors « Port Authority of NY/NJ « Port Authority Transit Corporation
(PATCO) « Quadagno & Associates « Rambus Bell ID « Safran Identity & Security « San Francisco Bay Area Rapid Transit District (BART) «
Scheidt& Bachmann « Southeastern Pennsylvania Transportation Authority (SEPTA) « Smartrac N.V. « STMicroelectronics  Thales « Tri County
Metropolitan Transportation District of Oregon « Underwriters Laboratories (UL) « U.S. Department of Transportation/Volpe Center « Utah

Transit Authority « Vantiv  Verifone « Visa Inc. « Vix Technology « Wells Fargo « Xerox « XTec, Inc.
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YEAR IN REVIEW: TRANSPORTATION COUNCIL CHAIR
Payments Converge Across Transportation Modes

New technology and innovation continued to transform the transportation sector over the past year, especially in how we

plan, track, and pay for travel. Increasingly, operating agencies see opportunities to integrate their core service with emerging
services such as bike sharing, car sharing, and ride sourcing, as well as with existing services such as parking and tolling; this
new collaborative business model operates in several major cities across the U.S. where companies such as Uber and Lyft actively
participate with trip planning on agency websites.

TRAVEL INTEGRATION

The flexibility and convenience of mobile devices has created the opportunity and facilitated the integration of travel services

that allow users to plan multi-modal trips and pay fares to improve their mobility in and around urban areas. The Transportation
Council work activities have focused on the movement toward the convergence of mobility services and payments. Specifically,

the Council worked with the Association of Commuter Transportation to develop a white paper about multimodal payments
convergence. The paper describes different types of convergence, including: the use of common technologies, joint customer
accounts and integrated mobile apps for payments. The white paper provides case studies for each type of payments convergence.
As new types of transportation services emerge, integrated payment is seen as an important element of a seamless approach to mobility.

DEPLOYMENT TIMES

Open payments and open architecture, of course, have been the goals of many transportation operators as they move toward next
generation systems. It is interesting to note, however, that 2016 marked the 10" anniversary of the open payment pilot project led
by New York City’s Metropolitan Transportation Authority (MTA) in collaboration with MasterCard and Citibank, which had
equipped turnstiles with readers at 23 stations along the Lexington Avenue Line on Manhattan’s East Side. Following this successful
pilot, many predicted that rapid data processing and faster transaction

speeds combined with contactless bank card issuance would steer - \
Daily journeys using contactless in London

the industry toward open payments; however, this has not been the

1,400,000

case. In fact, deployment of open systems has been slow in coming.

1,200,000

Currently, only two U.S. transit operators, Utah Transit Authority in
Salt Lake City and the Chicago Transportation Authority, accept bank

1,000,000

issued cards or payments via mobile wallets. Both systems still rely

800,000

heavily upon agency issued cards due to the lack of bank contactless
card issuance. 600000

LONDON,S MODEL 400,000

Fortunately, there is hope. Across the pond, Transport for London 200000 | _;'z,mv

(TfL) has become the model for bank card fare payment thanks to a e

favorable banking climate that includes elements critical to open fare Qq&" B
payment acceptance: [ & ¢ & W S )

« Risk sharing
« Abundant contactless cards
« Offline data authentication

Both tourists and Londoners alike have embraced the technology, and usage has grown steadily
since its 2014 launch. As the graph below indicates, daily riders with contactless cards have
reached 1.2 million out of the daily 15 million trips.

Can U.S. transit operators hope to replicate the TfL model? Although undoubtedly a steep
climb, transportation agencies and authorities are banding together and actively engaging

the payment ecosystem through the Smart Card Alliance and the U.S. Payments Forum Gerald Kane

to communicate the industry’s unique requirements and the benefits available for riders, Senior Project Planner

operators, and banks. New Payment Tech-
nologies

It's been my great privilege to serve as the chair of the Transportation Council over the past year. SEPTA
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EMV and Parking

As the United States moves to an EMV-compliant payments infra-
structure, parking industry stakeholders throughout the payments
value chain need to learn about EMV. The October 2015 EMV
fraud liability shift makes it imperative that stakeholders review
their current payments infrastructure and develop a strategy for
EMYV migration.

This Smart Card Alliance and International Parking Institute
white paper helps the parking industry understand the transition
to EMV and the fraud liability shift. The white paper covers the
critical aspects of deploying EMV-compliant solutions within the
parking infrastructure. The paper is intended primarily for parking
merchants and suppliers and for integrators of parking equipment,
software, and support services.

The EMV and Parking white pa- |
per provides the following infor- |
mation: |
o An overview of EMV
migration, including
historical background
o An explanation of
the features of EMV
chip technology and a
description of different
implementation options
« Key milestones and
guidance for U.S. EMV
migration
« Key considerations for parking industry stakeholders who
want to accept and process EMV chip transactions in both
attended and unattended environments
o The relationship between EMV, U.S. contactless payment card
transactions, and contactless payments using NFC-enabled
mobile devices

The paper includes a list of references that constitute additional
educational resources. An appendix provides an overview of in-
app mobile parking payments, highlighting additional options for
parking owners who are developing long-term payment strategies.

EMV MIGRATION
Parking industry stakeholders should currently be investing re-
sources to prepare for migration to EMV. Key migration consider-
ations include the following:
 Choice of hardware (chip card reader and PIN pad)
« Impact of EMV messaging changes, including requirements
for both physical and logical interface changes
» Requirements for testing and certification, including
requirements for EMVCo terminal-type approval
o Terminal management requirements
« Effect of EMV compliance on functionality, including offline,
payment, and security functionality
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{NSTRUCTIONS

« Cardholder experience, including terminal placement and use
instructions

Parking equipment manufacturers and owners should begin by
conducting an impact analysis to anticipate the scope of the migra-
tion effort.

EMV DEPLOYMENT AND PARKING PAYMENT

The authors recommend that parking owners review their over-
all payment strategy to determine what functionality is needed to
support EMV and the other payment methods currently in use,
such as contactless payments from EMV chip cards or NFC-en-
abled mobile devices.

In addition, the deployment of
EMV chip cards has different
implications for different park-
ing scenarios and for different
payment processes: in-lane ca-

NOBILLS

shiering, pay-on-foot devices,
and pay-in-lane devices. The
paper identifies two key con-
siderations: whether retail-style
EMV chip-enabled POS termi-
nals are suitable for use in cer-
tain parking payment locations,
and whether to support chip-
and-signature or chip-and-PIN
transactions. The paper explores
the implications for attended and unattended environments and
addresses operational impacts, implementation requirements, ef-
fects on transaction speeds, costs, and staff and customer training.
Since the POS acceptance infrastructure is changing with EMV, the
paper also examines whether parking owners should consider sup-
porting contactless transactions from contactless EMV chip cards
and NFC-enabled mobile devices.

ABOUT THE WHITE PAPER

This white paper was developed by the Smart Card Alliance Trans-
portation Council in partnership with the International Parking
Institute (IPI) to educate parking industry stakeholders across the
payments value chain about the critical aspects of deploying an
EMV solution as part of their parking infrastructure.

The initial white paper was published in June 2015, with an update
in May 2016. Participants involved in the development of the May
2016 white paper update included: 20/20 Parking Consultants;
Aberdeen Management Group; CH2M; CPI Card Group; Cubic
Transportation Systems; Dallas Area Rapid Transit (DART); GO
Systems & Solutions; Lumin Advisors; MasterCard; Metropolitan

Transportation Authority (MTA); Metropolitan Transportation

Commission (MTC); Moneris Solutions; Quadagno & Associ-

ates; Southeastern Pennsylvania Transportation Authority (SEP-
TA); Visa Inc.; Walker Parking Consultants.
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Reference Enterprise Architecture for Transit Open
Payment System

Transportation industry payments systems
are evolving to an open payments model,
with payments converging across multiple
modes and industries. This Smart Card Al-
liance Transportation Council white paper
describes a reference enterprise architec-
ture, called the Transit Open Payment Sys-
tem (TOPS) framework, for open payment
in the public transportation space. An en-
terprise architecture describes how an or-
ganization uses technologies, services, and
data to meet business needs, policies, and
goals. Managers are thereby provided with
visibility into dependencies among people,
processes, technologies, and performance.
The transportation industry needs a refer-
ence architecture so stakeholders can tailor
their products and services to be interoper-
able and to provide mobility and a seamless
transfer across transportation modes.

BENEFITS

The TOPS framework accommodates di-
verse environments and provides the fol-
lowing benefits:

o Establishes a general framework for
how open payments systems work
across vendors, industries, and
processes in a technology agnostic
environment

 Showcases assumptions, patterns,
and strategies used to implement the
system

« Enables reuse and portability of system
elements, interoperability, best-of-
breed selection, application of proven
solutions, and selection of future

system migration alternatives

« Identifies critical forces, business
processes, organizational roles and
responsibilities, and data needs

The framework aligns transit fare pay-
ment stakeholders with standard practices
that support interoperability, reusability,
and industry-scale economic benefits. The
framework provides a model for imple-
menting a seamless fare payment system
that traverses transportation modes, ju-
risdictions, markets, and technologies.
TOPS can help the industry adopt new and
emerging technologies, driven by business
processes and standardized information,
services, and technology.

METHODOLOGY

To create the TOPS framework, the Coun-
cil working group reviewed the purposes
of a reference enterprise architecture, re-
searched current academic and industry
frameworks, developed a description of
how the architecture should be modeled,
and then detailed a recommended ap-
proach.

RECOMMENDED MODEL

An enterprise architecture comprises five
layers. Four layers are internal to a busi-
ness: business processes, information (and
data), applications (and services), and tech-
nologies. The fifth layer, drivers, specifies
the external and internal forces that drive
the business, such as business strategy,
regulations, and customer expectations.

The white paper defines the content of
these basic layers for transit, defining ter-
minology and identifying transit-specific
considerations, and where applicable, de-
scribes sublayers. It also includes the defi-
nitions for and relationships between layer
contents. The current paper treats only the
driver layer in detail; however, additional
material is planned for future updates.

ABOUT THE WHITE PAPER

This white paper was developed by the
Smart Card Alliance Transportation Coun-
cil to support developers, integrators, pro-
curers, and users of open payment systems
for transit and transportation services with
a framework for specifying, developing,
integrating and managing the lifecycle and
evolution of these systems.

Participants involved in the develop-
ment of this white paper included: Accen-
ture, American Express, CH2M, Consult

Hyperion, Discover Financial Servic-

es, Giesecke & Devrient, GO Systems and

Solutions, Infineon Technologies, INIT
Master-
Card, Metropolitan Transportation Com-
mission (MTC),
OTI America, Southeastern Pennsylvania
Transportation Authority (SEPTA), Un-
derwriters Laboratories (UL), U.S. Depart-
ment of Transportation/Volpe Center, Utah
Transit Authority (UTA), Visa Inc., Xerox.

Innovations in Transportation,

NXP Semiconductors,
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2016: A TIME FOR EXPANSION

EMV Migration Forum Changes Name to US Payments Forum
EXPANDS FOCUS TO ADDITIONAL EMERGING PAYMENTS TECHNOLOGIES

Since its formation on July 31, 2012, the
EMV Migration Forum was instrumen-
tal in the progress of the U.S. migration
to EMV chip technology by providing the
organization to facilitate essential coop-
eration and coordination across the whole
payments ecosystem, including retailers,
card issuers, networks, acquirers, proces-
sors, technology providers and industry
associations. In August 2016, the EMV
Migration Forum changed its name to the
U.S. Payments Forum and broadened its
focus to include other new and emerging
payments technologies in the U.S., includ-
ing tokenization, card-not-present trans-
actions, point-to-point encryption, and
mobile and contactless payments. The mi-
gration to chip payments is still in process

by the U.S. payments ecosystem, and will
remain a top priority for the U.S. Payments
Forum.

U.S. EMV CHIP MIGRATION
STATUS AND CONTINUED
FOCUS

The remarkable progress seen in the U.S.
chip migration is a direct result of the com-
mitment and cooperation from the entire
payments industry. Support of the migra-
tion, especially aiding those segments that
have not completed their implementation
or are working out further challenges re-
lated to their implementations, continues
under the expanded charter.

Over the last four years, the Forum created
many resources to educate and provide

The transition to the U.S. Payments

Forum capitalizes on the strong, existing
organization that networks, issuers,
merchants, processors, and industry
suppliers already know and trust, allowing
the entire industry to come together to
ensure successful implementation of these

new technologies.
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chip technology implementation guidance,
including white papers, webinars, educa-
tional video recordings, campaigns and
websites. Notable contributions included:

o Defining the technical approach for
implementing Durbin-compliant EMV
debit for the U.S. market

« Providing educational resources for
consumers, merchants and issuers,
including the GoChipCard.com
website

o Publishing guidance on key technical
considerations, including minimum
card and terminal requirements
and transaction processing during
communications disruptions

» Hosting and supporting meetings
and working committees to facilitate
discussion of EMV implementation
across multiple stakeholders

« Providing recommended
communications best practices for
issuers and merchants

EMV STATE OF THE MARKET

As of this writing, approximately one third
of U.S. merchants are enabled to accept
chip cards, and about three quarters of
consumers have at least one chip card in
their wallet. As more payment acceptance
points, such as in-store point-of-sale termi-



nals, ATMs and automated fuel dispensers
become enabled for EMV, fewer opportu-
nities for counterfeit card fraud, the largest
source of in-store card fraud in the U.S. will
remain.

o Chip-enabled merchants have
indicated that chip-on-chip
transactions are increasing at a solid
rate, with larger enabled merchants
seeing most of their transactions as
chip transactions

o As merchant enablement continues
through the rest of this year and into
next year, expect to see chip-on-
chip transactions become a bigger
proportion of overall transactions

« The Forum continues to identify pain
points with the EMV migration and
address issues to help move merchant
enablement forward, and help the
industry reach the goal of widespread
chip card acceptance to remove
counterfeit fraud from the system

U.S. PAYMENTS FORUM
MEMBERSHIP

The U.S. Payments Forum membership is
made up of former EMV Migration Forum
members, which includes global and do-
mestic payments networks, financial card
issuers, payments processors, merchants,
acquirers, industry suppliers and industry
associations, and other new constituent
groups representing mobile payments, e-
commerce services, cloud payments, and
new technologies. The breadth of the Fo-
rum’s membership is intended to ensure
that all stakeholders participate in projects
that will help to shape the future of the U.S.
payments industry.

U.S. PAYMENTS FORUM
ACTIVITIES

Other payment technologies require the
same breadth of stakeholder engagement,
cooperation and coordination for success-
ful implementation in the U.S. The Forum
addresses those new and emerging pay-
ments technologies, and also focuses on
segments that have unique requirements
including hospitality, grocery, petroleum,

transportation and ATM. Activities have

included:

« Providing best practices and actionable
guidance on technical issues,
consumer awareness and other non-
proprietary issues relating to industry-
wide adoption and implementation of
new payments technologies

« Facilitating the potential coordination
of process-related elements of the
payments infrastructure that impact
multiple stakeholders

« Engaging in projects to facilitate
consumer adoption and allow for a
more consistent consumer experience

« Providing implementation feedback on
proposed new payments specifications
to standards bodies

FORUM RESOURCES RECAP
The U.S. Payments Forum has provided a
number of resources to provide EMV im-
plementation guidance and optimization
approaches for the industry. These resourc-
es include:

“Optimizing Transaction Speed at the
Point of Sale,” a white paper detailing
approaches to help speed up EMV
chip transactions and their potential
impact on stakeholders within the U.S.
payments ecosystem

“EMV Chargeback Best Practices,”

a white paper that provides guidelines
for ensuring proper authorization, as
well as avoiding and mitigate invalid
chargebacks

EMYV Minimum

Requirements matrix, outlining

minimum requirements of EMV chip
deployment for various payment
networks, with recent updates covering
faster EMV solutions the major card
brands

On-demand access to “Best Practices
in Support of EMV Instant Issuance,”
a webinar recording that details
implementation and best practices
for development of an EMV instant
issuance program

U.S. Payments Forum Officers

and Steering Committee

OFFICERS (2016)
o John Drechny, Walmart, chair
o Jamie Topolski, Fiserv, vice chair
o Sarah Hartman, TSYS, treasurer
o Karen Czack, American
Express, secretary

STEERING COMMITTEE
MEMBERS (2016)
o Melanie Gluck, MasterCard
» Randy Burnette, Verifone
o Deana Cook, Chase
o Kristy Cook, Target
 Karen Czack, American Express
o John Drechny, Walmart
o Allen Friedman, Ingenico

Barry Hanen, Walgreens

Scott Haney, Woodforest

Kathy Hanna, Kroger

Art Harper, PSCU

Sarah Hartman,TSYS

Simon Hurry, Visa Inc.

Jesse Lee, Wells Fargo

Steve Cole, Vantiv

Manish Nathwani, SHAZAM
Jesse Pamperin, McDonald’s

Nick Pisarev, Giesecke & Devrient
Ron Schnittman, Bank of America
Ellie Smith, Discover Financial
Services

Jamie Topolski, Fiserv

Tom Pouliot, Unionpay

Bob Woodbury, FIS/NYCE
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DIRECTOR'S LETTER: A MESSAGE FROM RANDY VANDERHOOF

EMV Migration Progress —
Another Milestone Reached

When the EMV Migration Forum was formed in August 2012, the U.S. payments marketplace had just come to the realization
of how big a job the conversion of 1.2 billion payment cards, 5 million merchant locations, and more than 12 million payments
terminals was going to be. The changes that started to reshape the entire consumer payments ecosystem did not happen all at
once. Within our membership, we convened a broad mix of payments leaders and debated complex issues during four years of
determined and sometimes contentious movement towards EMV adoption.

Today, approximately one-third of U.S. merchants are enabled to accept chip cards, and about three-quarters of consumers
have at least one chip card in their wallet. As more payment acceptance points, such as in-store point-of-sale terminals, ATMs
and automated fuel dispensers become enabled for EMV, fewer opportunities will remain for counterfeit card fraud, the largest
source of in-store card fraud in the U.S.

s )

The U.S. is in the midst of a large, complex migration that cannot be U.S. PAYMENTS FORUM

summarized by a single year’s activity. While there has been a lot of talk
about October 2015 being the “anniversary of the U.S. chip migration,”
it was really just one key date for fraud liability policy changes for in-
store chip card payments. There will be many more payments industry
milestones to acknowledge and celebrate in the coming years, thanks to the EMERGING PAYMENTS
committed organizations that supported the EMV Migration Forum. TECHNOLOGIES

As for the near term, there are significant objectives ahead, not only to SECURITY
complete the EMV migration, but to plan beyond EMV for the ongoing
changes involving mobile payments, contactless, and card-not-present TRANSACTIONS
security once the EMV migration reaches maturity in a few years —
especially considering the size and complexity of the U.S. payments market.

To provide expanded support for the payments ecosystem, the EMV
Migration Forum changed its name to the U.S. Payments Forum this past summer. The U.S. Payments Forum continues to
support the chip migration while also broadening its focus to these other new and emerging payments technologies in the U.S.

The U.S. Payments Forum is already addressing a variety of new and emerging payments technologies that protect the

security of, and enhance opportunities for, payment transactions within the U.S. In addition to the ongoing migration to chip
technology, new Forum topic areas include tokenization, card-not-present transactions, point-to-point encryption, and mobile
and contactless payments.

The remarkable progress we've seen in U.S. chip migration to date is a direct result of the commitment and cooperation that
has been present in the EMV Migration Forum from the entire payments industry. Over the summer, it seemed an appropriate
time to shift some of that attention and energy towards implementing payments innovations that are going to leverage the new
upgraded networks, payments devices, and point-of-sale systems in physical stores and
also look at helping merchants and issuers solve the challenges of online commerce and
omni-channel consumer shopping.

Our EMV Migration Forum members can look back on their past accomplishments
and feel confident about continuing their mission under the U.S. Payments Forum.

Now is the time for additional organizations who are the next generation of payments
innovators, especially providers of mobile payments, tokenization, card-not-present Randy Va'n derhoof
fraud and encryption solutions, to join the EMV crusaders in the U.S. Payments Forum

Director,
and help keep the U.S. the most advanced payments market in the world.

U.S. Payments Forum
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U.S. PAYMENTS FORUM MEMBERS

« ABnote North America

« ACI Worldwide

« Acquirer Systems

« Ahold

« ALDI

« Alliance Data

« American Express

 Apriva

« Argotechno

« Arroweye Solutions, Inc.

e Ascert, LLC

o ATM Industry Association

« ATMequipment.com

« B2 Payment Solutions Inc.

e Bank of America

« Bank of the West

« Bank Solutions Group

« Barclaycard US

« Barnes International Limited

«BMO Harris Bank N.A.

«BP Products NA

« Capital One

« Card Services for Credit
Unions (CSCU)

e CardConnect

«Cayan

« CETECOM INC.

« Chevron

o China UnionPay USA

« CHS Inc.

« CITGO Petroleum
Corporation

« Citibank

« City National Bank

« Cognizant Technology
Solutions

« Conexxus, Inc.

« Connie Driscoll Associates

« CPI Card Group

« Credit Union 24 Network

« CreditCall Corporation

« Cryptomathic Inc

« Cubic Transportation
Systems, Inc.

« Cummins Allison Corp.

« Debit Network Alliance

« Diebold Incorporated

« Discover Financial Services

« E&S Consulting LLC

« EchoSat Communications
Group

« Elan Financial Services

« Elavon, Inc.

o Electronic Trade Solutions
Electronic Transaction
Association

« Entrust Datacard

« EPX-Electronic Payment
Exchange

« Equinox Payments

« Euro Tech Sales LLC

« ExxonMobil

« Federal Reserve Bank of
Atlanta - Retail Payments
Risk Forum

« Federal Reserve Bank of
Minneapolis

« Fifth Third Bank

«FIME

o First American Payment
Systems

o First Data

« First National Bank of
Omaha

«FIS

« FIS, Open Test Solutions

o Fiserv

« Galitt US

« Gemalto

« Giesecke & Devrient

« Gilbarco

« Government Payment
Consulting Services, LLC

e Harland Clarke

« Heartland Payment Systems

» Hewlett Packard Enterprise

«ICC Solutions Limited

«ID TECH, INC

« Infineon Technologies

« Ingenico Inc.

« Intelligent Parking Concepts
LLC

o Interac Association

eiPayment Inc.

«Jack Henry Processing
Solutions

«JCB International Credit
Card Company

«JPMorgan Chase

«KONA T co. Ltd.

« Lou Seitchik

o Lowe’s

« Magellan Consulting Inc

« MagTek Inc.

» MasterCard Worldwide

« McDonald’s

« Merchant Advisory Group

« Merchant e-Solutions

e Merchant Link, LLC

« Metropolitan Transportation
Authority

« Morpho N.A. Inc.

« Multos International Pte.

« Nautilus Hyosung America

« Navy Federal Credit Union

«NCR Corp.

«Neeka Consulting

« NXP Semiconductors

o« Nxt-ID, Inc

» Oberthur Technologies

« Paragon Application Systems

« PAX Technology Inc.

« PayPal, Inc.

« PCI Security Standards
Council, LLC

o Perfect Plastic Printing

« Phillips 66 Company

«PNC Bank

» Proxama

«PSCU

« Publix Super Markets Inc

«Q-Card Company/Brush
Industries

«Rambus Bell ID

o Reef Karson Consulting, LLC

o Safeway Inc

o Santander Bank, N.A.

« Savage Consulting Group

«SCIL EMV Academy, Inc.

« Sears Holdings Corporation

«ServiRed S.A.

«SHAZAM

o Shubert Ticketing

« Smartrac Technology Group

«SPS

« Sterling Payment
Technologies

« STMicroelectronics

o SunTrust

« SWACHA - The Electronic
Payments Resource

« Synchrony Financial

« Target Corporation

o TD Bank NA

o Tesoro Refining and
Marketing Company, LLC

« Thales E-Security Inc.

« The Home Depot

« The Kroger Co.

« The Members Group

« The National ATM Council,
The Walt Disney Co.

« Toshiba Corporation

« Toshiba Global Commerce
Solutions, Inc.

o Trader Joe’s Company

« TranSEND IT, Inc.

o Tritan Systems of Delaware,
LLC

«TSYS

« UBIVELOX Inc

« UBS Bank USA

« Underwriters Laboratories
(UL)

» Union Bank, N.A.

« Utimaco Inc.

o Valid USA

o Vantiv

« VeriFone, Inc.

« Visa Inc.

« W. Capra Consulting Group

« Wakefern Food Corp.

« Walgreen Co.

o Walmart

« Wayne Fueling Systems

» Wells Fargo

« WEX Inc.

« Whole Foods Market, Inc.

« WISEKEY

« Woodforest National Bank

« WorldPay US

» Xerox

As of September 30, 2016
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U.S. PAYMENTS FORUM WORKING COMMITTEES

The U.S. Payments Forum has had five working committees and
two special interest groups active in 2016 focused on different top-
ics relevant to EMV migration, and is now establishing a new work-
ing committee for 2017 to work on expanded topics. The working
committee topics and activities are chosen by Forum members
based on critical issues discussed in the Forum meetings. Forum
members can join any working committee and lead or partici-
pate in committee projects. Projects are defined by the committee
members to focus on the critical issues or challenges that impact
implementation of EMV and other emerging payments technolo-
gies in the U.S. Working committees meet at U.S. Payments Forum
in-person meetings and in regular teleconferences.

ATM Working Committee. The ATM Working Committee goal
is to explore the challenges of EMV migration for the U.S. ATM
industry, work to identify possible solutions to challenges, and
facilitate the sharing of best practices with the various industry
constituents, with the goal result being more positive EMV migra-
tion experience for consumers. The Working Committee provides
input, solutions, and expertise that are specific to the needs of the
ATM channel to other Forum working committees.

» Working Committee co-chairs: Stuart Mackinnon, Columbus
Data Services; Ron Schnittman, Bank of America; David
Tente, ATMIA

Card-Not-Present Fraud Working Committee. The Card-Not-
Present Fraud Working Committee goal is to create a comprehen-
sive best practices strategy to mitigate card-not-present fraud in
the new EMV chip card environment, using a balanced approach
considering all key stakeholders — issuers, consumers, merchants,
acquirers, networks and third parties. Working Committee proj-
ects included reviewing and assembling lessons learned from other
country migrations, benchmarking potential tools used to address
fraud, monitoring fraud levels, collaborating with other organiza-
tions to understand fraud costs, and providing best practices for
online fraud management.

» Working Committee co-chairs: Teresa Bryan, MasterCard;
Ben Dominguez, Visa; Malcolm Nunes, Fiserv

The
Communication and Education Working Committee goal is to

Communication and Education Working Committee.

deliver communications best practices and educational resources
for key payments industry stakeholders that promote an efficient,
timely and effective implementation of EMV-enabled cards and
payment credentials, devices and terminals and emerging pay-
ments technologies in the United States.

» Working Committee co-chairs: Lori Breitzke, E&S

Consulting; Marie Doloc, Arroweye Solutions, Inc.; Mansour
Karimzadeh, SCIL EMV Academy
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Mobile and Contactless Payments Working Committee. With
the expansion of the U.S. Payments Forum charter, members iden-
tified mobile and contactless payments as the priority topic for new
activities. The Mobile and Contactless Payments Working Com-
mittee is being formed to explore the challenges associated with
implementation of mobile and contactless payments in the U.S.
market, identify possible solutions to challenges, and facilitate the
sharing of best practices with all industry stakeholders.

Petroleum Working Committee. The Petroleum Working Com-
mittee is for all interested parties to work collaboratively to iden-
tify, review and resolve challenges associated with implementation
of EMV within the U.S. petroleum and convenience market. The
Petroleum Working Committee includes payment networks, pe-
troleum and convenience merchants, petroleum-specific acquir-
ers, petroleum and convenience POS vendors and fuel dispenser
manufacturers, and other organizations servicing the petroleum
and convenience category.

« Working Committee co-chairs: Kara Gunderson, CITGO
Petroleum Corporation; Tomas Levy, Gilbarco; Terry
Mahoney, W. Capra Consulting Group

Testing and Certification Working Committee. The Testing and
Certification Working Committee goal is to discuss the challenges
with EMV certification and define approaches for achieving certi-
fication to meet the payment brand milestones for fraud liability
shift. Areas for focus include: education on the testing and certi-
fication that is required for different industry stakeholders; evalu-
ation of current processes to define approaches for streamlining
testing and certification.

« Working Committee co-chairs: Randy Burnette, Verifone;
Cindy Kohler, Visa Inc.

Special Interest Groups

The U.S. Payments Forum has two special interest groups (SIGs),
one for merchants and one for issuers. The Merchant SIG is led by
Kristy Cook, Target. The Issuer SIG is led by Jesse Lee, Wells Fargo.

Special Topic Groups

At each US. Payments Forum meeting, “birds-of-a-feather” ses-
sions are held to discuss topics of interest to specific groups. 2016
meetings have included sessions focused on the hospitality and
grocery merchant segments and sessions focused on tokenization
and the EMVCo Payment Account Reference (PAR) specification.



U.S. PAYMENTS FORUM RESOURCES

The U.S. Payments Forum had an active year, developing business

and technical resources to assist with EMV migration and continu-

ing outreach and education initiatives for issuers, merchants and

ATM owners and operators. All published resources are available
on the EMV Connection web site.

Business and Technical Resources

EMYV Best Practices Web Resource, providing a searchable

web resource for easy-to-find answers on commonly asked
questions about best practices for implementing EMV chip
technology

EMYV Chargeback Best Practices white paper, discussing the

appropriate treatment and mitigation of counterfeit and lost/
stolen chip liability shift chargebacks for contact chip cards
used in attended transactions

EMYV Implementation Guidance: Fallback Transactions

guidance, outlining potential causes of fallback transactions
and actions that can be taken to address the problem

EMYV Testing and Certification White Paper: Current Global
Payment Network Requirements for the U.S. Acquiring

Community, defining the current processes required to test
EMV chip transactions with American Express, Discover,
MasterCard, and Visa (updated in 2016)

Merchant Processing during Communications Disruption

white paper, discussing best practices for merchants
processing EMV chip transactions when communications are
disrupted

Minimum EMV Chi
U.S. matrix, defining the minimum card and terminal EMV

Card and Terminal Requirements —

requirements for payment networks (updated in 2016)
Optimizing Transaction Speed at the POS white paper,

describing three categories of approaches to help speed
transactions and discussing their potential impacts for each
stakeholder group in the U.S. payments ecosystem: “Faster
EMV” solutions, contactless/Near Field Communication
(NFC) transactions, and other EMV checkout optimization
practices

PIN Bypass in the U.S. Market, providing an educational

resource on PIN Entry Bypass, how it can be implemented in
the U.S. market, other actions that may process transactions
allowing selection of cardholder verification method, and how
those actions differ from PIN Entry Bypass

Educational Webinars and Workshops

Best Practices in Support of EMV Instant Issuance webinar,

providing an educational resource for issuers that documents
the best practices for transitioning an existing instant issuance
solution to support the issuance of EMV chip cards

EMYV Chargeback Best Practices webinar,discussing the

appropriate treatment and mitigation of counterfeit and lost/
stolen chip liability shift chargebacks for contact chip cards
used in attended transactions

“Implementing EMV at the ATM” workshop, with sessions
held at Forum meetings and at the National ATM Council
NAC2016 conference

U.S. PAYMENTS FORUM MEMBERSHIP MIX

]

(BB ACQUIRERS/PROCESSORS
ASSOCIATIONS

GLOBAL PAYMENT NETWORKS
CONSULTANTS/INTEGRATORS
GOVERNMENT

INDUSTRY SUPPLIERS

ISSUERS

MERCHANTS

DOMESTIC PAYMENT NETWORKS

168 TOTAL MEMBERS

82 SUPPLIERS 84 ADOPTERS
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MISSION: Stimulate the understanding, adoption, use and widespread application

of smart cards in the Americas.

SCALA Overview

SCALA, the Latin American and Caribbean chapter of the Smart
Card Alliance, works to stimulate the comprehension, interoper-
ability, convergence, evolution, and widespread use of innovative
applications of emerging digital technologies with integrated cir-
cuit components in the region. Through specific projects includ-
ing the development industry best practices, technical documents,
specifications, educational programs, market research, advocacy,
a digital center of excellence, open forums and relationships with
industries affected by related technologies. SCALA keeps its mem-
bers and partners connected to the industry leaders of each of the
related sectors. The SCALA chapter is proud to be a leader on the
impact and value of smart cards and related technologies in Latin
America and the Caribbean.

Areas of Leadership:

Financial Inclusion, Contactless
Payments, Open Payments,
Tokenization, Biometric Payments,
Digital Currency, 3D Secure 2.0,
|dentity Payments, |dentity of
Devices, Public Key Infrastructure —

PKI, Frictionless Payments, Access

Control, Reciprocal Recognition of
|dentity, Derived Identity, Mobile ID,
E-Gov, E-Passport, Healthcare, Multi-

Application, and Related Applications.
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The Digital Center
of Excellence

The Digital Center of Excellence (CED)

The Digital Center of Excellence is a training center for the devel-
opment of industry professionals and market leaders on emerg-
ing digital technologies that provide both theoretical and practical
training to reduce the risk of the implementations of digital secure
technologies. This is done through education, best practices, and
the expansion of innovation. It also provides a pathway for profes-
sionals to enter the industry and also become recognized experts
in digital technologies.

The Digital Center of Excellence is a joint effort with the National
Bureau of Science, Technology and Innovation - SENACYT, The
City of Knowledge Foundation - FCDS, and SCALA, who work to-
gether to expand the knowledge, awareness, and innovative use of
digital secure technologies. The result is a strong educational and
training component that helps academic organizations bridge the

knowledge gap necessary for today’s digital world.




SCALA Councils
PAYMENTS COUNCIL

The SCALA Payments Council focuses on
facilitating the adoption and convergence
of chip-enabled payments systems and
related applications in Latin America and
the Caribbean. Bringing together industry
stakeholders, payment leaders, and suppli-
ers, the council works to reduce the barriers
to adopting of emerging digital technolo-
gies in projects related to EMV, open pay-
ments, contactless payments, mobile pay-
ments, e-commerce and other payments
projects. The Council’s goal is to promote
the value of chip-enabled payments and re-
lated components to the market to improve
the security and quality of service.

Council Projects

The Council works on projects to pro-
vide educational resources for innovation
in and convergence of smart card related
implementation for financial inclusion,
transportation, and payments. They played
a key role in the development of the Open
Payment Initiative in Transportation in
the region; the focus was the evolution of
payments in transportation as the industry
moves toward a system that accepts dual-
interface EMV compliant cards such as
prepaid, debit and credit cards, as well as
using these initiatives to promote financial
inclusion of marginalized populations.

)

IDENTITY COUNCIL

SCALA’s Identity Council focuses on pro-
moting adequate policies and best practices
concerning the implementation secure in-
teroperable identity credentials and related
applications within the Latin American and
Caribbean regions. The Council addresses
the challenges of secure identity by devel-
oping guidelines for organizations, so they
can realize the benefits that secure iden-
tity delivers, and works on projects to raise
awareness of the issues that organizations
and the public face in implementing and
using identity systems. Council members
share their experiences in a non-partisan
manner with industry leaders, organiza-
tions, government agencies, countries’ au-
thorities, and international bodies, in order
to find solutions to the problems faced and
to seek the development of collaboration
among the sectors and countries impacted
by identity.

Open Specification

The Council has development of an open
specification for the reciprocal recognition
of national identity documents, moving
forward toward a system that allows differ-
ent countries to electronically validate the
identity credential information of another.
The specification also contemplates the in-
teroperability of multiple applications in a
single credential, allowing the authenticity
of the credential and traceability of the vali-
dation to guarantee the compliance of basic
human rights.

SCALA MEMBERS

« ABnote

« Advanced Card Systems, Ltd.

« Arjo Systems

«Banco Central de Costa Rica

«Banrisul S.A.

« Discover Financial Services

« Entrust Datacard

« GEMALTO MEXICO SA DE CV

« Giesecke y Devrient de Mexico

« Global Enterprise Technologies
Corp. (GET Group)

«HID Global

« Instituto Nacional De Tecnologia
Da Informacao - ITI

o Inter American Development Bank

o Intercede

» MasterCard Worldwide

« NXP Semiconductors

 Oberthur Technologies

«Redeban Multicolor S.A.

«Registro Publico de Panama

« Safran Morpho

e Sertracen

«Servired, S.A.

« Smartrac Technology Group

« Ultra Electronics Card Systems

« VeriFone Inc

o Visa

As of September 30, 2016

To learn more about SCALA, visit www.sca-la.org.
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SMART CARD ALLIANCE MEMBER DIRECTORY

A LA CARD Marketing and Consulting
Services Limited

112 Crawford Rose Drive

Aurora, ON L4G 4R9 Canada
www.alacard.com

Abanacle Corp.

3401 SW 160 Avenue, Suite 430
Miramar, FL 33027
www.abanacle.com

ABnote North America
225 Rivermoor Street
Boston, MA 02132
www.abnote.com

LEADERSHIP COUNCIL

>
accenture

Accenture

161 North Clark
Chicago, IL 60601
312-693-0161
www.accenture.com

Accenture is a leading global professional
services company, providing a broad
range of services and solutions in strategy,
consulting, digital, technology and
operations.

ACI Worldwide, Inc.
6060 Coventry Drive
Elkhorn, NE 68022
www.aciworldwide.com

ACT Canada

85 Mullen Drive

Ajax, ON L1T 2B3 Canada
www.actcda.com

Advanced Card Systems, Ltd.
Units 2010-2013, 20th floor
Chavalier Commercial Centre
8 Wang Hoi Road

Kowloon Bay, Hong Kong
www.asc.com.hk
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Advanti(
Advantis
C/ Gustavo Fernandez Balbuena, 15
Madrid 28002 Spain

www.servired.es

Advantis is one of the leading EMV
technologies that is present in all the value
chain at the service of the financial card
industry: Advantis is commercialized by
ServiRed. For more information contact
Juan Sanchez at jjsanchez@servired.es.

Allegion

11819 N. Pennsylvania Street
Carmel, IN 46032
www.allegion.com

AMAG Technology, Inc.
20701 Manhattan Place
Torrance, CA 90501
www.amag.com

LEADERSHIP COUNCIL
=

American Express

200 Vesey Street

New York City, NY 10285
212-640-9982
Www.americanexpress.com

An engine of commerce, American
Express provides innovative payment,
travel and expense management solutions
for individuals and businesses of all sizes.

Argotechno

201 S. Biscayne Blvd., Suite 1200
Miami, FL 33131
www.argotechno.com

ATSL Telesoft (PVT) LTD
70B-2 St Lucky Plaza

St Anthonys Mawatha
Kolpetty Colombo 3, Sri Lanka
www.atsltelesoft.com

Benefit Resource, Inc.

245 Kenneth Drive
Rochester, NY 14623
www.benefitresource.com

BetterBuyDesign

1214 Querida Drive
Colorado Springs, CO 80909
www.betterbuydesign.com

Brivo

7700 Old Georgetown Road, Suite 300
Bethesda, MD 20814

www.brivo.com

CertiPath Inc.

11921 Freedom Drive, Suite 710
Reston, VA 20190
www.certipath.com

LEADERSHIP COUNCIL

chawm:

CH2M

CH2M World Headquarters

9191 South Jamaica Street
Englewood, CO 80112
888-CH2M-HILL (888-242-6445)
www.ch2mbhill.com/transit

CH2M is an industry leader in assisting
transit and rail clients with the design,
procurement, and implementation of
electronic fare payment systems. CH2M’s
electronic payments group has performed
a wide variety of fare system assignments
for large, medium, and small transit and
rail operators. Our staff has developed
innovative fare solutions for transit

and rail operators that optimize their
objectives and meet passenger needs.

Our professionals are experts in the
analysis and development of fare systems,
including project management, fare policy,
pricing, structure and fare system design,
testing, installation, and procurement
management.


http://www.accenture.com
http://www.servired.es
http://www.americanexpress.com
http://www.ch2mhill.com/transit

Chase Card Services

201 North Walnut Street
Del-1063

Wilmington, DE 19801
www.chase.com

Consult Hyperion
535 Madison Avenue
New York, NY 10022
www.chyp.com

CPI Card Group

10368 West Centennial Road
Littleton, CO 80127
www.cpicardgroup.com

Cryptomathic Inc.

111 N. Marker Street, Suite 300
San Jose, CA 95113
www.cryptomathic.com

Cubic Transportation Systems
5650 Kearny Mesa Road

San Diego, CA 92111
www.cubic.com/cts

Dallas Area Rapid Transit (DART)
P.O. Box 660163

Dallas, TX 75266

www.dart.org

LEADERSHIP COUNCIL
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S Y S T E M

Leading the Way in Access Control
Datawatch Systems, Inc.

4401 East West Highway, Suite 500
Bethesda, MD 20814
301-654-3282
www.datawatchsystems.com

Datawatch is a complete managed security
solutions provider for commercial office
buildings, securing and monitoring

assets and resources in more than 2,500
buildings domestically and globally.

Defense Manpower Data Center

4800 Mark Center Drive, Suite 04E25-01
Alexandria, VA 22350
www.dmdc.osd.mil

Department of Homeland Security
245 Murray Lane SW

Mailstop 0123

Washington, DC 20528
www.dhs.gov

Department of the Interior
12201 Sunrise Valley Drive
Room: 2P105B

Reston, VA 20192
www.doi.gov

LEADERSHIP COUNCIL & SPONSOR

DISC@VER

GLOBAL NETWORK

Discover Financial Services
2500 Lake Cook Road
Riverwoods, IL 60015
224-405-0900
www.discovernetwork.com

Discover is a direct banking and global
payments services company that is
committed to working with partners to
continue making commerce secure and
efficient.

E4 Security Consulting LLC
8902 Octavia Avenue
Morton Grove, IL 60053

Entrust Datacard

1187 Park Place
Shakopee, MN 55379
www.entrustdatacard.com

EPX - Electronic Payment Exchange
3300 N Central Avenue, Suite 850
Phoenix, AZ 85012

WWW.epx.com

Euro Tech Sales LLC

150 Dorset Street, PMB 205
South Burlington, VT 05403
www.eurotechsales.com

Exponent, Inc.

149 Commonwealth Drive
Menlo Park, CA 94025
www.exponent.com

FEITIAN Technologies Co., Ltd.
F/17 Tower B Huizhi Mansion
No. 9 Xueqing Road

Haidian, Beijing 100085

China

www.ftsafe.com

FIME

1737 North First Street, Suite 410
San Jose, CA 95112 - USA
www.fime.com

LEADERSHIP COUNCIL

First Data.

First Data

5565 Glenridge Connector NE, Suite 2000
Atlanta, GA 30342

404-890-2000

www.firstdata.com

First Data is a global leader in commerce-
enabling technology and solutions,
serving approximately six million business
locations and 4,000 financial institutions
in 118 countries.

LEADERSHIP COUNCIL
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FIS

11601 Roosevelt Blvd,

St. Petersburg, FL 33716

800-822-6758
www.fisglobal.com

FIS is the world’s largest provider of
financial institution core processing,
card issuance, network, and transaction
payment processing services to financial
institutions, merchants and businesses
worldwide.

FIS, Open Test Solutions
3050 S. 35th Street, Suite C
Phoenix, AZ 85034-7244
www.clear2pay.com
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fiserv.

Fiserv, Inc.

255 Fiserv Drive

Brookfield, WI 53045
800-872-7882 | 262-879-5322
getsolutions@fiserv.com
www.fiserv.com

Fiserv enables clients to achieve best-
in-class results by driving quality and
innovation in payments, processing
services, risk and compliance, customer
and channel management, and business
insights and optimization.

Fiteq, Inc.

23 Main Street, Suite F
Tiburon, CA 94920
www.fiteq.com

Galitt US

951 Mariners Island Blvd., Suite 300
San Mateo, CA 94404
650-200-7659

www.galitt.us

Gallagher Group Unlimited
5005 NW 41st

Riverside, MO 64150
855-846-1395
http://security.gallagher.co/

LEADERSHIP COUNCIL

gemalto

Gemalto

9442 Capital of Texas Highway North
Aboreteum Plaza II, Suite 400
Austin, TX 78759

888-343-5773

www.gemalto.com

Gemalto is the world leader in digital
security: protecting, verifying and
managing digital identities and
interactions. We enable our clients

to offer personal mobile services,
payment security, authenticated Cloud
access, identity and privacy protection,
eGovernment documents, machine-to-
machine applications and many other
services.
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General Services Administration
1800 F Street, NW

Washington, D.C. 20405
WWW.gsa.gov

Genlfare, a Division of SPX Corp.
751 Pratt Boulevard

Elk Grove Village, IL 60007
www.genfare.com

Georgetown University - UIS - Facilities &
Safety Control Systems

3300 Whitehaven Street, NW, Suite 2000
Washington, D.C. 20007
www.georgetown.edu

LEADERSHIP COUNCIL & SPONSOR
GE) Giesecke & Devrient

Giesecke & Devrient
45925 Horseshoe Drive
Dulles, VA 20166
703-480-2000
info-us@gi-de.com
www.gi-de.com

Giesecke & Devrient works behind the
screens to secure today’s connected society
and envision the needs of tomorrow.

We design, build and operate innovative
solutions that secure mobile life.

Glenbrook Partners
384 Provident Avenue
Winnetka, IL 60093
www.glenbrook.com

Global Enterprise Technologies Corp.
230 Third Avenue, 6th Floor
Waltham, MA 02451
www.getgroup.com

Hewlett-Packard Enterprise Services, LLC
11241 Suncrest Court

Baton Rouge, LA 70818
hp.com/gov/transformation

HID Global

15370 Barranca Parkway
Irvine, CA 92618
www.hidglobal.com

Hillsborough Transit Authority
1201 E. 7th Avenue

Tampa, FL 33605
www.gohart.org

ICMA

P.O. Box 727

Princeton Junction, NJ 08550
www.icma.com

Identification Technology Partners, Inc.
12208 Pueblo Road

Gaithersburg, MD 20878
www.idtp.com

IDmachines LLC

1264 Beacon Street, Suite 5
Brookline, MA 02446
www.idmachines.com

InComm

250 Williams Street, Suite M-100
Atlanta, GA 30303
www.incomm.com

LEADERSHIP COUNCIL & SPONSOR
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Infineon

Infineon Technologies

640 North McCarthy Boulevard
Milpitas, CA 95035
866-951-9519
www.infineon.com

Infineon provides security components for
passports, identity cards and contactless
payment cards. It is the leading supplier
of chips for credit cards, access cards and
trusted computing solutions worldwide.

LEADERSHIP COUNCIL
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Ingenico, North America

3025 Windward Plaza, Suite 600

Alpharetta, GA 30005

678-456-1211

www.ingenico.us

Ingenico Group is the global leader in
seamless payment, providing smart,
trusted and secure solutions to empower
commerce across all channels, in-store,
online and mobile.
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Init Innovations in Transportation
1420 Kristina Way, Suite 101
Chesapeake, VA 23320
www.initusa.com

Initiative for Open Authentication
398 S. San Vicente Ln.

Anaheim Hills, CA 92807
www.openauthentication.org

INSIDESecure Corporation
3031 Tisch Way, Suite 701
San Jose, CA 95128

Tel: +1 (408) 658-6577
www.insidesecure.com

Integrated Security Technologies, Inc.
520 Herndon Parkway, Suite C
Herndon, VA 20170
www.istonline.com

Intelligent Parking Concepts LLC
3114 Greenway Drive

Ellicott City, MD 21042
www.intelligentparkingsystems.com

Interac Association/Acxsys Corporation
Royal Bank Plaza, North Tower

200 Bay Street, Suite 2400, P.O. Box 45
Toronto, ONMS5]J 2J1 Canada
www.interac.ca

Intercede Limited
11951 Freedom Drive, 13th Floor
Reston, VA 20190

Invoke Technologies

13366 Caminito Mar Villa, Suite 100
Del Mar, CA 92014
www.invoketechnologies.com

IPS Group, Inc.

5601 Oberlin Drive
San Diego, 92121
www.ipsgroupinc.com

1Q Devices

Number 32

Carmel Valley, CA 93924
www.iqdevices.com

Jack Henry Processing Solutions
1100 Olive Way, Suite 320
Seattle, WA 98101
www.weknowpayments.com

LEADERSHIP COUNCIL

JCB International Credit Card Co., Ltd.

800 W. 6th Street, Suite 200
Los Angeles, CA 90017
262-269-6081
www.jcbusa.com

JCB is a major global payment brand
aiming to provide the highest quality
service worldwide as a travel and
entertainment card.

KICTeam, Inc.

1130 Minot Avenue

PO Box 1120

Auburn, ME 04211
http://kicteam.com/en/Index

KONA [, Inc.

3003 North First Street, Suite 330
San Jose, CA 95134
408-519-5799

www.konai.com

LEADERSHIP COUNCIL

» leidos

Leidos, Inc.

11951 Freedom Drive
Reston, VA 20190
571-526-6000
www.leidos.com

Leidos is a FORTUNE 500° company
that solves problems in national security,
energy and the environment, critical
infrastructure, and health. For more
information, visit leidos.com.

Lenel Systems International
1212 Pittsford-Victor Road
Pittsford, NY 14534
www.lenel.com

LGAI Technological Center S.A. (Applus+
Laboratories)

Campus UAB

Ctra. Acceso a La Facltad De Medicina
Bellaterra E-08193 Spain
www.appluslaboratories.com

LTK Engineering Services
100 West Butler Avenue
Ambler, PA 19002
www.ltk.com

Malaysian Electronic Payment System
SDN BHD (MEPS)

MEPS@Horizon, Tower 5 Avenue 3,
Bangsar South 8 Jalan Kerinchi

Kuala Lumpur 59200 Malaysia
WWW.meps.com.my

Massachusetts Bay Transportation
Authority

10 Park Plaza, Rm 4730

Boston, MA 02116
www.mbta.com

LEADERSHIP COUNCIL
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MasterCard

Worldwide
MasterCard Worldwide
2000 Purchase Street
Purchase, NY 10577
914-249-2000
www.mastercard.com

MasterCard is a global payments and
technology company, operating the world’s
fastest payments processing network and
making everyday activities more secure
and efficient for everyone.

Metropolitan Transportation Authority
2 Broadway, Room D27.83

New York, NY 10004
www.mta.info/nyct

Metropolitan Transportation Center
375 Beale Street, Suite 800

San Francisco, CA 94105
www.mtc.ca.gov
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Moneris
150 N. Martingale Road, Suite 900
Schaumburg, IL 60173

Monitor Dynamics

6800 Alamo Downs Parkway
San Antonio, TX 78238
www.monitordynamics.com

Morpho (Safran)

20 Valley Stream Parkway, Suite 305
19355, Malvern, PA, USA
610-993-9810

www.morpho.com

MorphoTrust USA

296 Concord Road, 3rd Floor
Billerica, MA 01821
www.morphotrust.com

Multos International PTE LTD
Level 14, The Zenith

Tower B, 821 Pacific Hwy
Chatswood NSW2067
Australia
www.multosinternational.com

NASA

Mail Code IS60
Huntsville, AL 35812
WWWw.nasa.gov

National Institute of Standards and
Technology

100 Bureau Drive

Gaithersburg, MD 20899
www.nist.gov

NBS Technologies

703 Evans Avenue, Suite 400
Toronto, ON M9C 5E9 Canada
www.nbstech.com

NextGen ID, Inc.

13454 Sunrise Valley Dr., Suite 430
Herndon, VA 20171
www.nextgenid.com

NXP Semiconductors
411 East Plumeria Drive
San Jose, CA 95134
WWW.NXp.com
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Nxt-1D, Inc.

288 Christian St
Oxford, CT 06478
www.nxt-id.com

LEADERSHIP COUNCIL & SPONSOR
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Oberthur Technologies
4250 Pleasant Valley Road
Chantilly, VA 20151
703-263-0100
www.oberthur.com

OT is a world leader in embedded digital
security that protects you when you
connect, authenticate or pay; offering
solutions for financial institutions, mobile
operators, governments and connected
objects & equipment manufacturers.

Pinellas Suncoast Transit Authority
3201 Scherer Drive North

St. Petersburg, FL 33716
www.psta.net/index.php

Port Authority of NY/NJ

225 Park Avenue South, 18th Floor
New York, NY 10003
WWW.panynj.gov

Port Authority Transit Corporation
P.O. Box 4262

Lindenwold, NJ 08021
www.ridepatco.org

SPONSOR

PPG TESLIN Substrate Products
440 College Park Drive
Monroeville Park, PA 15146
www.teslin.com

For more than two decades, PPG TESLIN®
substrate has been trusted worldwide

to enhance the security and integrity of
billions of government IDs and SMART
cards.

Prime Factors, Inc.

1400 Executive Parkway, Suite 100
Eugene, OR 97401
www.primefactors.com

Q-Card Company
301 Reagan Street
Sunbury, PA 17801
www.q-card.com

Quadagno & Associates, Inc.
1626 Herron Lane

West Chester, PA 19380
www.quadagno.com

Raak Technologies

602 East 42nd Street
Austin, TX 78751
www.raaktechnologies.com

Rambus Bell ID

Stationsplein 45 A6.002
Rotterdam, AK 0313 Netherlands
www.bellid.com

LEADERSHIP COUNCIL

SAIC

SAIC - Science Applications
International Corporation
12901 Science Drive
Orlando, FL 32026

(407) 243-3774
www.saic.com

Science Applications International
Corporation (SAIC) is a leading
technology integrator that provides full
lifecycle services and solutions in the
technical, engineering, and enterprise IT
markets.

San Francisco Bay Area
Rapid Transit District (BART)
300 Lakeside Drive

Oakland, CA 94612
www.bart.gov

San Mateo County Transit District
1250 San Carlos Avenue

San Carlos, CA 94070
www.smctd.com
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Scheidt & Bachmann USA

31 North Avenue

Burlington, MA 01803
www.scheidt-bachmann.de/en/

Secure Missions Solutions, Inc.
5707 Helmsdale Lane
Alexandria, VA 22315
www.securemissionsolutions.com

SecureKey Technologies

555 Twin Dolphin Drive, Suite 620
Redwood City, CA 94065
www.securekey.com

SHAZAM

6700 Pioneer Pkwy
Johnston, IA 50131
www.shazam.net

Signet Technologies, Inc.
12300 Kiln Court, Suite E
Beltsville, MD 20705
www.signetinc.com

SMARTRAV N.V.

Strawinskylaan 851

1077 XX Amsterdam The Netherlands
smartrac-group.com

Southeastern Pennsylvania Transportation
Authority (SEPTA)

1234 Market Street, 13th floor
Philadelphia, PA 19107

www.SEPTA.org

Stanley Black & Decker

805 15th Street NW, Suite 710
Washington, DC 20005
www.sbdgov.com

STMicroelectronics

1375 East Woodfield Road, Suite 400
Schaumburg, IL 60173

www.st.com

Superintendencia de Banca, Seguros y
Administradoras de Fondos de Pensiones
Av. Dos de Mayo 1421, San Isidro

Lima 27 Peru

www.sbs.gob.pe

SurelD, Inc.

5800 NW Pinefarm Place
MS 315-B

Hillsboro, OR 97124
www.sureid.com

Systems Engineering, Inc.
21351 Gentry Drive, Suite 100
Dulles, VA 20166

Thales

900 South Pine Island Road, Suite 710
Plantation, FL 33324
www.thales-esecurity.com

The Utah Transit Authority
669 West 200 South

Salt Lake City, UT 84101
www.rideuta.com

The Will-Burt Company
169 S. Main Street
Orrville, OH 44667
www.willburt.com

Translink

400-287 Nelson’s Court

New Westminster, BC V3L OE7 Canada
www.translink.ca

Tri County Metropolitan Transportation
District of Oregon

1800 SW 1st Avenue, Suite 300
Portland, OR 97201

www.trimet.org

LEADERSHIP COUNCIL

TSYS

TSYS

One TSYS Way
Columbus, GA 31901
706-649-2310
www.tsys.com

TSYS delivers advanced technology and
enhanced value to many of the world’s
leading companies, making it possible
for consumers to use credit, debit,
commercial, private-label, prepaid and
chip cards safely and securely.

Tyco Integrated Security
4700 Exchange Court
Boca Raton, FL 33431
www.tyco.com

Tyco Software House

6 Technology Park Drive
Westford, MA 01886
www.tyco.com

Tyfone

5520 SW Macadam, Suite 250
Portland, OR 97239
www.tyfone.com

U.S. Department of State
DS/ST/FSE

SA-18 Room #242
Washington, D.C. 20522
www.state.gov

U.S. Department of Transportation/
Volpe Center

55 Broadway

REVT-50

Cambridge, MA 02142
www.volpe.dot.gov

U.S. Government Printing Office
732 North Capitol St NW

Mail Stop: SID

Washington, DC 20401
WWW.ZPO.gov

Ultra Electronics Card Systems
6724 185th Avenue NE, Suite A
Redmond, WA 98052
www.ultraid.com

Underwriters Laboratories (UL)
3900 Northwoods Drive, Suite 350
St. Paul, MN 55112
www.ul-ts.com

LEADERSHIP COUNCIL

, 1D
Valid USA

1011 Warrenville Road, Suite 450
Lisle, IL 60532

630-852-8200
www.validusa.com

T

Valid USA provides secure solutions
for data, payment, identity, mobile, and
targeted brand messaging.
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vantiv

Vantiv

8500 Governors Hill Drive
Symmes Township, OH 45249
866-622-2880
www.vantiv.com

Vantiv is a making payments smarter,
faster and easier for all customers with
processing strategies for merchants,
developers, integrated point of sale, and
financial institutions.

VeriFone, Inc.

1400 West Stanford Ranch Road, Suite 200
Rocklin, CA 95765

www.verifone.com

LEADERSHIP COUNCIL

VISA

Visa, Inc.

P.O. Box 8999

San Francisco, CA 94128 - 8999
650-432-3200

www.visa.com

Visa is a global payments technology
company that connects consumers,
businesses, financial institutions and
governments around the world to fast,
secure and reliable digital currency.

Vix Technology

710 Second Avenue, Suite 950
Seattle, WA 98104
www.vixtechnology.com

Wells Fargo

350 SW Jefferson St
MAC P2819-010
Portland, OR 97201
www.wellsfargo.com
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Xerox

2410 Milestone Center Drive
Germantown, MD 20876
301-820-4668
WWW.XErox.com

Xerox offers business process outsourcing
and IT outsourcing services, including
data processing, healthcare solutions, HR
benefits management, finance support,
transportation solutions, and customer
relationship management services.

LEADERSHIP COUNCIL

X/

XTec, Inc.

11180 Sunrise Valley Drive, Suite 310
Reston, Virginia 20191

703-547-3524

www.xtec.com

XTec offers enterprise solutions

for identity, credential and access
management programs on a wide scale

for over 95 federal agencies plus financial
institutions, state and local governments as
well as healthcare providers.

LEADERSHIP COUNCIL

' ZEBRA

Zebra Technologies Corporation
3 Overlook Point

Lincolnshire, IL 60069
www.zebra.com

Zebra Identity Solutions offer improved
personnel tracking, access control and
secure ID badges. Choose from a broad
range of single- or dual sided color card
printers. Options range from wired and
wireless network connectivity, smart
card and magnetic stripe encoding, to
lamination for higher security and card
durability.

LEADERSHIP COUNCIL

asZeVvad

Zeva

4805 Autumn Glory Way
Chantilly, VA 20151
WWW.Zeva.com

Zeva is a provider of software solutions
and expert consulting in Identity
Management and the application of PKI
technologies for data encryption and
decryption.

As of September 30, 2016
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Smart Card Alliance

191 Clarksville Road
Princeton Junction, New Jersey 08550
www.smartcardalliance.org

| T 4
o'
o



	_GoBack
	_GoBack
	_GoBack
	_GoBack
	_GoBack

