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Who We Are
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Access Control Council
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COUNCIL RESOURCES
White Papers
• Commercial Identity Verification (CIV) Credential: Leveraging 

FIPS 201 and the PIV Card Standards

• A Comparison of PIV, PIV-I and CIV Credentials

• Federal Identity, Credential and Access Management (FICAM) 
Roadmap and Implementation Guidance Summary

• FIPS 201 and Physical Access Control: An Overview of the 
Impact of FIPS 201 on Federal Physical Access Control Systems

• FIPS 201 PIV II Card Use with Physical Access Control Systems: 
Recommendations to Optimize Transaction Time and User 
Experience

• Guide Specification for Architects and Engineers for Smart 
Card-based PACS Cards and Readers for Non-government PACS

• Personal Identity Verification Interoperability (PIV-I) for Non-
Federal Issuers: Trusted Identities for Citizens across States, 
Counties, Cities and Businesses

• PIV Card/Reader Challenges with Physical Access Control 
Systems: A Field Troubleshooting Guide

• Smart Cards and Biometrics

• Strong Authentication Using Smart Card Technology for Logical 
Access

• Supporting the PIV Application in Mobile Devices with the 
UICC

… focuses on accelerating
the widespread acceptance, 
use, and application of 
secure technologies in 
various form factors for 
physical and logical access 
control. The group brings 
together, in an open forum, 
leading users and 
technologists from both the 
public and private sectors. 



National Center for  Advanced Payment and 
Identity Security
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National Center for Advanced Payments and 
Identity Security

• National Center for Advanced Payments and 
Identity Security  in Crystal City

• Secure Technology Alliance Educational Institute is 
part of the center. 

• Certifications Available
CSCIP
CSCIP/Payments 
CSCIP/Government
CSEIP
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Facility Characteristics  
& Risks

Facilities:

•Size

•Mission

•Assets

•Existing Conditions

Risks:

•Threats

•Likelihood

•Consequence

Project Scope

•Project Context

•Government 
Regulation Landscape

•Developing to Agency 
Needs

•Gap Analysis

•Identifying Solution 
Providers & Products

Procurement Strategy

•GSA, OMB & 
Stakeholder 
Responsibilities

•Standards

•Procurement vehicles

•Contract documents

•Funding

•Evaluation

•Award

Deployment

•Planning

•Design

•Installation

•Testing

•Operations & 
Maintenance

Session Two Session Three Session Four

Session Six

Webinar Series Session Review 
All reference documents are on the last 

slides

Lessons Learned

• Policies

• Operation & 
Implementation

•Procurement

Session Five



Policies
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Operation 
& 

Implementation 
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Procurement
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• Achieving compliance is being completed by use of an increasing 
number of COTS equipment that have passed strict conformance 
testing by GSA EV Program Test Laboratories 

• Use Services delivered by a growing number of Certified System 
Integrators

• Requires cooperation between IT, Security, Facilities and 
Procurement 
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Summary



Q&A  
(Reference documents & links on last slides)
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Resources and Contacts
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http://www.securetechalliance.org

• Lars Suneborn, CSCIP/G, CSEIP, Secure Technology Alliance, 
lsuneborn@securetechalliance.org

• Tony Damalas, Technologies Convergint Federal Solutions, 
Tony.Damalas@signetinc.com

• Daryl Hendricks, General Services Administration, daryl.hendricks@gsa.gov

• Michael Kelley, Parsons Corp., michael.p.kelley@parsons.com

• Stafford Mahfouz, Software House, stafford.mahfouz@jci.com

• Mark Steffler,  Quantum Secure, msteffler@quantumsecure.com

• William Windsor, Department of Homeland Security, william.windsor@hq.dhs.gov

http://www.securetechalliance.org/
mailto:lsuneborn@securetechalliance.org
mailto:Tony.Damalas@signetinc.com
mailto:daryl.hendricks@gsa.gov
mailto:michael.p.kelley@parsons.com
mailto:stafford.mahfouz@jci.com
mailto:msteffler@quantumsecure.com
mailto:william.windsor@hq.dhs.gov
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“Strengthening the Cybersecurity of Federal Agencies through Improved Identity, Credential, and 
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