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Introductions

• Randy Vanderhoof, Secure Technology Alliance

• Tom Lockwood, NextgenID

• Chris Runde, AAAE

• Mark Sarver, Biometric Signature ID
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Who We Are
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Identity Council

Identity on a Mobile Device5

COUNCIL RESOURCES
• Assurance Levels Overview and Recommendations, Smart Card Alliance 

Identity Council position paper

• FICAM in Brief: A Smart Card Alliance Summary of the Federal Identity, 
Credential, and Access Management (FICAM) Roadmap and Implementation 
Guidance, Smart Card Alliance Identity Council and Physical Access Council 
summary

• Identifiers and Authentication – Smart Credential Choices to Protect Digital 
Identity, Smart Card Alliance Identity Council position paper

• Identity Management in Healthcare, Smart Card Alliance Healthcare Council 
webinar

• Identity Management Systems, Smart Cards and Privacy

• Interoperable Identity Credentials for the Air Transport Industry

• Identity on a Mobile Device: Mobile Driver’s License and Derived Credential 
Use Cases

• Smart Card Technology and the FIDO Protocols, Smart Card Alliance Identity 
Council white paper

”…Serves as a focal point for 

Alliance’s identity and identity 

related efforts leveraging 

embedded chip technology and 

privacy- and security-

enhancing software…Supports 

a spectrum of physical and 

logical use cases and 

applications, form factors, 

attributes, and authentication 

and authorization methods.”

https://www.securetechalliance.org/publications-assurance-levels-overview-and-recommendations/
https://www.securetechalliance.org/publications-ficam-in-brief/
https://www.securetechalliance.org/publications-identifiers-and-authentication/
https://www.securetechalliance.org/activities-events-identity-management-in-healthcare-webinar/
https://www.securetechalliance.org/publications-identity/
https://www.securetechalliance.org/publications-air-transport-identity/
https://www.securetechalliance.org/identity-on-a-mobile-device-webinar/
https://www.securetechalliance.org/alliance-activities-publications-smart-card-technology-and-the-fido-protocols/


Mobile Identity Landscape 

Assessment  

Secure Technology Alliance  Identity Council & Identity 

Community Stakeholders

Tom Lockwood, NextgenID
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Strategic Trending 
…Identity is moving from vertical to horizontal…

Identity Trends

• Delivery Verticals Continuing Evolution 

 Complementary / Blended:  In-person, Desktop, 
Mobile, Kiosk/Machine  

 Expansion of Mobile and Kiosk Markets 

• Privacy – Compliance & “Allow-ability” (GDPR)

• Identity Proofing – Remote & Supervised Remote

• Automation of Backend Services & Machine Learning 

• Biometrics Adoption & Matching Enhancements

• Distributed Ledger Technology

• Blurring between Physical & Digital Security

• Physical Identity Documents, augmented, not 
replaced by Digital Identity/Identifiers

• Zero Trust Models – Identity Centric

• Modularization of Identity Services 
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Immediate Focus Mobile Device Landscape Assessment 

Connects & Defines 
Systems, Boundaries, & 

Transactions

Tangible, Necessary
Real Market Relevance

Identity, Authentication, 
Authorization



The Problem & Value Outcome
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Problem:  We are faced with inconsistent solutions, 
methodologies, practices, and assumptions for implementing 
mobile identity credential capabilities.  

Outcomes are degraded quality and consistencies of products, 
services and user experiences.  

Resources

• Current Secure Technology Alliance Members 

• Identity & IT Community Members & Associations

Target Audiences

• Organizations Implementing IDMSs Issuing & Consuming 
Mobile Identity Credentials

• Product & Service Providers Supporting Mobile Identity 
Credential Offerings

• Organizations Supporting & Leveraging Mobile Identity 
Credential Standards & Best Practices

• Executing Organizations and Agencies

Value/Outcome:

• Enhanced User Experience
• Raise Community 

Awareness  
• Mobile Device Best-

Practices Guidelines
• Stabilize & Expand Trusted 

Identity & Authentication 
Opportunities & Markets 

• Enhanced Opportunities for 
Integrators & Service 
Providers Across Use-Cases

• Improved Interoperability & 
Integration

• Recommendations to 
Support Open Standards & 
Interfaces 
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Approach

• Provide a Broad Overview of Mobile Identity Credentials

• Collaborative Across Alliance Councils  & Partnering Organizations

• Use-Cases: Community Lead, Community Identified

• Raise Awareness of Approaches & Value Across Verticals  

• Common Templates to support collaborative discussions 

❑ Value Prop, Implementation, Challenges

❑ Security, Human Factors, Privacy, Technology, Arch, Policy

• Phased-set of Deliverables 

❑ Initial Deliverable Focus at Concept Level 

❑ Trends, Key Issues (Convergence, Conflicts, Synergies, Gaps)

This Webinar - Raise Awareness of the effort 

• Provide a Broad Overview of Mobile Identity

• We Seek Your Feedback & Comments

• Encourage you to follow-up Adoption/Expansion/Leverage



Landscape Assessment
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√ Webinar #1 – In-Person Proofed Identities on Mobile Devices, Moderate & High Assurance 
Applications - Mobile Drivers License Use-Case (AAMVA/Gemalto, IDEMIA); Derived PIV/PIV Use-Case 
(ID Council/Intercede, DHS, DoD) 

√ Webinar #2 – Mobile Devices for Physical &Logical Access - Physical &Logical Access Use Cases
(Access Council/Leidos, XTec, HID, Exponent)

• Webinar #3 - Mobile Devices in Transportation, Health, & Banking - Transportation Use-Case 
(Transportation Council/SEPTA, SF-TA, Volpe), Banking Use-Case (Payment/SecureKey), Medical Use-
Case (Health & Human Services Council/Ingenico, LifeMD-ID)

• Webinar #4 - Mobile Devices Enabling Users & Use Cases - Airport Use-Case/Facilities - CBP (AAAE); 
Colleges & Universities - Academic Integrity/Remote Proofing (IBIA/BioSig-ID)

• Webinar #5* - Mobile Devices Back-End Integration & Interoperability - Generic Physical & Logical 
Back End (Access Council, XTec, AAAE) & Interoperability (Mobile Council, ID Council, IBIA)
*  Note: Horizontals Discussion - Identity (Identity Council), Mobile (Mobile Councils), Biometrics (IBIA); to determine if there is need to present 

horizontals separately or if they can be included in Webinar #5.

Participating Councils: Access, Transportation, Health & Human Services, Payments, Mobile
Partnering Associations:

AAAE - American Association of Airport Executives
AAMVA – American Association of Motor Vehicle Administrators
IBIA - International Biometric & Identity Association



Airport Mobile Identity Use Case
Presented by the AAAE Airport Innovation Accelerator

Chris Runde, AAAE



Agenda

Mobile Identity in Airports

• Airports and the Seamless Passenger Journey

• CBP Use Case

• Next Steps and Momentum
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About AAAE

The American Association of Airport Executives:

• 5,000 Airport Members

• 80 events/year

• Service Delivery
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Aviation in the U.S.
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750M Pax/Year

$1.6T Annually

5% of US GDP



Seamless Passenger Journey
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Where would you be willing to use your mobile identity in the air 
travel journey? (check all that apply)

A) Booking travel

B) Ride to the airport

C) Security checkpoint

D) Purchases of food/goods

E) Boarding
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Poll Question



Airport Data Ecosystem: Mapping Sample
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Snapshot: IATA 2018 Passenger Survey
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22% 

Mobile Identity in Airports
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PASSENGER SATISFACTION THROUGHOUT THE CUSTOMER JOURNEY
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2018 Global Passenger Survey Highlights. © Copyright International Air Transport Association. All rights reserved.



22% 

Mobile Identity in Airports: IATA 2018 Survey
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22% 

Mobile Identity in Airports: IATA 2018 Survey
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22% 

Mobile Identity in Airports: IATA 2018 Survey
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22% 

Mobile Identity in Airports: IATA 2018 Survey
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22% 

Mobile Identity in Airports: IATA 2018 Survey
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22% 

Mobile Identity in Airports: IATA 2018 Survey
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Seamless Passenger Journey
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Higher Education Student Identity Use Case

Mark Sarver, PhD – Biometric Signature ID



• Expanding online enrollments

• BYOD

• Accreditation

• Financial Aid Fraud

• Dark web and cryptomining

Drivers
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• Additional levels for some remote students

• Reduce vulnerability of pin

• Must be able to use multiple devices

• Needed to be a web-based API and not a 

mobile app

Proofing Landscape
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Solution
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Takeaways
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• Changes quality of life

• Saves time and costs

• Establishes a level of security up front

• Streamlines linkages to rest of school applications



Q&A
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• Identity on a Mobile Device webinar recordings -
https://www.securetechalliance.org/knowledge-center/

• Secure Technology Alliance Knowledge Center -
https://www.securetechalliance.org/knowledge-center/

• Smart Card Technology and the FIDO Protocols, Secure Technology Alliance 
Identity Council white paper 

• Mobile Devices and Identity Applications, Secure Technology Alliance 
Identity Council white paper 

• Mobile Identity Authentication, Secure Technology Alliance Mobile Council 
white paper 

• Smart Cards and Biometrics, Secure Technology Alliance Access Control 
Council white paper
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Selected Secure Technology Alliance Resources

https://www.securetechalliance.org/knowledge-center/
https://www.securetechalliance.org/knowledge-center/
https://www.securetechalliance.org/alliance-activities-publications-smart-card-technology-and-the-fido-protocols/
https://www.securetechalliance.org/publications-mobile-devices-and-identity-applications/
https://www.securetechalliance.org/publications-mobile-identity-authentication/
https://www.securetechalliance.org/publications-smart-cards-and-biometrics/


• Randy Vanderhoof, rvanderhoof@securetechalliance.org

• Tom Lockwood, tlockwood@nextgenid.com

• Chris Runde, Chris.Runde@aaae.org

• Mark Sarver, mark.sarver@biosig-id.com
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Contact Information

mailto:rvanderhoof@securetechalliance.org
mailto:tlockwood@nextgenid.com
mailto:Chris.Runde@aaae.org
mailto:mark.sarver@biosig-id.com


191 Clarksville Road

Princeton Junction, NJ 08550


