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The Numbers



Data Records Stolen/Lost
by Industry



Identifiers vs. Authenticators – The Risks

Identifiers 
Boarding pass, loyalty card, credit/debit card, hotel card

Low risk assets 

Have back end system to protect asset

Authenticators
Higher value assets

No back end system to offer protection

User must present more than one item/form

Vulnerabilities 
One sided validation or authorization

Knowledge based authentication
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What is ‘enough’? 

Good – OTP
Hardware based application 

Better – Mutual Authentication
Both sides authenticate

Secure encrypted session to protect data 

Best 
Decisions not solely based on function but based on security and 

importantly influenced by privacy needs
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Medicare Pilot Case Study
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What is the Medicare Common Access Card Act?
Congress introduced the bipartisan Medicare Common 
Access Card Act of 2015 on July 27, 2015 in both the 
House (HR.3220) and the Senate (S.1871). 

What is the goal?
The bills call for the Secretary of the Department of Health 
and Human Services to implement a pilot program that 
would switch from paper cards to smart cards for Medicare 
beneficiaries in three U.S. geographic regions.

Why did congress introduce this bill for a pilot?
Medicare just turned 50, with no upgrades in its history to 
the card issued 
Millions of seniors rely on a program that is on the verge of 
bankruptcy, $60 billion committed in fraud and improper 
payments every year. 
Obama just passed update to remove social security 
number from card

Why Beneficiaries?
With the current upgrade to EMV consumers will have 
adapted to change in behavior
Longer term options and benefits for Doctors as well

What is the timing?
Anticipated vote could be as early as Q4 of 2015
Pilot would begin in 2016

Source: SecureID Coalition

https://www.congress.gov/bill/114th-congress/house-bill/3220
https://www.congress.gov/bill/114th-congress/senate-bill/1871
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