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About the Secure Technology Alliance

The Secure Technology Alliance is a not-for-profit, multi-industry association working to stimulate the
understanding, adoption and widespread application of secure solutions, including smart cards, embedded
chip technology, and related hardware and software across a variety of markets including authentication,
commerce, and Internet of Things (loT).

The Secure Technology Alliance, formerly known as the Smart Card Alliance, invests heavily in education
on the appropriate uses of secure technologies to enable privacy and data protection. The Secure
Technology Alliance delivers on its mission through training, research, publications, industry outreach and
open forums for end users and industry stakeholders in payments, mobile, healthcare, identity and access,
transportation, and the loT in the U.S. and Latin America.

For additional information, please visit www.securetechalliance.org.

Foreword

This document relates to the Transportation Worker Identification Credential (TWIC®). For
Personal Identity Verification (PIV) card-related issues refer to the Secure Technology Alliance “PIV
Card/Reader Challenges with Physical Access Control Systems: A Field Troubleshooting Guide,” available at
https://www.securetechalliance.org/piv-card-reader-challenges-with-physical-access-control-systems-a-
field-troubleshooting-guide/.

Although the TWIC card is similar to the PIV card, and this document is also similar, there are significant
differences. The Secure Technology Alliance PIV card/reader white paper was issued in 2012. This TWIC
white paper incorporates subsequent lessons learned and is focused on issues specifically related to TWIC
cards/readers for the field troubleshooter audience.

TWIC is a registered trademark of the United States of America, as represented by the Department of
Homeland Security.

Copyright © 2018 Secure Technology Alliance. All rights reserved. Reproduction or distribution of this
publication in any form is forbidden without prior permission from the Secure Technology Alliance. The
Secure Technology Alliance has used best efforts to ensure, but cannot guarantee, that the information
described in this report is accurate as of the publication date. The Secure Technology Alliance disclaims all
warranties as to the accuracy, completeness or adequacy of information in this report. This white paper
does not endorse any specific product or service. Product or service references are provided to illustrate
the points being made.
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1 Compilation of End User Observations, Potential Causes,
and Corrective Actions

This white paper focuses on troubleshooting Transportation Worker Identification Credential (TWIC®)
cards and readers. The document categorizes observed symptoms, lists some probable causes, and
suggests corrective actions as well as some basic troubleshooting techniques that may easily be performed
on site. This white paper is intended to help physical access control system (PACS) operators and users
diagnose the cause of the different issues and quickly identify corrective actions. The goals of the
recommended procedures are to minimize interruption of daily operations and reduce the need to replace
system components such as cards and/or readers.

In a spirit of industry cooperation, the instances described in this paper have been submitted by
manufacturers of cards, readers, and PACS; system integrators; installation companies; and credential
issuers. The Secure Technology Alliance appreciates the honest and open communication from individuals
and organizations that volunteered and supported the inclusion of sensitive product performance
information. This white paper represents an excellent example of widespread industry and government
cooperation to identify a corrective path towards resolving component compatibility issues that may be
experienced by end users, system installers, and service personnel.

1.1 System Testing Recommendations

When deploying a PACS that is composed of many components which were likely obtained from several
vendors and installed by contractors, it is important to understand that being tested for a specific
environment does not necessarily guarantee component interoperability with other components of the
PACS at any given site. It is critical that the PACS implementer perform end-to-end tests to ensure correct
configuration and operation of the assembled solution prior to going live with users. These tests will
ensure that all acquired components operate together at the same level of functionality in accordance
with currently published TWIC specifications, and that the installation has been performed correctly to
deliver reliable operation.

After initial installation, any new components being introduced, such as new readers, reader firmware
updates, updated PACS software, new generations of TWIC cards, or other type of cards used in the same
system (e.g., proximity cards), should also undergo testing to validate interoperability prior to rollout of
the new components into an existing installation. It is particularly important to understand that new cards
issued by other entities may introduce compatibility issues outside of the implementer’s control.

1.2 Test Lab

Some organizations may take the initiative to create an offline testing environment in a lab setting to allow
interoperability testing before introducing new components into live systems in the field. Creating this
environment is recommended, as over the course of an installation lifetime, requirements in the TWIC
Card and Reader Specification® card profiles may change. The organization should consider taking into
account the specified life of the cards in the field (up to five years), which requires keeping functionalities
available with old as well as new cards when they appear. Components that support new functionality

1 This document can be found at https://homeport.uscg.mil/Lists/Content/DispForm.aspx?ID=2767.
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should be acquired for interoperability testing and debugging prior to introduction into live field
installations. If the changes are significant, a comprehensive, planned approach to upgrading the field
installations should be undertaken to avoid compromising the integrity of the installed systems in use.
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Figure 1. Example of a Typical PACS Using TWIC Cards

It should be noted that even though TWIC cards are visually or functionally similar to PIV cards, the main
difference is the issuance model for the TWIC card. The TWIC card is issued by the United States
Government, Department of Homeland Security, Transportation Security Administration (TSA) for eligible
applicants (not limited to government employees and contractors) and is used by various independent
entities in the maritime industry, who are not involved in the issuance of the cards.

1.3 Reported Field Issues

Usage difficulties when TWIC cards are used with contactless readers that are covered in this white paper

include:

card.

The reader shutting down after unsuccessful attempts to read the card.

Intermittent operation, such as the reader not reading the TWIC card or only sometimes reading the

The card and card reader interaction producing inconsistent numbers or a non-compliant data stream.

The PACS failing to register some cards (e.g., adding TWIC cards to PACS database).

Secure Technology Alliance ©2018
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2 Card and Card Reader Interaction Issues

Symptom: Reader does not read the card; reader does not read the card properly or produces inconsistent
data.

Potential causes and basic corrective actions are listed in Sections 2.1 to 2.3 below. The main sources for
these symptoms are related to card presentation, reader-card incompatibility, and card-related issues.

2.1 Card Presentation Issues
2.1.1 TWIC Card and Reader Radio Frequency (RF) Field

For contactless operation, the card and reader each contain an antenna to communicate. The
communication involves a startup handshake (initiation) step and then a data exchange step. Due to
security measures implemented, this is not instantaneous and may take a second or so. The user may not
be holding the TWIC card within the card reader RF field long enough for the reader to properly read and
process the card data.

The longer card-to-reader initialization time needed for TWIC cards (compared to proximity cards)
sometimes causes a user to remove the card from the reader’s RF field too soon. The early removal of the
card interrupts the initialization/communication process before it is complete. This may cause further
delays, as the reader will try to re-establish the connection to the card when the card is presented again.
The initialization process may vary slightly with each reader location. The cardholder’s patience may also
vary during the day, thereby contributing to the perception of intermittent operation.

TWIC cardholders might move between multiple sites with readers and PACS from different manufacturers
that operate differently. TWIC users might be new to a site so prior training for using cards with site-
specific readers might not be an actionable solution. The TWIC reader that was present indoors at
issuance is probably quite different from the one found outdoors on a site.

Some sites require a TWIC card to get into the facility and use a 125KHz Proximity card within the facility
for access to restricted areas, with the PACS providing the authorization decisions. These sites might have
readers with two different RF frequencies — one for TWIC and one for 125KHz — in the same reader.
Features such as reader presentation, orientation, hold time, and read range will be different. So,
managing user presentation of a card will be critical to success.

Corrective Actions:

Consider signage with non-language-specific visuals to support ideal orientation of the card to the reader,
location of the TWIC sweet spot on the reader for the card, the best way to hold the card for a successful
read, and the presence of any audio/visual indicators to observe.

When possible, train cardholders on proper card presentation and expectations of transaction time.
Training should be provided when the card is enrolled in a PACS and when the cardholder indicates they
are having problems using the card. Show the cardholder what audible and visual feedback is available
from the reader to indicate when communication is complete and the card can be removed from the RF
field.
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Observe the behavior of the visual or audio prompts?.

Be sure that cardholders understand that they must remove the TWIC card from the electronically-opaque
sleeve if one is used. Such sleeves block RF communications. The TWIC card should be presented
separated from other cards that may be carried together and that may cause interference.

See Appendix B (section 7) for information about why it takes longer to read a TWIC card than it does to read
a 125 KHz proximity card.

2.1.2 TWIC Card Read Range
The TWIC card must be held at the correct distance from and orientation to the reader.

TWIC cards have a short read range and typically must be held at a specific distance from the reader; the
distance varies with manufacturer and reader model. Some readers are designed to require the card touch
the reader while others allow a range of nearly 2cm (approximately 1 inch). Others still want the card to be
more precisely at 1 centimeter in order for the initialization process to be initiated and communications
completed. Some manufacturers suggest holding the card one finger width from the reader, but this has
problems in that everyone does not have the same size finger. It is equally important that all card surfaces
be equidistance from the reader surface. So, it is important to not hold the card between a finger and
thumb away from the reader while tapping the other edge of the card on the reader.

Card orientation is equally important. As both the card and reader typically contain oval antennae, it is
necessary to hold the card in the right orientation (usually aligning the rectangle of the card with the
rectangle of the reader) for best read range. Also, it helps to hold the card on the edge, as having too
much hand and finger proximity across the surface of the card can interfere with antenna functionality and
separation distance.

Corrective Action: Show the cardholder how to hold the card, perhaps by the edges, so that the card
orientation is aligned with orientation and distance that works best with the reader. End user education
regarding new card technology is critical when transitioning from one technology to another. Signage
placed in strategic areas to provide a reminder of how to use the card correctly will help to eliminate user
errors.

See Appendix B for information about why it takes longer to read a TWIC card than it did to read a 125 KHz
proximity card.

2.2 Card Reader Issues

2.2.1 Insufficient Power Source to Card Reader

Various TWIC card readers often have different power requirements than legacy proximity or magnetic
stripe card readers. Because the TWIC cards and card readers have increased processing capabilities, there
is a greater demand for power.?

Corrective Action: Contact the reader supplier and verify the card reader voltage and amperage
requirement. Confirm that installed power supplies meet power requirements during operation including

2 See Level One Troubleshooting, Basic Test 6.1, for additional information.
3 The “TWIC® Card and Reader Specification” provides detailed information about power required for the reader.
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all environmental conditions the reader may be exposed to. This includes any interface components
required to connect a TWIC reader to a PACS controller, such as a reader interface module. The power
supply must be sized to accommodate all components that are attached. Assume they will all operate
simultaneously.

If additional power is necessary, it is strongly recommended that the reader interface module and the card
reader share the same power supply.

2.2.2 Incompatible Card Reader Model/Versions

A non-TWIC compatible card reader may have been mistakenly installed, or the reader may have been
compatible at time of installation but is not compatible with more recently issued cards.

Corrective Action: Contact the reader supplier and verify the card reader firmware against TWIC card
versions currently deployed. Replace the reader or update the firmware as required. Most reader
suppliers offer various processes for updating firmware and software. Be sure to explore options for field-
based upgrades as well as factory-based upgrades.

See Appendix A for second level troubleshooting assistance. Contact the system supplier and provide the
diagnostic details for factory assistance and availability of potential updates.

2.2.3 Reader Configuration and CHUID

The reader may be configured to read and send to the PACS only partial data from the Card Holder Unique
Identifier (CHUID) field of the TWIC card. The partial data may not provide a sufficiently unique ID across
the TWIC cardholder population.

Such a TWIC reader configuration may have been implemented due to PACS limitations; some PACS cannot
process the minimum TWIC data required for a unique ID for all cardholders in the user population. This
configuration issue might be able to be corrected without component replacement. However, some
reported symptoms of intermittent card operation are caused by installation errors affecting one or more
readers, creating the impression that the card reader is releasing inconsistent data to the relying system.

Corrective Action: Verify the reader and, if required, the control panel configuration for the inoperable
reader location. Document the configuration details and compare these with the configuration settings for
those readers that operate as expected. Note and document all differences in configuration. Change as
required to achieve normal operation.

See Appendix A (section 6.2), Level Two Troubleshooting, for additional details.

If the issue is related to a PACS that cannot support the required level of uniqueness (length of identifier)
then a software patch from the PACS supplier or a different product may be required to address the issue.

2.2.4 Improper Reader Assembly Configuration

The PACS supplier may use their own method to configure the various readers to select the appropriate data
from the card, format that data, and transmit the collected data to the PACS control panel. Areader
assembly may include firmware loaded and stored within a reader interface component that may be co-
located with the reader itself, or in close proximity to the access control point, or even in the PACS control
panel.
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The reader assembly may not be properly configured for the TWIC data model, for how the card data is
extracted from the card, or for how reader data output is formatted for the PACS.

Stack errors (read sequence), data parsing, data formats, and parity checking are a few examples of reader
parameters that may require configuration by the installer. Accidentally omitting or incorrectly configuring
any of these parameters on one or a few readers will contribute to the perception of intermittent
card/reader operation. This may be relatively easy to correct without component replacement.

Corrective Action: Verify the reader and, if required, the reader interface unit and the PACS control panel
configurations for the inoperable reader location. Document the configuration details and compare with
the configuration settings for those readers that operate as expected. Note and document all differences in
configuration. Change as required to achieve normal operation. See Appendix A, Level Two
Troubleshooting (section 6.2), for additional details.

2.2.5 Unsuccessful Access Attempts
Reader may be disabled based on unsuccessful attempts to gain access.

Some PACS have a security feature that can be configured to disable the reader after a certain number of
unsuccessful attempts to gain access. This may require operator action to restore the reader, or the reader
may reset after a specific time window. Depending on authorization policies implemented, some PACS may
be configured to lockout the credential instead of,* or in addition to, the reader.

Corrective Action: Verify the assigned access privileges for the cardholder. If the card is read properly but
the cardholder is not authorized for access at the specific location, the cardholder should be contacted for
an interview about why these attempts were made. The system activity log will include the reason for the
“access denied” decision. A disabled reader may affect other users who are attempting to use the reader

to gain access to the area behind the disabled reader until the reader is enabled.

Verify that the PACS is configured for the correct number of attempts prior to disabling a reader after a
specified number of access requests and resulting in an “access denied” decision. Setting this parameter
too low may result in a reader or user being locked out after a limited number of attempts. Correct as
required.

2.2.6 Card Reader Installation Issues

Readers are sometimes installed near metal beams or on other metallic objects (e.g., aluminum mullions,
steel plates). Metallic objects may cause radio frequency (RF) reflections and distortions that have a greater
impact on the TWIC card’s 13.56 MHz RF frequency transactions than on the legacy 125 KHz frequency
transactions. If installers are not aware of how metal within the immediate reader environment impacts a
high frequency transaction, card/reader transactions could be compromised. This will contribute to the
impression of intermittent operation and failures. Metal in the environment can cause the operational
frequency of the card/reader to shift significantly from the 13.56 MHz design parameters.

Improper grounding can also have an impact, especially in a metallic environment. Although there might
be a ground wire or terminal at the reader for connection, it is not uncommon for such connections to not

4 The “TWIC® Card and Reader Specification” stipulates that a reader shall reject the same card if presented less than
one second after the first presentation.
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be connected all the way back to an acceptable ground (e.g., cold-water pipe) essential for correct
operation.

Options for Actions and Corrections:

e The statement of work (SOW) for new installations and upgrades must include clearly defined
card reader requirements that are aligned with the functional needs for the site. These should
include reader model, firmware version, environmental usage conditions and installation practices.

e Education of card, reader, and integrator sales and technical staff is imperative. Most PACS
manufacturers require their value-added resellers (VARs) to be trained and certified and to
maintain their competencies with additional supplementary training on new products and
implementations on a regular basis. Installers’ knowledge of TWIC implementations should be
verified before they begin installation, as well as required in the SOW.

e Both local and/or support staff and installers should be required to inspect and identify
component versions prior to installation. Expectations for performance and interoperability
should be shared with manufacturers and installers.

e Priorto deployment, requirements for component testing should be defined as part of a pre-
installation test procedure. Manufacturers design mounting hardware to minimize
unpredictability and maximize consistency of the immediate reader RF environment. If possible,
testing should be completed at each reader location. Inquire of the reader manufacturer if the
specified reader has an auto-tuning or field-tuning option for the contactless antenna or if the
reader has a firmware update that addresses the issue. If the reader is not functioning properly
and cannot be tuned or updated, inquire if there is a different reader that may be less susceptible
to the RF environment.

e Install dual-interface (contactless and contact) readers so that the contact reader may be used as
a backup if the contactless interface, for some reason, does not function satisfactorily.

e Acquire and use certified TWIC test cards to validate new card reader installations and reader
upgrades. Test cards are available from TSA-TWIC Program Management Office (PMO).> U.S.
Coast Guards do have a complete set of TWIC test cards able to verify the functionality and
conformity of an operational PACS using TWIC cards.

e To mitigate metal environment effects, installers can either add non-metallic spacers or locate
the readers farther away. Non-metallic spacers of %2 inch to 1 inch are often used.

2.2.7 Card Reader Environmental Issues

Readers installed in a harsh outdoor environment may be subject to operating issues due to heat,
humidity, rain, pollution, or other weather-related factors. Under various conditions (heat, cold, water),
the internal frequency of the reader may shift, and it may then start rejecting the cards if they happen to
be tuned on the edge of the defined frequency range.

If a given reader (or series of readers) starts to reject cards under certain conditions, such as with
temperature, time of the day (e.g., when the sun is high) or very dry conditions, confirm that reader
operational parameters are consistent the specific operating environment

> Contact information can be found at https://www.tsa.gov/for-industry/TWIC-card-reader-technology or using e-
mail at TWIC-Technology@tsa.dhs.gov
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The TWIC card and reader specification has a section defining the conditions under which outdoor fixed
TWIC readers shall operate.®

Corrective Action: Protecting readers from direct sun exposure, making sure they are enclosed in a
ventilated case, and eventually protecting them against rain (e.g., if they reject cards when it is raining) are
actions which can be taken to improve the reader behavior even when the outdoor conditions are
extreme. Readers may need to be relocated.

2.3 Potential Card Anomalies, Card-Related Usage and Interoperability
Issues

If a reader is tested and found to be operational, a card-related issue may be causing the usage difficulties.
Below is a short list of reported usage symptoms, basic troubleshooting steps, and potential card-related
issues.

Symptom: Card is not read at any reader.

2.3.1 Damaged Card Antenna for Contactless Interface

A damaged card antenna prevents the card from establishing contactless communication with the reader.
The most common failure mode is the weakening or breaking of the bond between the antenna and the
integrated circuit chip on a dual-interface card. The symptoms might be intermittent at first, making
troubleshooting a challenge, or causing the user to believe it is a reader problem rather than a card
problem. This failure can be caused by stress, such as sitting on a card in a wallet, using the card as an ice
scraper, having pressure from read heads in a contact interface reader, bending the card when presenting it to
a reader, or continuously removing and re-inserting the card from the card holder.

Corrective Action:
e First try a known good card on that specific reader; if the reader works, please see below.

e See Appendix A (section 6.1) for level one troubleshooting assistance. Contact the TWIC enrollment
center to test the card and eventually replace the card.

2.3.2 Incorrect Protocol Data Decoding

Card readers may not have a complete implementation of the data structure implemented in TWIC cards.” If
readers don’t implement this correctly, it may cause a time-out and prevent the reader from establishing
communication with the card.

Corrective Action: See Appendix A (section 6.2) for second level troubleshooting assistance. Contact the
system supplier and provide diagnostic details for factory assistance and possible availability of updates.
The reader may need further analysis or a firmware update by the reader manufacturer.

2.3.3 Misinterpretation of TWIC Data Objects

Readers or other relying party system components may not recognize some elements of the TWIC data
model from the presented card because some data objects are not structured exactly as the reader

6 See TWIC Card and Reader Specification, section 5.1.3 for fixed readers operating outdoors.
7 Information is encoded on TWIC cards using Tag-Length-Value structures defined in the ASN.1 Standard.
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expects. This may be caused by variations in the number of elements in a given data object or a variation in
the version of the TWIC data model. This may cause a mismatch between the card data structure and the
reader’s interpretation of the card data.

Corrective Action: See Appendix A (section 6.2) for second level troubleshooting assistance and collect
diagnostic details. Contact the system supplier and provide the diagnostic details for factory assistance and
possible availability of updates.

b}
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3 Potential PACS Control Panel Issues

PACS control panels might have incorrect firmware versions or firmware variations within the PACS
environment.

Symptoms: The reader model is correct and the reader firmware is correct. However, the system denies
access to the cardholder at authorized access control points.

3.1 Incompatible PACS Configuration

PACS can be configured to support a specific reader through field hardware dip switch settings,
downloadable host configurations, field configurations, or even firmware updates. All these need to be
evaluated if operation is not as expected. As PACS are designed to perform both authentication and
authorization, the authorization settings can be as significant as the authentication settings when
troubleshooting.

The PACS control panel firmware version may not be fully compatible with the presented TWIC card or
reader. This could be a result of accidentally installing an earlier version of the controller.

Corrective Action: Contactthe PACS control panel manufacturer to verify correct configuration and
firmware version capability to process the TWIC identifier. Reconfigure or update as required.

Some PACS control panels may need to remain configured as “card only” readers even when a TWIC card
uses a PIN presentation in the field. This is because the TWIC card will verify the PIN and release the unique
Identifier to the reader.

See Appendix A (section 6.2) for second level troubleshooting assistance and collect diagnostic details.
Contact the system supplier and provide the diagnostic details for factory assistance and availability of
updates.

3.2 Inconsistent Card Performance at Different Access Control Points

The PACS system components are all the same brand, and all readers are the same brand and model and
have the current configuration and firmware version. The card works at some access control points, but
not all.

Assuming these conditions are not due to environmental issues (see section 2.2.7), in this case, all PACS
control panels may not have the same configuration, or the same firmware. This may be the case at sites
where a PACS has been installed and, over a period of years, expanded with then-current controllers.
Controllers installed earlier may not have been installed by the same company or may not have been
updated during system expansions.

Corrective Action: Contact the PACS control panel manufacturer to verify configuration and firmware
version capability to process the TWIC identifier (e.g., FASC-N, UUID). Update as required.

See Appendix A (section 6.2) for second level troubleshooting assistance to collect specific diagnostic details.
Contact the system supplier and provide the diagnostic details for factory assistance and availability of
updates.
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3.3 Inability to Process the TWIC Identifier (FASC-N)

PACS controllers may be unable to process the TWIC identifier (Federal Agency Smart Credential - Number
(FASC-N)) due to its size or structure. In such cases, the reader may have been configured to translate,
transpose, or simplify the card identifier. Using abbreviated identifiers may lead to collisions (i.e., multiple
identical numbers) in the PACS user database. This can be the result of the reader configuration, the PACS
configuration, the card registration process or a mixture of these.

Corrective Action: Review the TWIC Card and Reader Specification for guidance regarding options for bit
length and format of the card unique identifier. 48 bits is the minimum required to support the first three
fields of the FASC-N uniquely identifying a card. Some PACS cannot handle this bit length. Contact the
reader manufacturer to discuss possible solutions.
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4 PACS Card Registration Issues

Registration is the process of adding a TWIC card to the PACS user database and assigning access authority
to an identifier associated with the card.

Symptom: The TWIC card cannot be registered (enrolled) in the PACS.

4.1 Version Incompatibility

There may be version incompatibility between the card and PACS database or with the data model that
prevents PACS enrollment. The specific card version may not have been previously encountered by the
PACS.

Corrective Action: See Appendix A (section 6.2) for second level troubleshooting assistance to collect
diagnostic details. Contact the system supplier and provide the diagnostic details for factory assistance and
possible availability of updates.

4.2 Incorrect Encoding

The issuer of the card (TSA) may have encoded the credential incorrectly which would then prevent PACS
registration. PACS registration may include reading, matching biometrics, verifying validity periods and
storing certificates. Note that encoding issues are rare.

Corrective Action: See Appendix A (section 6.2) for second level troubleshooting assistance and collect
diagnostic details. Contact the system supplier and provide the diagnostic details for factory assistance and
possible availability of updates.

4.3 Inability to Process the TWIC Identifier (FASC-N)

The PACS may be unable to process the TWIC identifier (FASC-N). Using abbreviated identifiers may lead to
collisions (i.e., duplicate numbers) in the PACS. Data may be entered in the PACS manually, harvested from
the card, or imported from an authoritative database.

Corrective Action: Contact the PACS manufacturer to discuss potential updates.

4.4 TWIC Identifier (FASC-N) Already in the PACS Database

It has happened that mistakes have been made by the system issuing TWIC cards, resulting in duplicate
FASC-N card identifiers. This will be detected by a PACS if a same card identifier has been previously
registered for another cardholder. In such a situation, the TWIC card should be re-issued.

Corrective Action: Contacta TWIC enrollment center to get a replacement TWIC card.
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6 Appendix A: Basic Troubleshooting

6.1 Level One Troubleshooting

No specific test equipment or skill is required for level one troubleshooting. The assumption for these tests
is the availability of both a known good card and a transparent® contactless reader attached to a simple
diagnostic tool that captures, formats, and transmits the card’s free-read data (such as the concatenated
FASC-N string that consists of the four-digit agency code, four-digit system code, and six-digit credential
number, a total of 14 digits, or 48 bits) to the PACS.

The term “known good card”® refers to a TWIC card that has previously been authenticated, whose
authentication certificate is not revoked, whose FASC-N is not on the Cancelled Card List (CCL), and that has
been correctly registered with the PACS.

Other types of readers may follow the same test process.
Reported symptom: The card does not work; the reader does not read the card.

e Remove the TWIC card from its plastic card holder and check if the card can be read. If the card
still doesn’t work, proceed with Basic Test 1-1.

Basic Test 1-1: Is the card being activated by the reader?

Some readers are capable of reading both 125 KHz and 13.56 MHz frequencies. Those readers may use the
same visual indicator for both interfaces, making it difficult to determine which frequency activated the
indicator.

TWIC cards only incorporate the standard ISO/IEC 14443 frequency of 13.56 MHz. The TWIC card used for
this test should be presented alone to the reader. According to the TWIC Card and Reader Specification, a
TWIC reader shall reject more than one card presented at the same time, and even a good card, if
presented again less than one second after the first attempt.

Does the reader react to the card when the card is presented to the reader?

Present the TWIC® card to the reader and observe the reader indicator light (or sound). Different reader
brands and models use different methods and colors; however, there is usually a light that changes color
when the reader detects the presence of a card. If the indicator light changes when the card is presented,
this likely means the reader detects the presence of the card, and that the card transmits information and
communicates with the reader.

If not successful when the card is close to the reader’s surface, try to present the card at about % inch from
the reader surface, holding the card by its edges. Depending on the reader manufacturer and model, the
card may need to be a little closer or farther away.

Does the reader visual or audible indicator change?

8 A “transparent” reader handles only the exchange transmission protocol but is not involved in parsing or
interpreting any application data. Such a reader could be used for any ISO/IEC 14443 compliant contactless smart
card or device with the corresponding software in the computer/panel it is connected to.

® A good known card is a TWIC card issued to a person.

Secure Technology Alliance ©2018 Page 19



Answer: Yes. Go to Basic Test 2-1, Level Two Troubleshooting.
Answer: No. Go to Basic Test 1-2.

Symptoms may vary; however, removing the card from the reader’s RF field and presenting a different,
known good card, if available, are good first troubleshooting steps to validate the reader. Observe the
reader behavior and if the known good card works as expected, the indication is that there is a card
problem. Retest the card at other reader locations and observe the reader behavior.

Basic Test 1-2: Test the card with direct pressure on the ICC

Place the card so that the card’s integrated circuit chip (ICC) is located between the index finger and the
thumb of the hand holding the card. Move the card to the surface of the reader and put some pressure on
the ICC without bending the card itself. This is one way to test for a broken antenna bond, as the pressure
may reestablish a broken connection temporarily.

Does the reader visual or audible indicator change (communication is established)?
Answer: Yes. This indicates that the card is defective (intermittent behavior). Replace the card.

Answer: No. Card is not communicating with the reader. Go to Basic Test 1-3.

Basic Test 1-3: Repeat the test with a known good card

Present a different, known good card.
Does the reader visual or audible indicator change?

Answer: Yes. Conclusion: The reader is likely operational with this version of the card. Check the PACS log
to ensure that card number is being read correctly.

Answer: No. Suspect a reader problem. Go to Basic Test 1-4.

Basic Test 1-4: Repeat the test with a known good reader

Repeat Basic Tests 1-1 and 1-2 at a different location. Is the result the same as in Basic Tests 1-1 and or 1-
2?

Answer: Yes. Conclusion: The card may be defective. Further tests of the card are appropriate. This may
require additional equipment or assistance from the card issuer (TSA). Contact the TSA as soon as possible
as problems often occur in batches and the problem may already be known.

Answer: No. The tests produce correct results for a good card and good reader. Conclusion: The reader is
operational with the version of the card just presented. Check the PACS log to ensure that the card number
is being read correctly and that credential number is authorized for the door.

6.2 Level Two Troubleshooting: Card and Reader Data Operation

Level two tests require some basic skills and the ability to use some diagnostic tools. Diagnostic tools for
TWIC® cards are commercially available and may allow some diagnostics of a TWIC card. Contact the PACS
manufacturer, the systems integrator/installer or Secure Technology Alliance, for information about
available diagnostic tools. Diagnostic tools will typically display the card data that is read by a reader and
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transmitted to a display for viewing. Card data that is displayed may include some card information such as
the Card Unique ldentifier, its expiration date, and other data objects.

Quite often, diagnostic tools require a “good” card to establish a reference to make sure the test is
meaningful.

The following section presents some diagnostic tools which are publicly available and may be used for the
level two diagnostics.

6.2.1 Generic Tools for Smart Card TWIC Tests

6.2.1.1 Smart Card Tool Set from www.scardsoft.com

This tool can be used for any ISO/IEC contact or contactless smart card when used with a PC/SC reader. It
is a very low-level tool which allows communication with the card but does not analyze or interpret (by
default) the application information provided by the card.

In order to test if a TWIC card works using this tool, it is recommended that a batch be created with the
following two APDU commands:

1. Select TWIC card application: 00 A4 04 0009 A0 0000 036720000001
2.Get CHUID Data Object: O0CB3FFFO5 5CO035FC102 00

The typical response of the card when the second command is successful (return code 90 00) would be the
signed CHUID data object as shown in this example: 53 82 08 B3 30 19 D7 03 39 D8 41 46 6C 14 40 35 45
A16858219CE7 39 CE 61870339 A3 EE 34 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 35 08 32
303230303132313D003E820874308208700609 2A864886F70D 0107 02A0820861 308208
5D 02010331 0B3009 06052B0E0302 1A 0500 300A06086086480165030601A0820604 3082
06 003082 04 EB AO03 0201020204 535AE826300D0609 ... (Only the first 127 bytes are shown,
the bold red bytes being the FASC-N value code in hexadecimal.)

6.2.1.2 Smart Card Tool from Mgtek (www.mgtek.com/smartcard)

Created to manage smart cards used with Window operating systems, the tool may be used to check if a
PIV/TWIC card is working. The tool is designed to cache the smart card PIN in the Microsoft directory and
may not be very convenient to use in testing many smart cards. It may ask for the PIN of the card before
trying to work with the card presented.

6.2.1.3 SmartUtil from JW Secure (www.jwsecure.com/technologies/smartutil/)

The tool is mainly focused on cards containing certificates for authentication. It is a low-level analysis tool
not specifically tailored to PIV or TWIC® cards and may not provide much information about the card
content such as its FASC-N.

The screen snapshot in Figure 2 shows the response of the tool when a valid TWIC card is presented.

Note: If the card is not responding, the tool is not very clear about the information. It just says, “no card,”
as when no card is inserted in the contact reader or presented to the contactless interface.
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Figure 2. Tool Response with Valid TWIC Card

6.2.1.4 PIVCheck from https://www.hidglobal.com/products/software/pivclass/pivclass-validation-

workstation

This tool has been designed to diagnose PIV, TWIC, and First Responder Authentication Credential (FRAC)
cards and the Common Access Card (CAC). The tool can be deployed on a laptop, a PC or a handheld
terminal. The tool requires the PIN to be presented in order to completely test the card presented.

It allows verification if the card presented has a correct structure (CHUID check), valid authentication
certificates, and the cardholder fingerprints, and is not cancelled (it checks the TWIC CCL as well). This tool

can verify the user’s fingerprint as well when equipped with a fingerprint reader.

[TWIC Card Contents

FASC-N
GUID

Expiration date

Name

Employee Affiliation line 1
Employee Affiliation line 2
Expiration date

Agency Card Serial Number
Issuer Identification

[Card Holder Unique Identifier

Printed Information

Clear

[57 Certificates | Cardholder successfully authenticated

Figure 3. PIVCheck Tool
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6.2.1.5 ID-CAT from ID Technology Partners (www.idtp.com/idcat/)

This is a complete and very detailed tool designed specifically for TWIC cards, but it also can be used to
diagnose PIV cards. The tool can support contact as well as contactless readers, checks the TWIC cards
presented against the Card Cancelled List (CCL), and verifies all of the structures of the PIV as well as TWIC
data structures of the card. If the PIN is presented, the private information from the PIV card application is
also displayed by the tool (e.g., cardholder picture).

When a card is tested, the tool creates a log of all the exchanges (APDU trace) and can take a digital
representation of the card data (called card image in a log) for further analysis.

Like most other smart card tools, the software requires the computer operator to disable/tweak the
Microsoft smart card driver/tools to operate correctly under Windows 7 or Windows 10.

¥ Smart Card Diagnostic Version 3.13 Build 135 PLATINUM Edition | = = ‘
Card Holder Unique ID (CHUID) Information TWIC Card Application Summary

CHUID is present in TWIC PRESENT Errors Noted BASIC CHECKS PASS
‘Unsigned CHUID is present in TWIC PRESENT

Card
Connect
Check

CHUD is present in PIV (used below) ~ PRESENT

Agency Code is 7089 TWIC Card # 4820-502B-1253-02154979 DETAILS

Contact —
System Code is 8023

FAIL Card Antenna NOTE Add 2 Note Credential Number is 021082

Personal identifier is 009539890
PIN OBJECTS | Twic_ceL B o

Issuance Counter (i appiicable)

Globally Unique ID

00000000-0000-0000-0000-000000000000
Credential Expires on 2020 JAN 21

Card Activated: 2016 FEB 19
DETAILS

TEST A GOLDEN
Card Processing Complete. UPDATE TWIC Save Card

ccL

Figure 4. Resulting Screen Shot When a Good TWIC Card Is Presented

Figure 5 shows the message given by the utility when the card presented on a contact reader does not
work (unresponsive card).

¥ Smart Card Diagnostic Version 3.13 Build 135 PLATINUM Edition = 2 ‘

Broadcom Corp Contacted SmartCard 0
PRESENT Card

Connect

FAIL Card Antenna NOTE Add a Note

Failed to Connect to the Card. Remove Card UPDATE TWIC
cer EXIT

Figure 5. Resulting Screen Shot When an Unresponsive Card Is Presented
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6.2.2 Level Two Diagnostic Tests

This section outlines several general tests that can be performed with the diagnostic tools described above
using a contactless reader. The process for using diagnostic tools is similar for most diagnostic procedures.
In addition, a simple field strength test card that visually shows the strength of the RF field generated by the
reader may be a very valuable tool.° Please refer to the ISO/IEC 14443-2 standard for the minimum field
specification.

Some PACS architectures use a reader interface module that may be located near the card reader to
convert the actual data (e.g., Wiegand or ABA) sent from the reader to a vendor-specific format. These
modules may contain configuration parameters. For the purpose of this document, when present, such
modules are considered part of the reader assembly (see Section 2.2.4). Further troubleshooting details on
reader interface modules are out of scope for this document and should be conducted with assistance from
a factory-trained technician.

Baseline Test Process

This test is intended to verify that data can be read from both the contact and contactless interfaces of a
reportedly defective card and that the CHUID data from both interfaces matches.

1) Connectthe contact and contactless reader to the diagnostic tool.
2) Insert a known good card in the contact smart card reader.

3) Observe the display and document the relevant FASC-N data (Agency Code, System Code, and
Credential Number).

4) Remove the card from the contact interface reader and present the card to the contactless
reader.

5) Read the card and observe the display.

6) The Agency Code, System Code, and Credential Number should be identical to that produced
from the same card using the contact interface.

This establishes a baseline for tests of reportedly defective cards as well as for further tests of reportedly
defective installed readers.

Repeat the test with a reportedly defective card (one that produced a “no” answer to Basic test 1-1 and/or
1-2.)

Basic Test 2-1

Does the reportedly defective card produce the same values when used in the contact and contactless
reader?

Answer: Yes. Conclusion: The card is likely operational. Go to Basic Test 2-2 for reader tests.

Answer: No. Conclusion: The card needs further analysis. Document the observed data, if any, that the
diagnostic tool received and displayed. Contact the card issuer.

10 Such a tool is sold, for example, by the company MicroPross — see www.micropross.com/products.
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Basic Test 2-2
This test is intended to verify operation of suspect readers with known good cards.

Most PACS applications feature a method to display card data as received from a card reader installed at an
access control point. This will be called the diagnostic display in this section.

1) While one person (person A) is observing the incoming data at the PACS diagnostic display,
another person (person B) takes the known good card to the reportedly defective reader installed
at an access control point.

2) Person B notifies person A that he/she has reached the suspect reader.

3) Person Ainstructs person B to present the known good cards, one at a time, in a predetermined
sequence.

4) As person B presents the cards to the reader, person A monitors and documents the received
card data on the diagnostic display. This data is then compared with the data documented in the
baseline test process described above.

Does the diagnostic display show the expected data received from the known good card?

Answer: Yes. Conclusion: The reader is operational and compatible with the known good cards. Check the
PACS log to ensure that the card number is being read correctly and that the credential number is
authorized for the door.

Answer: No. The test produces no data. Conclusion: The reader is defective. Check the reader field
strength with a field strength test card/tool. If the field strength is appropriate, remove the reader and
repeat the test with the reader in a different location. Contact the PACS service provider; provide the test
process and results.

Answer: No. The test produces data that is different than expected. Conclusion: The reader
configuration/firmware may not be compatible with all card versions or the wiring between the reader and
controller may not have been properly terminated. Document the differences in data observed in the
diagnostic display. Contact system supplier. Provide the test process and results.

Basic Test 2-3
This test is intended to verify the suspect PACS reader configuration using a known good card.

e Repeat basic test 2-1, above, both at the suspect reader and at a reader that is performing with
no problems.

Does the diagnostic display show the expected data received from the known good card?
Answer: Yes. Card and reader are now compatible and operational. End test for this reader.

Answer: No. Remove the reader, and if present, the reader interface module, to check and document
reader vintage, version, and serial number. Contact system integrator for verification of reader
compatibility; update reader or PACS configuration if necessary.

Basic Test 2-4
This test is intended to verify that a known good reader is operational at the specific location.

e Replace the suspect reader with a known good reader. Repeat Basic Test 2-3.
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Does the diagnostic display now show the expected data received from the known good card?

Answer: Yes. The card and reader are now compatible and operational. Arrange for reader update or
replacement as required for the remaining readers onsite. End test for this reader.

Answer: No. Contact the system integrator for verification of reader compatibility and correct reader
wiring; update reader configuration or repair if necessary.

6.3 Level Two Troubleshooting: Power Issues

A good reader might perform poorly in the field due to power issues. Readers are designed to operate over
a specific range of available voltages (such as 5-16 VDC) and current. A reader that is powered by a PACS at
the lower limit (e.g., 5 VDC) may be susceptible to voltage drop in the wiring between the PACS power
source and the reader. Performance issues can include reduced read range, intermittent operation, and
non-operation.

This test is intended to verify that the power is adequate for the card reader, reader interface module and
other intermediate components, if present. When the reader has inadequate power during the card
transaction, it is likely that a read failure will occur.

1) Consult with the manufacturer’s documentation to verify that the power source is sufficient for
the reader(s).

2) If more than one reader is connected to a power source, verify that the power source is sufficient
to power all connected readers during simultaneous card read transactions.!

3) Determine that the voltage at the reader consistently meets manufacturers recommendations
with all other connected devices powered up.

Basic Test 2-5
Does the reader have peak power requirements that are greater than the maximum available power?

Answer: Yes. Conclusion: The power source needs to be properly sized to support the number of readers
connected. Consult with the system integrator for the proper method of supplying the reader power to
comply with manufacturer requirements.

Answer: No. Conclusion: The power requirements are being met by the reader power source. Proceed to
Basic Test 2-6.

Basic Test 2-6
Is the reader and interface board properly grounded in accordance with manufacturer’s documentation?

Answer: Yes. Conclusion: The reader and interface board are installed in accordance with the
manufacturer’sdocumentation.

Answer: No. Connect the ground wires in accordance with the manufacturer documentation. Improper
grounding can cause noise and other difficulties with the reader.

1 This issue may be more apparent during high throughput periods.

e—— ]
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Basic Test 2-7

This test is intended to verify PACS panel-to-reader location cabling, power issues and local access
control point issues which may affect card-reader operation. Remove the suspect reader from the access
control location and connect the reader directly to the PACS control panel.

Repeat Basic Test 2-2.
Does the diagnostic display show the expected data received from the known good card?

Answer: Yes. Conclusion: The reader is operational and compatible with the known good cards. Check
cabling between the PACS control panel and access control point for proper cable type, voltage and
terminations. End test for this reader.

Answer: No. Reader is likely defective. Contact PACS service provider to arrange further troubleshooting
assistance and possible replacement reader. Provide test process and result details.

6.4 Level Two Troubleshooting: PACS Registration Issues

This test is intended to troubleshoot a problem when the PACS will not register the TWIC card. The
procedure requires diagnostic tools similar to those described in the level two basic troubleshooting tests
above.

1) Connectthe contact and contactless reader to the diagnostic tool.

2) Insert a known, good card into the contact smart card reader.

3) If required by the registration system, enter the PIN to release the card’s PIN-protected data.
4) Observe the display and document the relevant data.

5) Remove the card from the contact interface reader and present the card to the contactless
reader.

6) Read the card and observe the display.

The display may show several errors that affect PACS registration, including an unknown application ID
(AID), issues with application selection, and issues with reading the print buffer. These errors indicate that
the relying system (in this case the PACS registration server) and the TWIC card are incompatible.

Contact the system supplier and provide the error information from the diagnostic tool for additional
support. These details may help the system manufacturer create an update that supports the AID and
profile of the presented card. Alternatively, the details might indicate a card failure and a need to contact
the card issuer.

Other possible card rejection errors which should normally be detected/provided by the PACS registration
module:

e Card has reached is expiration date.

e Card is on the Cancelled Card List.

e Card certificate is invalid, or data object signature is incorrect.

e Cardis not a TWIC card.

e Version of the presented TWIC card is not supported by the PACS.
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6.5 Escalation

It is important to contact the organizations that provide maintenance and support for the TWIC card
(Universal Enroliment System (UES) activation centers or TSA) or for the PACS when the reason of the failure
is not understood/diagnosed. This organization will have an escalation procedure for contacting suppliers
or integrators to resolve issues. An escalation procedure will likely be required when a new version of the
TWIC card or new features in the card are introduced as these options may cause interoperability issues with
fielded equipment. Some optional implementations may not be able to be diagnosed in the field and are
beyond the objectives and scope of this basic troubleshooting guide and should be addressed between the
customer and component providers. Final resolution may be policy related and any policy issues should be
resolved prior to technical modifications being implemented to support any options.
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7 Appendix B: Technical Details

For card presentation to be successful, it is essential to ensure that the radio frequency energy supplied
by the reader is sufficient to initiate the card power-up sequence for its self-test. This process may take
more time than users are accustomed to with older or other technology cards. Although a TWIC card
should comply with the ISO/IEC 14443 standard for contactless cards, some security requirements imposed
by the Federal government, such as NIST FIPS 140-2 validation, impose additional requirements (such as the
Cryptographic Module Validation Program [CMVP]) that significantly affect the amount of time required
to complete all card-to-reader interactions.

FIPS 140-2 requires a crypto module to perform a self-test on all of its cryptographic algorithms during
the power-on sequence. For smart cards that are used to log onto a personal computer every morning,
this test sequence is hidden by other processes that are executed simultaneously in the background, such
as PIN capture, subsequent authentication, and electronic signatures. However, when cards are used in a
PACS, this NIST requirement has a major impact on timing and on power consumption.

Traditional 125KHz Proximity cards and readers are much simpler (and less secure) than TWIC cards and
readers. They typically can operate at greater distances, have faster reads, are less orientation sensitive,
and have a shorter learning curve. This is mainly due to the fact that the chip only transmits a single
number, with no cryptography implemented or power-up self-test.

Some sites might implement readers with separate antennae to support both TWIC and 125Khz
technologies. These sites will need to address the additional training and operational challenges
associated with the different behavior characteristics of these two different RF and encryption
technologies.

7.1 Timing Impact

Because all supported cryptographic algorithms must be tested, regardless of whether they are going to
be used in the current session, a TWIC card must run tests on numerous algorithms today (e.g., 3DES,
AES, RSA, ECC, SHA1, SHA2, and the random number generator) which can take, depending on the card,
up to 500 msec. This amount of time is significant when compared to the average transaction time
expected for PACS. For contactless readers, the card must be kept within the RF field for approximately 1
sec to allow both the self-tests and the communications to complete. Visual and audio feedback may be
given to let the user know when it is safe to remove the card. User training could help minimize the
impact of the longer time.

Note: It is expected that in some near future, in more modern cards, the verification self-tests will be
optimized and require less time. This may require firmware updates to card readers.
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8 Appendix C: Qualified TWIC Readers

The TWIC Qualified Technology List (QTL) Reader Testing Program was originally established in
anticipation of U.S. Coast Guard (USCG) rulemaking that would require the use of qualified TWIC readers
for access control by owners and operators of various regulated maritime facilities and vessels (TWIC
Reader Rule). While established prior to the final TWIC Reader Rule, numerous TWIC reader vendors
undertook the considerable expense to submit their TWIC reader products for formal QTL testing in the
expectation that such testing would be required by the anticipated TWIC Reader Rule and would
establish a significant market for TWIC QTL listed readers.

The TWIC Reader Requirements — Final Rule was issued by the USCG on August 23, 2016 (Docket No.
USCG-2007-28915). This Rule requires certain high-risk vessels and facilities to perform electronic
TWIC inspections. However, there is no requirement to use readers from the QTL. The required
compliance date set by the Rule is August 23, 2018. Other non-high-risk maritime operators are free
and encouraged to deploy TWIC reader devices on a voluntary basis.

Independently of the reader itself, there is no TWIC program available to operators or PACS vendors to
verify the functionality/conformity of the PACS in its entirety. Nevertheless, it is possible for a PACS
operator to ask the Coast Guard to use the set of TWIC test cards they have in their possession to test
the functionality of the PACS as a whole. This card set is composed of nine different TWIC cards,
providing the ability to verify the system is working correctly with a good card, and if it detects cards
which have been cancelled (on the CCL), which have expired, or which have bad data or bad digital
signatures.
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