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Active Authentication Performer Overview and Status 
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PROGRAM OVERVIEW AND STATUS 
 BIOMETRIC: Identification of users through Web browsing      . 
behavior.  Develop the theoretical foundations and supporting 
algorithms for the detection, tracking and prediction of Web 
browsing behavior using information available from the address 
line of the browser. 

•  The biometric is the activity patterns that can be captured in the 
browser including the timing of clicks, the type  of page visited, the 
length of a session, the revisit rate, etc.  

 
Key Objectives 
 
•  Identify, extract and analyze features of Web behavior collected in a 

user study.  
•  Investigate structured prediction methods to authenticate users based 

on their Web browsing behavior. 
•  Develop a genre palette to categorize webpages for authentication 

and identification purposes.  
•  Analyze a large clickstream dataset obtained from comScore, Inc. 

Status 

•  Browser extensions for tracking and monitoring user Web behavior    
completed and deployed in an ongoing user study.  

•  Completed detailed analysis of initial user study dataset and identified 
key features of Web browsing behavior. 

•  Completed user authentication approach using ensemble of one-class 
SVMs  and random subspace method with best FRR: 11%; and best 
FAR: 7% ; avg FRR: 17%  and avg FAR: 18% for 14 volunteers. 

•  Completed user authentication of spatio-temporal models with 
structured prediction methods; avg EER: 15% for 14 volunteers. 

 

Behavioral Web Analytics  



Outline 

n  Objective 

n  Datasets 

n  Web behavior features 

n  BOW approach: Ensemble of One-class SVMs 

n  Sequence approach: Conditional Random Fields 

n  Future work 
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Clickstream data 

Clickstream data: UserId, Time, URL visited, browsing agent 

 
  

Internet Access 
Log 

Click Server Clickstream data 
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Human Subject Research 
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16 volunteers! 



Web Behavior Features  
 
n  Global session features 

q  Session duration 
q  Session length 
q  Day-of-week 
q  Time-of-day  
q  Number of unique domain 

names 
n  Time-variant distributions 

q  Time-between-revisit 
q  Pause   
q  Burstiness 

n  Genre distribution1 
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Sessions: series of consecutive clicks 
delimited by pauses of 30 mins or 
longer Time-

between-
revisit 

Pauses 
 

 

Burstiness  
 
 Power law: y=x-τ 

1 http://www.diffbot.com 



Associative Patterns of Web 
Browsing Behavior (Abramson et al., AAAI Fall Symp) 
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Genre Classifier  
(with Aaron Cohen, Code 5545) 

n  Apache Nutch 

n  Cascalog 

n  Naïve Bayes1 
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Corpus 

Web 
Crawler 

Genre 
Classifier 

Evaluate 

Download Train 

1 What’s in a URL? Genre Classification from URLs (Abramson, et. al, AAAI ITWP, 2012)  



BOW Approach: One-class SVMs 
 
n  Unsupervised learning problem 
n  Like clustering but solves a 

discriminative problem (self or not 
self)  

n  Moves the data to a high-
dimensional space with a kernel 
(e.g. Gaussian Kernel) 

n  LibSVM: Takes the origin as the 
only support vector from the 
complement class 

n  Authentication Metric: false 
rejection rate (FRR) and false 
acceptance rate (FAR) 
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Ensemble Learning: 
Random Subspace (Abramson, et al., FLAIRS-26) 

n  Varies the set of features of an ensemble of learners 
(one-class SVMs) for diversity 
q  Pool of learners with different feature sets 
q  Select subset of learners with weighted sampling on internal 2-

fold cross-validation  

n  Weighted vote 
n  Findings: 

q  No best feature(s) across all volunteers (a profile-based 
approach should work) 

q  Shorter time spans with high resolution are better discriminator 
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Empirical Results (1499 sessions/14 users/1 month) 
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Ensemble/Random 
 Subspace 

FRR FAR 

AVG 17% 18% 



Empirical results: comScore  
(9567 sessions/47 users/2 months) 
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Ensemble/Random 
 Subspace 

FRR FAR 

AVG 24% 20.6% 



Sequence Approach: 
Conditional Random Fields(CRFs) 
 
n  Temporal structured prediction  

q  Does order of websites 
visited matter? 

n  Linear-chain CRFs: 
q  Observations: TOD, DOW, 

500 URL ngrams 
q  Hidden Nodes: Genre 

n  Learn a user profile 
characterized by weights of 
parameters 
q  Stochastic Gradient+Viterbi 
q  Structured Perceptron+Viterbi 
q  Label Maximization Likelihood 

(Mallet1) 
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Feature Function 



𝑝​​𝑦↓𝑖  ⁠𝑥;𝜃,𝑖 = ​𝑒𝑥𝑝∑𝑗↑▒​𝜃↓𝑗 𝑓( ​𝑦↓𝑖
−1 , ​𝑦↓𝑖 ,𝑥,𝑖) /∑𝑦′↑▒𝑒𝑥𝑝∑𝑗↑▒​𝜃↓𝑗 
𝑓( ​𝑦↓𝑖−1 , ​𝑦↓↑′ ,𝑥,𝑖)      
 
 

1 http://mallet.cs.umass.edu 



Name that volunteer in 5 clicks! (1147 sessions, 14 users)1 
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SG/Viterbi 
FRR FAR 

AVG 17% 17% 
Best  11% 11% 

1Learning Temporal User Profiles from Web Browsing Behavior (live), M. Abramson, 
SocialCom 2014 



n  Noise is an issue 

n  Authentication from Web browsing can  be 
done in very few clicks! 

n  Label accuracy does not always translate into 
model accuracy.  

 

Summary 
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Future Work 

n  Scale up 
n  Robustness of predictive 

analytics 
q  Temporal drift 
q  Noise  

n  Activity patterns 
n  Generalize to other 

problems 
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