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  Grasp	
  (H-­‐MOG):	
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  New	
  Behavioral	
  Modality	
  for	
  Ac0ve	
  Authen0ca0on	
  of	
  Smartphone	
  Users	
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How a user moves and orients hands while interacting with the 

smartphone, during touch bursts and cognitive pauses 
 

2 

Multimodal Behavioral Signal Extraction • Hand Stability Features 
• Hand Resistance Features 
•  Touch/Gesture Features 
•  Pausality Features 
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Experiment:   
Number of volunteer participants: 100  

Volunteer participants performed typing, reading, 
and map navigation activities on Android based 
smartphones. Each volunteer participant 
interacted with the smartphone for 360 minutes, 
under two body motion conditions: 1) sitting and 
2) walking. 

Experiment Results: 
ü  Equal Error Rate (True Positive Rate = False Positive Rate) = 7.23% (Typing Task) 
ü  Time before decision = 140 seconds 
ü  Implementation of privacy-preserving active authentication 
ü  Biometric key generation code and results 
ü  Code for extracting HMOG authentication features 
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HAND MOVEMENT AND ORIENTATION FEATURES 
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Measurement Example	
  Features Sensors 

Movement •  Aggregate	
  accelera>on	
  in	
  x,	
  y,	
  and	
  z	
  direc>ons	
  in	
  >me	
  window	
  T	
  	
  
•  Correla>ons	
  between	
  x,	
  y,	
  and	
  z	
  axes 

Accelerometer,	
  
and	
  gyroscope. 

Orienta0on	
  
•  Aggregate	
  angular	
  velocity	
  in	
  x,	
  y,	
  and	
  z	
  direc>ons	
  in	
  >me	
  window	
  T	
  
•  Correla>ons	
  between	
  x,	
  y,	
  and	
  z	
  axes	
   

Movement	
  and	
  
orienta0on	
  during	
  

gestures 

•  Zero-­‐cross	
  rate	
  of	
  angular	
  veloci>es	
  in	
  x,	
  y,	
  and	
  z	
  direc>ons	
  during	
  a	
  touch-­‐
stroke	
   star>ng	
  at	
   loca>on	
  “A”	
  and	
  ending	
  at	
   loca>on	
  “B”	
  with	
  mid-­‐stroke	
  
contact	
  area	
  “C”	
   

Touch	
  and	
  gesture	
  
event	
  handler	
  
measures	
  touch	
  
loca>on,	
  and	
  
contact	
  area. Movement	
  and	
  

orienta0on	
  during	
  
pauses 

•  Zero-­‐cross	
   rate	
  of	
  angular	
  veloci>es	
   in	
  x,	
  y,	
  and	
  z	
  direc>ons	
  between	
   two	
  
touch-­‐strokes	
  occurring	
  within	
  a	
  pausality	
  period	
  of	
  T	
  seconds	
  and	
  star>ng	
  
at	
  screen	
  zone	
  “A”	
  and	
  ending	
  at	
  screen	
  zone	
  “B”	
  with	
  mid-­‐stroke	
  pressure	
  
“C”	
   

•  At	
  least	
  100	
  mul0modal	
  features	
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GRASP QUALITY AND FREQUENCY DOMAIN FEATURES 
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•  Grasp Resistance Features (30) 
•  The feature measures net displacements in the x, y, and z directions due to a 

touch-strokes and gestures.  
 

•  Grasp Stability Features (20) 
•  The feature measures how quickly a grasp restores angular velocity after a 

touch or gesture event.  
 

•  Frequency Domain Features (70) 
•  Principle frequency for acceleration in x, y, and z directions 
•  Spectral energy for acceleration in x, y, and z directions 
•  Magnitude of the first 5 components of FFT analysis for acceleration 
 

Anomaly	
  Detec0on	
  Algorithms:	
  Norm-­‐based	
  (e.g.,	
  L1	
  and	
  L2),	
  probabilis>c	
  (e.g.,	
  
first-­‐order)	
  models,	
  one-­‐class	
  support	
  vector	
  machines,	
  and	
  score-­‐level	
  fusion.	
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Data	
  Collec0on	
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DATA COLLECTION PROCESS 
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1. Subject Login 2. Task Allocation 
 

3. Task Execution 

Reading Writing Map 

Two Scenario 
Sitting Walking 

Login ID is assigned 
to each subject 
 

Session # 
Task ID 

Real-time touch and sensor data 
is collected in background 

Session # is retrieved 
from server 
 
Task is determined by 
Subject ID and Session # 
 

Subject ID 

§  100 volunteers (37 female and 53 male) 
§  8 reading, 8 writing, and 8 map-navigation sessions  

§  12 sitting, and 12 walking 
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DATA COLLECTION TOOL UI  
1. READING 
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Like	
  a	
  Web	
  browser.	
  
	
  

Subjects	
  could	
  tap,	
  	
  
scroll,	
  or	
  zoom	
  in/out	
  	
  

the	
  text.	
  	
  

Subjects	
  need	
  to	
  answer	
  
several	
  ques0ons	
  about	
  	
  

the	
  text.	
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DATA COLLECTION TOOL UI 
2. WRITING 
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Like	
  composing	
  an	
  E-­‐mail	
  or	
  SMS.	
  
	
  

Key	
  press	
  events	
  on	
  the	
  virtual	
  	
  
keyboard,	
  along	
  with	
  other	
  touch	
  	
  
and	
  sensor	
  events,	
  are	
  recorded	
  

Each	
  task	
  requires	
  at	
  least	
  250	
  
characters	
  input,	
  so	
  that	
  enough	
  

data	
  are	
  collected	
  for	
  later	
  analysis.	
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DATA COLLECTION TASK UI 
3. MAP NAVIGATION 
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Like	
  using	
  Google	
  Map.	
  
	
  

Subjects	
  could	
  tap,	
  	
  
scroll,	
  and	
  zoom	
  in/out	
  	
  

the	
  map.	
  	
  

Subjects	
  are	
  required	
  	
  
To	
  locate	
  a	
  specified	
  

des0na0on.	
  

Red	
  maker	
  indicates	
  the	
  	
  
des0na0on	
  is	
  located.	
  

	
  
During	
  this	
  process,	
  all	
  	
  
touch	
  and	
  sensor	
  data	
  	
  

are	
  recorded.	
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Authen0ca0on	
  Results	
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Comparison of H-MOG with State-of-the-art (Sitting) 

Scaled	
  ManhaXan	
   Scaled	
  Euclidean	
  

1-­‐class	
  SVM	
  

•  EERs	
  with	
  touch	
  features	
  
lower	
  than	
  H-­‐MOG	
  

•  EERs	
  with	
  H-­‐MOG	
  lower	
  than	
  
digraph	
  and	
  key	
  hold	
  features	
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Comparison of H-MOG with State-of-the-art (Walking) 

Scaled	
  ManhaXan	
   Scaled	
  Euclidean	
  

1-­‐class	
  SVM	
  

•  EERs	
  with	
  H-­‐MOG	
  features	
  lower	
  
than	
  key	
  hold	
  and	
  digraph.	
  	
  

•  H-­‐MOG	
  performance	
  beXer	
  (or	
  
comparable)	
  compared	
  to	
  touch	
  
features	
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H-MOG Performance Improvement (Walking) 

1-­‐class	
  SVM	
  Scaled	
  ManhaXan	
   Scaled	
  Euclidean	
  
H-­‐MOG:	
  

Scaled	
  ManhaXan	
   Scaled	
  Euclidean	
   1-­‐class	
  SVM	
  

State-­‐of-­‐the-­‐art:	
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Fusion of Feature Sets 

Scaled	
  ManhaXan	
   Scaled	
  Euclidean	
  

•  SiZng:	
  For	
  shorter	
  scans,	
  combining	
  with	
  H-­‐MOG	
  yields	
  lower	
  EER	
  than	
  without	
  H-­‐MOG.	
  	
  
•  Walking:	
  Combining	
  with	
  H-­‐MOG	
  yields	
  lower	
  EER	
  than	
  combining	
  without	
  H-­‐MOG.	
  	
  

Si^ng	
  

Walking	
  

DISTRIBUTION	
  A	
  -­‐	
  Approved	
  for	
  Public	
  Release,	
  Distribu>on	
  Unlimited	
  



 

 

15 

	
  
	
  
	
  

Biometric	
  Key	
  Genera0on	
  Results	
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H-MOG Features 

•  Top	
  31	
  features	
  

•  Accuracy	
  is	
  beXer	
  in	
  
walking	
  scenario	
  

•  Scan	
  windows	
  longer	
  
than	
  60	
  seconds	
  do	
  not	
  
increase	
  accuracy	
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H-MOG Combined with Touch Features 

•  Top	
  3	
  touch	
  +	
  31	
  H-­‐MOG	
  features	
  
•  Accuracy:	
  18.8%	
  (EER,	
  walking)	
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Touch Features 

•  LDA	
  reduces	
  EER	
  to	
  15%	
  

•  Scan	
  windows	
  longer	
  than	
  
60	
  seconds	
  improve	
  
accuracy	
  

•  Touch	
  features	
  achieve	
  
best	
  EER	
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Keyhold Features 

•  BKG	
  cannot	
  handle	
  missing	
  
values	
  

•  We	
  used:	
  
–  8	
  features	
  for	
  walking	
  
–  13	
  features	
  for	
  si^ng	
  
–  no	
  digraphs	
  

•  EER	
  is	
  over	
  25%	
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Conclusions 

•  Authen>ca>on	
  
– H-­‐MOG	
  performs	
  best	
  during	
  walking	
  
– H-­‐MOG	
  performs	
  beXer	
  than	
  keystroke	
  dynamics	
  
–  Lowest	
  EER	
  with	
  fusion	
  of	
  H-­‐MOG	
  and	
  touch	
  features	
  

•  Biometric	
  Key	
  Genera>on	
  
– H-­‐MOG	
  performs	
  well	
  when	
  combined	
  with	
  touch	
  
features	
  –	
  well	
  suited	
  for	
  short	
  scans	
  

–  Touch	
  features	
  alone	
  perform	
  beXer	
  than	
  H-­‐MOG,	
  
but	
  only	
  for	
  long	
  scans	
  

–  Keyhold	
  signals	
  not	
  suitable	
  for	
  BKG	
  due	
  to	
  frequent	
  
missing	
  values	
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