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Electronic ID cards allow performing online
transactions

The card needs
to be present!
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Strong online authentication without skimming

Insecure
Keyboard

Online Application
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Leverage the NFC infrastructure without allowing
them to become a threat

WiFi

APDU
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Standard contactless ID card with an inlay-like touch
pad embedded in the inner layers
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Arbitrary touch pad configurations by software

Arbitrary Shaped Buttons Arbitrary Confirmation Gesture

Key Pad Gesture Pad / Keyboard Mouse Pad
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The applications learns handwriting dynamics
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Smart Authentication principle
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Authentication On-Card
Request Authentication

Secure
Matching

el e

OK ?

Authorized ted l OK/NOK

Credentials are never
transmitted through the
infrastructure in clear
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Multifactor Authentication utilizing Handwriting

1924

SmartTouch Card

N+

H
Individual A
Writing — o Reference
Dynamics SN Characters
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Example: Transaction Confirmation on Smartphone

er Demo

NXP SEMICONDUCTORS
ELEKTRONISCHES DOKUMENT
ELECTRONIC DCCUMEN T/DOCUMENT ELECTRONQUE DOE
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Name/SurmameNorr

Vornamen Given
JOHN
islag Date of Lirthy

Gebur Date of i
Dale de nalssence

21.06.1981

GeburnsortPlace of birin Lisu

HAMBURG

GC g oisDate of expiry’

Cale @ expiration
30.09
»che

Unter
Signatun

namos Prenoms

Samsung Galaxy Nexus

Authorize data transfer
by individual confirmation
gesture (Android style)

-
P



SECURE CONNECTIONS
FOR A SMARTER WORLD




A few additional components

1507816

ISO14443A I/0 Controller
Secure Element ¢ Gesture Decoder

Antenna

SmartMX ARM Sensor
P5CD145 Cortex MO
LPC11A14 PCB Tracks

Power Supply

LDO
LD6805
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Full compatibility with
traditional contactless
smartcard technology

All the additional components integrated in the
same smartcard module

Touchpad compatible with today’s inlay
technologies

No external power supply needed
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Thank You !
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