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Never stop thinking



Smart Card Alliance Government Conference
Washington, DC
October 30,2014

Infineon Technologies - a German Share Index 30 company
Long experience in GovID market with ~30% Market Share ww
More than 120 GovID projects worldwide on all 5 continents

Outstanding technology portfolio: SLEZ8 w/ Digital Security,
SOLID FLASH, EAL6+ high, High Memory variants, VHBR, ...

he —
Linda Brown, Business Development ‘ mflneon
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The Value of an Electronic ID Document @

Beside the initial idea of
identifying its owner to the
authorities, new electronic

ID documents bring value to
the citizens.

October 2014 Copyright © Infineon Technologies AG 2014. All rights reserved. Page
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Why Moving to Multi Application Cards? (ET)

Convenience for citizen

Enabling & simplification of
processes (B2B, B2C)

Enabling of online services

Increase of security for both
citizen & providers

October 2014 Copyright © Infineon Technologies AG 2014. All rights reserved. Page 4
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Government ID Landscape

) Hi‘g
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Multi application with Public & Private applications

gt

Various services in Multi application with Public applications
the public domain \

- eTax, eSocial, ePension, Various services in
eVoting, eHealth, eDL the public domain

- eTax, eSocial, ePension, | One application only
Vanoqs services .,n eVoting, eHealth, eDL e.g. Electronic ID, eDL,
the private domain ePass

- eTicketing, ePayment, Application based on
eTrading, eVoucher

Application based on

e On-card application
e Off-card application

October 2@
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Evolution Path to Multi App

infineon
From Single2Multi and Public2Private Application Cards p

eSocial
ePension
eHealth
eTax
eVoting

e-Government

Multi App
Shopping
Auction
Highway  Booking
Train .
Bus
ATM Taxi
Credit 1
Debit
Homebanking e-Business
1 (Internet Services)
e-Ticketing
! (Transport)
e-Purse
(Banks)
Private

October 2014 Copyright © Infineon Technologies AG 2014. All rights reserved. Page 6



Evolution Path to Multi App
From Single2Multi and Public2Private Application Cards

Shopping
Auctipn
: Highway Booking
_____ . — Train
Bus
ATM Taxi T
Credit
Debit
eSocial Homebanking T
ePension PR
eHEalth - Mal .
T T = ,._2 alaysia
eVoting o g\
e-Government @ == i Estonia
UAE
Business Model
October 2014 Copyright © Infineon Technologies AG 2014. All rights reserved.
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Multi App

Private
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Challenges for Multi Application eID

The key challenge for
multi-app schemes
worldwide is the early
identification of

key applications to drive
citizens acceptance

October 2014 Copyright © Infineon Technologies AG 2014. All rights reserved. Page
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Challenges for Multi Application eID (Infineon

Clear ownership for
the document

Single ministry (e.g. Mol) versus multiple
ministries (Mol, MoT, MoH)

_ T TR T Y

Development of own proprietary
solutions

In field updates .

Version

control of SW Security

Isolated
solutions

Inclusion of private
sector

| [

Missing program management to
— drive market acceptance

October. 2@ / .’
o

Long lifetime of
documents




Boundary Conditions for Multi-App in Gov-elID
Technical aspects N inEor

Definition & Specification Phase

Multiple data groups SHOULD be supported.

Flexible access condition to the data group SHOULD be supported.
International standards for technologies and app’s SHOULD be used.
Enough memory SHOULD be selected.

Flexible OS/Applet Architecture SHOULD be selected.

Lifetime of document SHOULD be defined upfront

Operation & Life Cycle Phase

B Highest available performance SHOULD be selected

B Long lasting security concept SHOULD be used

B Field update SHOULD be supported (e.g. new data groups, new security key)

B Post issuing service SHOULD be supported (e.g. new function, new app’s)



Infineon

i

MSAR - Macao Multi Applications NelD

=, ¥ 4
m 2002: Roll out - Tl W
m 2012: New Design, higher security
Sample Card
® 2013: 2nd Generation s ,
206106 . ‘DL 5 .t
1,62
B 1G = contact-based, 2G = contactless 100015217)
30-12-2912 18-03-2000 22-06-1961 M

30-12-2002 1000152(7)

Public Sector

Identity Card Health Voucher Public Key Kiosk

\ Infrastructure J

Private Sector

Identification in

\ Finance Sector J

October 2014 Copyright © Infineon Technologies AG 2014. All rights reserved.
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HKSAR - Hong Kong Multi Applications NelD

2004: Roll out

2005: eGovernment Service
2006: eBanking Service

2007: eDriving License Function
Contact Interface

Currently exceeding 8 Million

ERXARNE RO W

HONCG KON PERMARENT IENTITY ¢

v.xrfzu Shing 4 SAMPLE

) 281 2589 2052 i
\ 3
4 1% £ Oute &t 8o
01-01-1979 #u 1= i
n LELT %S R
oL (0150

28-06-03  C688688¢0) |

(infineon

Identity Card e-Gate

Public Sector

Public Key
Infrastructure

~

J

\
>

Private Sector

\ e-Banking e-Business

S

J

October 2014
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MyKad Malaysia
2000: Roll-out
2005: Deployment completion
2007: Dynamic load enable
2012: New structure

Hybrid Card approach

Currently exceeding 28 Million

Multi Applications NelD

(infineon

Anchor Applications

@ " BasicMedical Data | [@%\

e

K Frequent Travelers Card | [OII'-Card \_

Ceased Applications

Contact ePurse

@

October 2014

Copyright © Infineon Technologies AG 2014. All rights reserved.
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Examples for Multi App

Malaysia 1998
Estonia 2002
Hong Kong 2004
Saudi Arabien 2005
Portugal 2006
UAE 2007
Bahrain 2008
Germany 2010
RSA 2013
Turkey 2014

1) In discussion for 2G

October 2014

(infineon

Semi Public Private
eHealth | eTicketing | eVoucher | eBanking | eShopping
X X X X
X X
X X
X X
X
X X X
X X
X
X
X x" X
Copyright © Infineon Technologies AG 2014. All rights reserved. Page 14




New State-of-the-Art Semiconductor
Technologies will enable new schemes
for Government elD

@ 2 ew
izt @ 40nm - development
===== @ 65nm - production
Mask = @ 80/90nm - volume ction
OM and Flash @ 120nm - volume jon
MazkROM @ 180nm - volume production
® 250/220nm - volume on

Semiconductor Industry Trends
Technology Roadmap for Secure Smart Cards

Security Performance MultiApp Flash

October 2014 Copyright © Infineon Technologies AG 2014. All rights reserved. Page 15
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Challenges of Secure Electronic Documents (llneon

Security € INTEGRITY GUARD C'less Performance

m —— T I 16bit cache-based architecture
Eg ) rom RAM M Support of higher frame sizes

M Very High Bit Rate Contactless
Speed @ 6.8MBit/s on SLE78

M Flexibility with 1ISO14443 A&B

@VHBR

mance

“ Fully encrypted data
path including CPU

M Comprehensive error
detection

M Self-checking
dual CPU

SOLID FLASH™

¥ Short time-to-market

v Perfect fit for multi
application

 Secure adaptation to
changing requirements

2014: 31 & 4th Gen ePass &
Multi App eID

<

o Increasing Memory sizes Infineon is the Innovation leader for

governmental IC products(1)

@ SOUDFLASH™ ——
B N\ega N\emory (1) ABI competitive analysis, 2013

October 2014 Copyright © Infineon Technologies AG 2014. All rights reserved. Page 16
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Worldwide eID Trends (Infineon

£ &

Convergence between NelD & travel documents;
NelD for border control with ICAO or eRP

- T T T T T Y

Convergence between NelD & token,
smart phone or tablet > Mobile elD

Transport with open

CIPURSE™
} standard
a

Increasing privacy s
needs of citizens F —.

I . Mlrs = .o

VISA information and travel stamps in ~A VHBR interfaces to allow
f

- ePassports w/ LDS 2.0 | \ fast data exchange -

g, . e
. F ¥ T —
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Conclusion

The number of successful
MultiApp eID schemes

worlawide is growing

Proper setup & program
management on the
application side is key for
success

Clear Ownership is required

Latest semiconductor
technologies enable new
opportunities in GovID with
flash and fast interfaces

October 2014 Copyright © Infineon Technologies AG 2014. All rights reserved. Page 18
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