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GlobalPlatform Positioning
GL BALPLATFORM

GlobalPlatform is the standard for managing
applications on secure chip technology
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Across several market sectors and in converging sectors
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Value Proposition of
GlobalPlatform Specifications

GL BALPLATFORM

e With international standards and a defined infrastructure from
GlobalPlatform already available, governments only need to
establish application standards for their ID programs

e GlobalPlatform infrastructure proposes a set of ready-to-use
solutions for managing an ID application:

e On-card application management
e Tools for issuance, post issuance and key management

e Messaging specification for standard data exchange with
systems in the issuance (and post issuance) flow

« Common personalization approach for ID card issuance

Smart Card
Infrastructure



State of Affairs
GL BALPLATFORM

* GlobalPlatform’s security model and architecture is stable for 15 years

e Around 10+ billion cards have been deployed using the current APDU

framework
— Banking card (defined in EMVCo)
— Cards including USIM (defined in ETSI)

e Applications from different markets, converging onto shared platforms,

has an impact as not all markets have the same targets / drivers

— Both banking and telco are investing in mobile
e Near field communication (NFC)
e Over the air (OTA)
e Interface with the rich operating system (OS)
e No value to move to latest ISO versions
— Government
e Crypto mandates and privacy mandates
e Lot of evolution of ISO 7816 and 24727 technology

* Need to ease convergence for users of APDU and ISO Frameworks
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GlobalPlatform Card: The ISO Framework
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The ISO Framework

GL BALPLATFORM

 The ISO Framework is a way to implement all GlobalPlatform features
in any smart card OS
— No impact on JavaCard APls published in Card Specification v2.0

-

Architecture

Current APDU
Framework ISO Framework 1ISO- Standard
SSD SSD
APIS

«Java Card 3.0.1
Classic - Multos

A GlobalPlatform compliant card can
Card Specification

v22

support both frameworks -
Classic and ISO




Publicly Released in March 2014

O BALPLATFORM

 Result of intense collaboration
between : GLOBALPLATFORM"
— United States (NIST)
— Japan (NICSS)
— 1SO WG4 Groups

e Available for download from the
GlobalPlatform public website

GlobalPlatform Card Technology
Card Speciﬁcation - ISO Framework

Version 1.0

Public Release
- = March 2014
Tr— s ¥ Document Reference: GPC_SPE_055
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ISO Framework - Highlights

GL BALPLATFORM

» Aligned with latest ISO standards:
— ISO/IEC 7816-4 and -9 for APDUs
— ISO/IEC 7816-13 to Annex B for card content management
— ISO/IEC 24727-2 for data objects

e Aligned with the national US GICS (Generic Identity Command Set)
standard:

— Part 1: Card Application Command Set
— Part 2: Card Administrative Command Set

e |ISO-SCPO03 (AES based secure channel) is supported
e Extended length APDUs are supported




Up Next??

Privacy Framework Requirements Released =
GL BALPLATFORM

* For use by anyone developing to
GlobalPlatform Specifications GLOBALPLATEORM

o Useful for defining additional
features to enable privacy sensitive
applications on GlobalPlatform
cards

* Government agencies benefit by

GlobalPlatform Government Task Force

knOWing What can be eXpeCted Privacy Framework Requirements
from GlobalPlatform cards in the Version 1.0
fUture In respeCt to prlvacy Member Release

January 2013
Document Reference: GP_REQ_010




Visit us @ www.globalplatform.org

OBALPLATFORM
GL BAL PL ATFORM ™ Home | Member Login | Become a Member | Store | Search | C%
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Become a Member Made Simple Guides

GlobalPlatform has launched a series of guides
= Influence specifications development that aim to explain in simple terms the technology
= Enhance your global industry positioning developments that it is working on and how these
= Build industry relationships will benefit the industry.

Read More >
Join Now >

Technical Priorities GlobalPlatform News Recent Updates/Latest Content

> Government Task Force > 09 Oct 14 - Executive Newsletter
> Internet-Of-Things Task Force > 23 Sep 14 - Device Compliance Program
> Japan Task Force Expanded For Mobile Services — GlobalPlatform to host inaugural
> Mobile Task Force > 08 Sep 14 - GlobalPlatform Brings Training i:' _.== half day EMY Seminar in Orlando,
> Premium Content Task Force Sessions to Paris =—__ __—= Florida on 9 December. Delegates
> Security Task Force > 02 Sep 14 - GlobalPlatform appoints new — will learn how GlobalPlatform
Card Committee Systems Committee Chair Specifications can be used to
> Device Committee = Mare news support EMY payment deployments

on both card and mobile platforms.
Learn more and register now.

Systems Committee

Enter Email Address R
afga Speakers from the GlobalPlatform
m TEE event 2014 share their
thoughts on this advancing
landscape. View the latest blogs.
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GlobalPlatform Compliance Program

Tweets % Follow
— The compliance program #7250 GlobalPlatform 17 Oct
i =\ evaluates the functional WY @GlobalPlatform_ GlohalPlatform is searching for a
i i i Technical Program Manager to
GL BALPLATFORM Dehaviorofa product against Attendance is e(ncouraged for _ hnic g g
Py wy/ the requirements outlined in GlobalPlatform’s All-Member meeting, —— assist in the growth and support of
<, X taking place on Thursday, 6 November f :
irep GlobalPlatform Configurations bit.I-,-E:'fmQBH*«L"-_. ¥, GIobaIPlatf_orm Specifications and
and associated specifications ’ ) membership in North America.
Read more.

to achieve market interoperahility. Find out more ahout
the latest updates, gualified test tools and approved
products.

#7253 GlobalPlatform 17 Oct
v @GlobalPlatform_

Come along to GlobalPlatforms All-
Member meetina. takina olace on

Read GlobalPlatform's paper
'‘Secure Solution for Deploying

e T e I e e Yol e Teetioes S




GlobalPlatform Members
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GL BALPLATFORM

Thank you!
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