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The Way It Was...
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* Proprietary PACS, card

formats
* Duplication of operations 0 sk
— ID proofing cific 0| P i%l
e Low assurance! : .
— |ssuance

— Registration to PACS

— No guarantee of uniqueness
...Think of the expense

CertiFath ...and the Lock Down problem



The Transformation...

Dependence on Cloud-Based

* Enterprise ldentity Management
« Credential Issuance

« PKI Services
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FICAM Roadmap Federal Enterprise %%

Target Conceptual Diagram
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FICAM Roadmap Overview of PACS

within the Overall Infrastructure
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|ICAM Foundational Architecture

Identity
Management Auditing and
Reporting
Access

Management

® Roles
o Entitlement
Attributes




Usage (Buildings/
Facilities)
NIST SP 800-116

Lock Key
FICAM PIV in Enterprise PIV/PIV-I per FIPS 201 &
PACS FBCA CP

CertiPath



The Tools in my Arsenal...

Secures against cards that are

At Modes ¥ | Revoked | 2055 “OCST | oten | 572122 | Fastors | Security Area
Chip Serial # None Uncontrolled
FASC-N/UUID v None Uncontrolled
CHUID+VIS v v 1 Controlled
PKI-CAK v v v 1 Controlled
PKI-AUTH v v v v 2 Limited

PKI-AUTH+BIO v v 4 v 4 3 Exclusion

e  Performing signature checks and private key challenges at enrollment is not sufficient to achieve
these levels of assurance. They must be done at the time-of-access.

Fa th e  CHUID as an authentication method is deprecated




Mapping Authentication Method to

Controlled Areas

PKI +
BIO(-A)

O FKI
G PKI+BIO(-A)

CAK CHUID BIO CAK + BIO(-A)

O:0 0

VIS .
NOTE: Circled numbers are references to explanatory
Cert" ath text in SP800-116, not the number of authentication factors



SO...

When Someone Shows Up

at My Door...

.=
Geneva Conventions Identification Card

-

PKI-Aﬁt'hentic:;tion

User Digitaliy.Signs for Access

PKI-Digital Signature
For Email or PC Login

CertiPath How LONG is the PKI Cloud Dog’s tail?
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O SHA1 Infrastructure
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‘ SHA2 Infrastructure
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O PIV Issuers
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O PIV-I Issuers
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High Assurance Transactions
— have many opportunities to fail
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Oh By the Way...

* My E-PACS is NOT an island bounded by the Executive
Branch
— Regular access

* Individuals having a trusted credential
* Normal daily access to the facility

— Visitors (industry, legislative, judicial and state&Ilocal)

* Individuals having a trusted credential
— PIV or PIV-|

* |Individuals without a trusted credential
— Must issue facility access card

* Enterprise just took on a whole new meaning in scale
— Prior to PIV and PIV-Il, not feasible

Certipath 9



Ultimately:
Continuous Monitoring is Required
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Summary

* |CAM is a good thing
— Saves a lot of money avoiding redundant, silo’d processes

— One credential, one human, one identity
e And is it still valid!

* Nothing is perfect
— Trust but verify...
— Use the PKI!
— Challenge the Card!
— And be prepared for “issues” with cards from various issuers

* | wonder how mobile and derived credentials will change
all this?
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