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What	
  is	
  Connect.Gov?	
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Connect.Gov	
  enables	
  people	
  to	
  access	
  online	
  (digital)	
  
government	
  services	
  in	
  a	
  convenient,	
  privacy	
  
enhancing,	
  and	
  secure	
  manner	
  without	
  having	
  to	
  
create	
  a	
  new	
  login.	
  
	
  
Connect.Gov	
  is	
  a	
  partnership	
  between	
  GSA,	
  USPS,	
  and	
  
the	
  AdministraEon’s	
  NaEonal	
  Strategy	
  for	
  Trusted	
  
IdenEEes	
  in	
  Cyberspace	
  (NSTIC).	
  



The	
  Challenge	
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Ø  Average	
  users	
  have	
  6.5	
  web	
  passwords,	
  25	
  accounts	
  requiring	
  
passwords,	
  and	
  enter	
  approximately	
  8	
  passwords	
  per	
  day	
  	
  

Ø  76%	
  of	
  network	
  intrusions	
  exploited	
  weak	
  or	
  stolen	
  credenEals	
  	
  

Ø  75%	
  of	
  customers	
  will	
  avoid	
  creaEng	
  new	
  accounts	
  

Ø  54%	
  leave	
  the	
  site	
  or	
  do	
  not	
  return	
  when	
  asked	
  to	
  create	
  a	
  new	
  
password	
  

Ø  45%	
  of	
  consumers	
  will	
  abandon	
  a	
  site	
  rather	
  than	
  aSempt	
  to	
  
reset	
  their	
  passwords	
  or	
  answer	
  security	
  quesEons	
  

Ø  The	
  rise	
  of	
  Bring	
  Your	
  Own	
  IdenEty	
  is	
  being	
  driven	
  by	
  users’	
  
“idenEty	
  faEgue”	
  and	
  the	
  need	
  to	
  bring	
  convenience,	
  security	
  
and	
  privacy	
  to	
  on-­‐line	
  interacEons	
  

Study conducted by USPS 



The	
  Solu9on	
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Connect.Gov is a secure, privacy-protecting service that conveniently connects people 
to government benefits and services through an online portal (USPS Connect) using a 

digital ID they may already have and trust.  

Inspired by President Obama’s National Strategy for Trusted Identities in Cyberspace 
(NSTIC), Connect.Gov makes it easy for government agencies to bring trusted 3rd party 
credentials into their online platforms to drive greater participation with citizens online.   

USPS Connect USPS Connect 



Agency	
  Benefits	
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Greater	
  
ciEzen	
  
engagement	
  

Enable	
  choice	
  via	
  trusted	
  credenEal	
  providers	
  

Streamlined	
  user	
  experience	
  

Lower	
  
integraEon	
  
and	
  usage	
  
costs	
  

Single	
  point	
  of	
  integraEon	
  

Established	
  contracEng	
  and	
  legal	
  structures	
  

MulE	
  agency	
  buying	
  power	
  

Reduced	
  
agency	
  
investment	
  

Resources	
  freed	
  for	
  mission	
  needs	
  

Outsourced	
  credenEal	
  management	
  

Reduce	
  agency	
  help	
  desk	
  requirements	
  



How	
  Does	
  Connect.gov	
  Work	
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CSP3 
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Government 
Services 

https 
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SAML, PKI, Open ID 

Agencies’ Web Sites (Relying Parties – RP) 
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For Illustrative Purposes Only 

Consumer navigates to Agency website that has decided to accept interoperable credentials and 
identities 
Consumer chooses to use Identity Provider credential to log into the Agency website            
(2 options: imbedded selector on agency page or standalone page) 

Consumer browser is routed via Connect.Gov to the Identity Provider login page (Identity Provider 
only knows it has an authentication request from FCCX and no consumer information is in the 
transfer) 

Imbedded Selector Connect.Gov Sign-In Page 

Connect.Gov 

How	
  Does	
  it	
  Work:	
  User	
  Experience	
  

7 



8 
For Illustrative Purposes Only 

Consumer logs into the Identity Provider website and provides consent to 
allow attributes to be shared  

Identity Provider sends credential assertion and attributes via the USPS 
Connect broker to the requesting Agency. This is done without Connect.gov 
storing any personal consumer data.  Agency resolves identity to single 
account utilizing attributes and may ask additional identity related questions 
during initial log-in to resolve identity to a single person/account. 

How	
  Does	
  it	
  Work:	
  User	
  Experience	
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Partners	
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•  GSA	
  
–  Program	
  Management	
  Office	
  
–  Provides	
  the	
  government-­‐wide	
  Shared	
  Service	
  
–  Contracts	
  for	
  the	
  IdenEty	
  Services	
  	
  
–  Establishes	
  the	
  IdenEty	
  standards	
  via	
  the	
  Federal	
  IdenEty	
  &	
  
CredenEaling	
  Access	
  Management	
  Office	
  

•  USPS	
  	
  
–  Provides	
  the	
  secure	
  broker	
  service	
  
–  Technology	
  OperaEng	
  EnEty	
  
–  Guides	
  technology	
  integraEon	
  

•  NIST	
  
–  Provides	
  leadership	
  and	
  strategy	
  as	
  defined	
  by	
  the	
  NaEonal	
  
Strategy	
  for	
  Trusted	
  IdenEEes	
  in	
  Cyberspace	
  

•  Pilot	
  Agencies	
  
–  VA,	
  State	
  Department,	
  NIST,	
  USDA	
  



Timeline	
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Aug	
  
	
  2014	
  

• LOA	
  1	
  IntegraEon	
  
	
  
Oct	
  	
  	
  
2014	
  

• LOA	
  4	
  IntegraEon 	
  	
  
	
  

Nov	
  
	
  2014	
  

• LOA	
  2/3	
  IntegraEon	
  
	
  

Dec	
  
	
  2014	
  

• Fully	
  FuncEonal	
  



How	
  Do	
  I	
  Get	
  Started?	
  (Iden9ty	
  Service	
  Provider)	
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http://www.idmanagement.gov/custom-block/ficam-tfs-approval-process 



How	
  Do	
  I	
  Get	
  Started?	
  	
  (Agency)	
  

RP	
  Pre-­‐qualificaEon	
  
&	
  Approval	
  

• Ensures	
  the	
  Agency	
  
infrastructure	
  exists	
  
and	
  is	
  ready	
  for	
  
integraEon	
  

• ConfiguraEon	
  
Checklist	
  

• Request	
  and	
  
acquire	
  cerEficates	
  

• Create	
  and	
  agree	
  on	
  
metadata	
  

Technical	
  
IntegraEon	
  

• Determine	
  selector	
  
mechanism	
  

• Determine	
  LOA	
  
• Sign	
  metadata,	
  
exchange	
  
cerEficate,	
  
exchange	
  metadata,	
  
sign	
  metadata,	
  
aSributes	
  
specificaEon,	
  etc.	
  

OperaEonal	
  
Onboarding	
  	
  

• Includes	
  process	
  
tesEng,	
  operaEonal	
  
support,	
  and	
  
commercial	
  launch	
  

• Subscribes	
  to	
  ITIL	
  v3	
  
governance	
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  For	
  More	
  Informa9on	
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GSA	
  
Jennifer	
  Kerber	
  -­‐	
  jennifer.kerber@gsa.gov	
  (PMO)	
  
Anil	
  John	
  -­‐	
  anil.john@gsa.gov	
  (FICAM)	
  
	
  
USPS	
  
Doug	
  Glair	
  –	
  douglas.p.glair@usps.gov	
  
Angela	
  Lagneaux	
  –	
  angela.m.lagneaux@usps.gov	
  
	
  
NSTIC	
  
Jeremy	
  Grant	
  –	
  jeremy.grant@nist.gov	
  
Naomi	
  Lelovitz	
  –	
  naomi.lelovitz@nist.gov	
  
Phil	
  Lam	
  –	
  philip.lam@nist.gov	
  


