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Connect.Gov enables people to access online (digital)
government services in a convenient, privacy
enhancing, and secure manner without having to
create a new login.

Connect.Gov is a partnership between GSA, USPS, and
the Administration’s National Strategy for Trusted
ldentities in Cyberspace (NSTIC).
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&C© The Challenge

> Average users have 6.5 web passwords, 25 accounts requiring
passwords, and enter approximately 8 passwords per day

> 76% of network intrusions exploited weak or stolen credentials

> 75% of customers will avoid creating new accounts

» 54% leave the site or do not return when asked to create a new
password

> 45% of consumers will abandon a site rather than attempt to
reset their passwords or answer security questions

» The rise of Bring Your Own Identity is being driven by users’
“identity fatigue” and the need to bring convenience, security
and privacy to on-line interactions



GO The Solution
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Connect.Gov is a secure, privacy-protecting service that conveniently connects people
to government benefits and services through an online portal (USPS Connect) using a
digital ID they may already have and trust.
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Inspired by President Obama’s National Strategy for Trusted Identities in Cyberspace
(NSTIC), Connect.Gov makes it easy for government agencies to bring trusted 3 party
credentials into their online platforms to drive greater participation with citizens online.
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C© Agency Benefits

Greater Enable choice via trusted credential providers
citizen

engagement . .
Streamlined user experience

Lower Single point of integration
integration
and usage Established contracting and legal structures
costs . :
Multi agency buying power
Reduced Resources freed for mission needs
agency

investment Outsourced credential management

Reduce agency help desk requirements




How Does Connect.gov

Credential Service Providers

[ Federation ]
\,QS USPS Manager

Consumer N\ connect
Accessing https @
Government = rewr—

. reaentia
Services /5(( [ Broker

Qg

Agencies’ Web Sites (Relying Parties - RP)

T T .



G&) How Does it Work: User Exper"

o Consumer navigates to Agency website that has decided to accept interoperable credentials and
identities

e Consumer chooses to use Identity Provider credential to log into the Agency website
(2 options: imbedded selector on agency page or standalone page)

Imbedded Selector Connect.Gov Sign-In Page

Exit | Frangais | Help | FAQ | Switch My Sign-In Partner | ContactUs

Connect.Gov Identity Ecosystems Made Easy
@ Federal Agency of
The United States of America
Select Sign-In Partner SIMPLE | CONVENIENT | SECURE
Sign in using your account with one of these services: ) . .
By selecting a Sign-In Partner, you are agreeing to the Terms and v It's easy to use
Conditions and Privacy Notice of briidge.net Exchange. B
Federal Agency of the United States of America is requesting with Username and Password: v We protect your privacy
and : v No passwords or personal
= information (i.e.: name, address, date
GOUSle >  PayPal ﬂ JSymantec of birth, etc.) are exchanged during

Federal Public Key Infrastructure this process without your consent
e > #AFPKI
Federsl Public Key Infrastructure

verizon

v Your Sign-In Partner won't know
= ' Torms of Use - which government service you're
i’\/;-Symamec. > \l-risign- § i GOOg[e \/ accessing and the government won't
verizon know which Sign-In Partner you're

Terms of Use Prete Croate an o using without your consent

Vrisign: PayPal

Terms and Conditions | About | Privacy Notice

o Consumer browser is routed via Connect.Gov to the Identity Provider login page (ldentity Provider
only knows it has an authentication request from FCCX and no consumer information is in the
transfer)
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G&) How Does it Work: User Ex_'

Consumer logs into the Identity Provider website and provides consent to

allow attributes to be shared IDP — Informed Attribute Consent
Already have an account? / \
Enter Your Username and Password The application you requested is asking for attribute information in order to process

* Indicates a required field your log-inrequest. Please approve the secure transmission of the values below.

Note that the requested application may not function correctly without these values.
*Username
{ First Name: John
Middle Name or Initial: Doe
Last Name: Smith

*Password
Address: 123 Christmas Way, North Pole, North Pole, 00000
{ Date of Birth :12-25-1970

Forgot your password?
— \_ D y

o |ldentity Provider sends credential assertion and attributes via the USPS
Connect broker to the requesting Agency. This is done without Connect.gov
storing any personal consumer data. Agency resolves identity to single
account utilizing attributes and may ask additional identity related questions
during initial log-in to resolve identity to a single person/account.
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* GSA

— Program Management Office
— Provides the government-wide Shared Service
— Contracts for the Identity Services

— Establishes the Identity standards via the Federal Identity &
Credentialing Access Management Office

USPS
— Provides the secure broker service
— Technology Operating Entity
— Guides technology integration
NIST

— Provides leadership and strategy as defined by the National
Strategy for Trusted ldentities in Cyberspace

Pilot Agencies
— VA, State Department, NIST, USDA



. oLOA 1 Integration }

¢ LOA 4 Integration }

.. *LOA 2/3 Integration

-~ eFully Functional
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& How Do | Get Started? (Id

We are interested in
our service being

FICAM TFS
Approved!

Program & Technical POCs

( 1. TFP Trust Criteria \
Assessment Results
2.
3.
4

~ 4-6 Weeks

Service Alert Mechanism Receive
Excellent! Let's talk Documentation of Change, Notification of
about the Incident and Problem Successful
requirements a'nd ) Management Processes FICAM TFS
he process! 5. Annual Product Release Evaluation
Plan Review and
Applicant 6. Supported Verified Attribute Applicant Sign ATOS
Applicant Bundles (for CSP/IM) MOA
7. Information Needed to Test
\ Service Interface j
Applicant submits
approval package to
FICAM TFS Program
C Verify TFP Trust BC
- Veri AM
Successful Criteria Assessment
i 2. Verify FICAM Profile -
Support
FICAM TFS 3. Verify Attribute Bundles | IEJfCAM
Adopted TFP (for CSP/IM)
\ mEcam
TFS Program reviews
documentation and _}
conducts technical
verification tests

http://www.idmanagement.gov/custom-block/ficam-tfs-approval-process
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RP Pre-qualification Technical Operational
& Approval Integration Onboarding
e Ensures the Agency e Determine selector e Includes process
infrastructure exists mechanism testing, operational
and is ready for e Determine LOA support, and
integration « Sign metadata, commercial launch
e Configuration exchange e Subscribes to ITIL v3
Checklist certificate, governance
® Request and exchange metadata,
acquire certificates sign metadata,
e Create and agree on attributes
metadata specification, etc.
\ _/ \ _/ \ _/
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G& For More Information

GSA
Jennifer Kerber - jennifer.kerber@gsa.gov (PMO)
Anil John - anil.john@gsa.gov (FICAM)

USPS
Doug Glair — douglas.p.glair@usps.gov
Angela Lagneaux — angela.m.lagneaux@usps.gov

NSTIC

Jeremy Grant — jeremy.grant@nist.gov
Naomi Lefkovitz — haomi.lefkovitz@nist.gov
Phil Lam — philip.lam@nist.gov
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