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Active Authentication

Neuromorphic Fast Pattern Recognition for Kinematic Gestures and Finger Image Authentication

The Active Monitoring of the User’s Finger Image and Habitual Motion Securely Validate their

Finger Image
(physiological signature)

Detect Epidermal Characteristics “Finger Image”
WITHOUT additional hardware,
such as a Special Finger Print Reader Button

» Correlate Finger Image to user’s fingerprint template
» Finger Image of the user is monitored as the user swipes across
the touchscreen

Touchscreen Gestures
(biometric behavior)

Exploit Habitual Touchscreen Gestures

» Habitual kinematic motion of the user is monitored based on the
user’s touchscreen gestures against learned template of user

TWO ORTHOGONAL BIOMETRICS
(Finger Image & Kinematic Gesture data)
fused for Active Authentication
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Overview - Neuromorphic Processor

M

Researc h & Development

* By applying AMI R&D’s Neuromorphic Pattern Recognition (NPR) Algorithms
implemented in software two (2) biometric modalities are used to determine a

user’s authenticity
— Habitual kinematic motion
— Epidermal features
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Active Authentication State Diagram
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Touchscreen Gestures & Finger Image Registration

h

M

Research & Development

- 2 > v - »vw - m D

FINGERPRINT
IMAGES

SecuGen Pro 20

ANDROID
GESTURE SAMPLES

DELL VENUE 7

AMI R&D FINGER IMAGE

FINGER ||
IMAGE

PROCESSING

PROCESS
FINGER IMAGES

BITMAPS

AMI R&D GESTURE

PROCESSING
PROCESS GESTURE Il
GESTURE BITMAPS ||
SAMPLES
Registrant
Information

Data Base
REGISTRANT
INFORMATION
NEUROMORPHIC
PATTERN
RAW
EECORNEEER FINGER IMAGE DATA
(NPR) ,
5 (swipes)
S
FINGER IMAGE
MATCH FILTER BITMAPS
GENERATOR ==
(MFGEN) GESTURE DATA
/” GESTURE BITMAPS
NPR —>  NPR
JEMELATE DS TEMPLATE DB
RECORDS
FINGER IMAGE
CORRELATION
RESULTS
GESTURE
CORRELATION
RESULTS

29-30 Oct 2014

DISTRIBUTION A — Approved for Public Release, Distribution Unlimited

unclassified 7



Touchscreen Gestures & Finger Image Verification

M

Researc h & Development

Om>xm-—~ w — G M X

»w o mw C

Data Base
AMI R&D FINGER IMAGE
PROCESS'NG REGISTRANT
INFORMATION
NEUROMORPHIC
CYPRESS PROCESS | Al RAW
SWIPE SAMPLES SWIPE SAMPLES ool |' EEE FINGER IMAGE DATA
(NPR) (swi
N pes)
S
FINGER IMAGE
CORRELATE BITMAPS
CYPRESS TOUCHPAD IMAGES RAW
7 (CORSIM) GESTURE DATA
AMIR&D GESTURE / GESTURE BITMAPS
PROCESSING f
PROCESS GESTURE II i NPR
ANDROID GESTURE SITVADS II TEMPLATE DB
GESTURE SAMPLES SAMPLES RECORDS
FINGER IMAGE
CORRELATION
DELL VENUE 7 RESULTS
A
S| 17 GESTURE
USER L ACTIVE AUTHENTICATION CORRELATION
VERIFIED o1 ANALYSIS i
/\N [ ANALYZE
- A CORRELATION
RESULTS
-

29-30 Oct 2014

DISTRIBUTION A — Approved for Public Release, Distribution Unlimited

unclassified 8



M

Research & Development

KINEMATIC GESTURES
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Touchscreen Gestures— Behavioral Biometric M

 Approach

— Match specific user’s habitual touchscreen kinematic gestures on an
Android device to the user’s registered gestures utilizing the AMI
Neuromorphic Pattern Recognizer (NPR) to continuously verify active
users of the device.

* Implementation

— Registration: User gesture data are obtained using a predefined script
consisting of various device activities. The data are separated into
individual gestures, categorized and processed into NPR formatted
bitmap images and entered into a template database.

— Device Operation: User interactions with the device are processed
into NPR formatted bitmap images representing unique gestures.

— User Verification: Each active unique gesture NPR formatted bitmap
image is passed to the AMI NPR and correlated against the registered
images in the user’s template database.
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Touchscreen Gestures Overview
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Touchscreen Gestures Timing —Single Gesture Verify
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USER GENERATE NPR CORRELATE
INTERACTS WITH DEVICE BITMAP IMAGES & AUTHENTICATE
DEVELOPMENT ~6 sec ~3 sec ~0.5 sec
STEP 1 —— STEP 2 —— STEP 3 —
DEPLOYMENT ~1 sec ~3 ms ~0.5 ms
\ J
|

~1.0035 sec
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Touchscreen Gestures - Sample Gesture Images
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 These images depict various overlay views of USER 018
gestures for Activity #1.
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Touchscreen Gestures - Sample Gesture Images
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These images depict various overlay views of USER 011
gestures for Activity #1
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Touchscreen Gestures - Sample Gesture Images

M

Researc h & Development

* These images depict various views of a single swipe used

during development/analysis.
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Touchscreen Gestures - Sample Data & Results
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ACTIVITY #1 USER ‘A’

User ‘A’ and User ‘B’ have noticeably different
gesture patterns for the same activity.

This demonstrates that gesture differences exist
and can be separated.
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FINGER IMAGE
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Finger Image — Physiological Biometric M

* Approach

— Match Cypress CYTK58 device touch interactions of specific users to their
actual fingerprint images utilizing the AMI Neuromorphic Pattern
Recognizer (NPR) to continuously verify active users of the device.

* Implementation

— Registration: User fingerprint images are collected utilizing an off-the-
shelf fingerprint reader. Fingerprint images are processed into a template
database in NPR format for use in the user verification process.

— Device Operation: Each user interaction with the device is processed into
individual bitmap images representing the user’s fingerprint ridges as the
user’s fingers pass over the device sensors.

— User Verification: The fingerprint ridge bitmap images obtained during
device operation are passed to the AMI Neuromorphic Pattern Recognizer
(NPR) and correlated against the registered images in the user’s template
database.
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Finger Image Development Process Overview
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Finger Image Development Process

Data Collection Phase

Data Processing Phase

Register

Fingerprints

Data Analysis/Storage Phase

Template database
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Finger Image Overview
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Finger Image Timing M\
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PROCESS
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Finger Image — Sample Rate Analysis M

* Development platform sample rate
— 250 Hz

* Device Operation/Deployment Sample Rate
— 14.2 kHz

* Algorithm Deployment Requirements Analysis
— The average swipe rate was 92.0 inches/second

— |t was determined to accurately sample a finger image at
this rate of speed, a sample rate of 14.2 kHz is optimal

— Because this rate was calculated using the fast swipes, it is
also appropriate with any slower speed interaction with
the device, which may be more common than a fast swipe
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Finger Image — Sample Raw Data
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 The Finger Swipe Path over the sensors is plotted from the raw data
* Sensors along the Finger Swipe Path are selected for processing into finger
ridge bitmap images. (indicated by red diamond shapes)

finger path [5, 7]
&

T
Indicates
selected sensors
for processing
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g

Finger Path for a single user swipe.
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Finger Image — Sample Processed Cypress Data M\
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Sample Raw Sensor Data Processing
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NPR Finger Image Metrics M
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Neuromorphic Pattern Recognition
Valid User vs. Invalid User Metrics

Frequency
w

4
o Invalid User
m Valid User
2
0 T T T T T T T T T T T T T |
75 100 150 225 250 275 300

0 25 50 125 175 200
NPR Match Filter Output - Relative Score

More

Sample Data for Metrics: 11 Users/ 10 Swipe Bitmaps Each (out of a database of 100 Collected Users)
True/False Positive Rate: 10% at the Equal Error Rate (EER)

False Acceptance Rate: 10% at the Equal Error Rate (EER)

Time Before Decision: ~ 1 minute

Platform: Windows 8.1 64-bit OS, Intel® Core™ i5-4200U CPU @ 1.60GHz 2.30GHz with 8GB RAM
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Summary i\!

 AMI has proven that a finger image can be captured
using the existing touchscreen hardware and can
correlate this image to a finger print template

 AMI has shown that habitual gestures are unique to
a user and we are able to distinguish between users

e AMI has applied our NPR algorithm to habitual
gestures Finger swipe sample rate needs to be
increased from the development platform to make
system real-time

 Working to incorporate into either the touchscreen
controller firmware or Android kernel
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