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PERFORMER OVERVIEW AND STATUS                   

Stylometry (how people use language when they 
write) augmented by author classification and verification. Data 
fusion using stylometry, eye tracking, and other methods. 

Key Objectives 

Our objective is to develop an authentication modality that infers the 
identity of the user of a mobile device (cell phone) by analyzing the style 
and dynamics of his or her interactions with that device.  
•  Gather a large data set of text produced by routine mobile device use 

for development and testing of the modality. 
•  Develop modalities based on eye-tracking and other low-level 

interactions with the device. 
•  Adapt stylometric techniques for the authentication problem to 

validate the identity of writers by analyzing the style of their writing. 
•  Investigated authorship attribution using higher level linguistic 

sensors based on Myers-Briggs Personality Type, Handedness, and 
Gender. These sensors use character bigrams and common words for 
features, and centroid-based 1-nearest-neighbor leave-one-out 
validation for classification. 

•  Integrate known Human-Computer Interaction (HCI) modalities with a 
fusion algorithm and test. We will integrate known and novel low-level 
modalities (including eye-tracking with a fusion algorithm and test on the 
data set. We will determine where and when our modalities provide value 
added over known modalities and where and how known modalities can 
mitigate the technical and security risks.  

•  Harden our approach against active adversaries that might circumvent 
it or spoof users 

Status 
ü  Prototype data collection Android application written. 
ü  Algorithm development in progress. 
ü  Drexel IRB study approval acquired. 
ü  Phase 1 results demonstrate stylometry promising in Desktop case 
o  Phase 2 study underway for 200 subjects. 

MOBILE ACTIVE AUTHENTICATION VIA 
LINGUISTIC AND OTHER MODALITIES 
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Stream	
  of	
  user	
  ac*ons	
  (typing,	
  eye-­‐tracking,	
  touchpad,	
  etc)	
  

FAR/FRR	
  Performance 	
  Stylometry:	
  0.22	
  /	
  0.30	
  
(on	
  current	
  subset	
  of	
  subjects)	
  
GPS	
  loca;on:	
  0.15	
  /	
  0.23	
  
Applica;on	
  usage:	
  0.24	
  /	
  0.16	
  
Fused	
  sensor:	
  0.11	
  /	
  0.15	
  
	
  



Approach	
  

•  Linguis;c	
  Modeling	
  
–  Iden;fica;on	
  based	
  on	
  wri;ng	
  (Stylometry)	
  
–  Personality	
  ID	
  using	
  wri;ng	
  

•  Other	
  modali;es	
  
–  Applica;on	
  usage	
  
– Web	
  browsing	
  behavior	
  
–  GPS	
  loca;on	
  
–  Eye	
  movements	
  as	
  users	
  interact	
  with	
  device	
  

•  Fusion	
  
–  Fusion	
  of	
  modali;es	
  to	
  characterize	
  contribu;on	
  of	
  each	
  
individual	
  modality	
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Tracking	
  Applica;on:	
  
Successes	
  and	
  Challenges	
  

•  Data	
  collected	
  successfully:	
  
–  Keystrokes	
  
–  SMS	
  
–  GPS	
  
–  Images	
  
–  Web	
  history	
  
–  Applica;on	
  usage	
  
–  Gyroscope	
  

•  Challenges	
  encountered:	
  
–  Touch	
  tracking	
  
–  Eye	
  tracking	
  

•  Personality	
  tests	
  
–  A	
  demographic	
  survey.	
  
–  Myers-­‐Briggs	
  Type	
  Inventory	
  

(MBTI)	
  
–  Learning	
  Styles	
  Inventory	
  
–  Mul;ple	
  Intelligences	
  

Developmental	
  Assessment	
  Scales	
  
(MIDAS)	
  

–  Rosenberg	
  Self-­‐Esteem	
  Scale	
  
–  NEO	
  Personality	
  Inventory	
  (NEO-­‐PI)	
  
–  HEXECO	
  



Tracked	
  Behavioral	
  Biometrics	
  (Part	
  1)	
  
Applica*on	
  usage:	
  

Web	
  history:	
  

GPS	
  Loca*on:	
  



Tracked	
  Behavioral	
  Biometrics	
  (Part	
  2)	
  
Conversa*ons	
  (SMS,	
  Skype)	
  

Gyroscope	
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Mobile	
  Dataset	
  

•  This	
  sec;on	
  will	
  show:	
  
– How	
  tracked	
  data	
  is	
  processed	
  and	
  organized.	
  
– Sta;s;cs	
  on	
  the	
  collected	
  data.	
  
– Sta;s;cs	
  on	
  the	
  personality	
  tests.	
  



Processing	
  Tracked	
  Data	
  
Raw	
  data	
  from	
  KidLogger	
  app	
  

Extract	
  
features	
  

Store	
  in	
  
JSON	
  format	
  

Associate	
  with	
  subject	
  
id	
  in	
  MySQL	
  database	
  

User	
  1	
  

User	
  2	
  

User	
  n	
  User	
  n	
  

User	
  200	
  

…	
  

…	
  

MySQL	
  
Database	
  



Status	
  of	
  Data	
  Collec;on	
  

•  174	
  subjects	
  enrolled	
  with	
  more	
  than	
  2	
  weeks	
  of	
  
data	
  already	
  collected	
  for	
  each.	
  

•  113	
  subjects	
  with	
  more	
  than	
  30	
  days	
  worth	
  of	
  data.	
  
•  26	
  subjects	
  scheduled	
  to	
  be	
  enrolled	
  in	
  study.	
  
	
  
The	
  following	
  slides	
  provide	
  some	
  staAsAcs	
  and	
  
preliminary	
  analysis	
  on	
  the	
  data	
  collected	
  from	
  the	
  174	
  
subjects	
  already	
  enrolled.	
  



Sta;s;cs	
  on	
  Data	
  Collected:	
  
GPS	
  Loca;ons	
  

Average	
  locaAons	
  sampled:	
  19	
  loca(ons	
  per	
  user	
  per	
  day	
  



Sta;s;cs	
  on	
  Data	
  Collected	
  
•  Average	
  GPS	
  loca;ons:	
  

	
  19	
  loca*ons	
  per	
  user	
  per	
  day	
  
•  Average	
  SMS/Chat	
  messages:	
  

	
  28	
  messages	
  per	
  user	
  per	
  day	
  
•  Average	
  websites	
  visited:	
  

	
  14	
  websites	
  per	
  user	
  per	
  day	
  
•  Average	
  apps	
  (duplicates	
  included)	
  launched:	
  

	
  79	
  apps	
  launched	
  per	
  user	
  per	
  day	
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Preliminary	
  Results	
  for	
  
Par;al	
  Mobile	
  Dataset	
  

•  Dataset:	
  174	
  
•  Dura*on:	
  2-­‐4	
  weeks	
  of	
  data	
  for	
  each	
  
•  Performance	
  cross	
  valida;on	
  parameters:	
  

–  Training	
  set	
  size:	
  60%	
  
–  Fusion	
  characteriza;on	
  set	
  size:	
  20%	
  
–  Tes;ng	
  set	
  size:	
  20%	
  

•  Time	
  to	
  authen;cate:	
  10	
  minutes	
  
•  Performance	
  (sAll	
  being	
  analyzed)	
  

–  FAR/FRR	
  for	
  GPS	
  loca;on:	
  0.06	
  /	
  0.08	
  
–  FAR/FRR	
  for	
  applica;on	
  usage:	
  0.12	
  /	
  0.19	
  
–  FAR/FRR	
  for	
  fused	
  sensor:	
  0.06	
  /	
  0.06	
  
–  Eye	
  tracking	
  and	
  full	
  stylometric	
  analysis	
  pending.	
  



Mobile	
  TwiXer	
  Corpus	
  

•  Collected	
  feeds	
  from	
  249	
  users	
  

•  Filter	
  data	
  to	
  contain	
  only	
  tweets	
  from	
  mobile	
  
sources	
  (Android,	
  iPhone,	
  Blackberry,	
  etc.)	
  

•  Average	
  567	
  mobile	
  tweets	
  per	
  user	
  

•  Scraped	
  using	
  the	
  TwiXer	
  API	
  



Stylometry	
  on	
  Microtext	
  Data	
  

•  Microtext	
  documents	
  
– Tweets,	
  SMS	
  Messages,	
  short	
  emails	
  etc.	
  	
  

•  Randomly	
  arrange	
  authors	
  
•  Break	
  them	
  into	
  groups	
  of	
  15	
  
•  Group	
  these	
  tweets	
  by	
  1,	
  5,	
  10,	
  20,	
  30	
  
•  Features:	
  Writeprints	
  Feature	
  Set	
  



Results:	
  Microtext	
  Corpus	
  

Group	
  Size	
   	
  Accuracy	
  (TP)	
   FP	
  Rate	
  
1	
   48.75200667	
   0.071284884	
  
5	
   80.55229667	
   0.021704068	
  
10	
   88.72031667	
   0.012703128	
  
20	
   94.13021333	
   0.006378687	
  
30	
   95.34706	
   0.005006918	
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Results	
  2:	
  Stylometry	
  on	
  Microtext	
  

•  TwiXer	
  Corpus	
  	
  
–  Accuracy:	
  55.7%	
  
–  Chance:	
  	
  .4%	
  	
  

•  P1	
  Ac;ve	
  Authen;ca;on	
  Corpus,	
  By-­‐User	
  
–  80	
  character	
  chunks	
  	
  	
  

•  Accuracy:	
  40.8%	
  
•  Chance:	
  1.25%	
  

–  60	
  character	
  chunks	
  	
  	
  
•  Accuracy:	
  33.8%	
  
•  Chance:	
  	
  1.25%	
  

–  40	
  character	
  chunks	
  	
  	
  
•  Accuracy:	
  25.6%	
  
•  Chance:	
  1.25%	
  



Singaporean	
  English	
  SMS	
  Corpus	
  

•  We	
  have	
  acquired	
  an	
  SMS	
  corpus	
  from	
  Singapore	
  
•  The	
  language	
  was	
  English	
  
•  We	
  cleaned	
  up	
  all	
  messages	
  with	
  less	
  than	
  50	
  
characters	
  

•  There	
  were	
  202	
  authors	
  with	
  an	
  average	
  of	
  90	
  
tweets	
  per	
  author	
  

•  Best	
  performing	
  method	
  had	
  a	
  result	
  of	
  47.94%	
  
accuracy	
  (9273	
  /	
  19342)	
  
–  Chance	
  is	
  .495%	
  



Stylometry	
  Verifica;on	
  on	
  P2	
  
Mobile	
  Data	
  

•  Verifica;on	
  is	
  an	
  open-­‐class,	
  one-­‐to-­‐one	
  detec;on	
  
method	
  
–  AXribu;on	
  is	
  closed-­‐class	
  one-­‐to-­‐many	
  
–  Essen;ally,	
  verifica;on	
  asks	
  “is	
  this	
  user	
  person	
  x,	
  yes	
  or	
  
no?”	
  

•  Using	
  LOO	
  we	
  sequestered	
  a	
  por;on	
  of	
  the	
  data,	
  
then	
  using	
  the	
  rest	
  of	
  the	
  data	
  we	
  built	
  a	
  distractor	
  
set	
  and	
  generated	
  a	
  threshold	
  for	
  each	
  user	
  

•  Time	
  to	
  authen;cate:	
  1	
  minute	
  of	
  keystrokes	
  
•  FAR:	
  0.22	
  
•  FRR:	
  0.30	
  



TwiXer	
  MBTI	
  Corpus	
  

•  We	
  have	
  generated	
  a	
  tweet	
  corpus	
  for	
  each	
  Myers-­‐
Briggs	
  personality	
  type.	
  (16	
  types	
  in	
  total)	
  

•  The	
  language	
  was	
  English	
  
•  There	
  were	
  234	
  authors	
  with	
  an	
  average	
  of	
  1500	
  
tweets	
  per	
  author	
  

•  Best	
  performing	
  method	
  had	
  a	
  result	
  of	
  20.88%	
  
– Base	
  accuracy	
  is	
  6.25%	
  

•  Single-­‐category	
  classifica;on	
  average	
  accuracy	
  was	
  
59.8%	
  



P1	
  Personality	
  Results	
  
•  P1	
  Ac;ve	
  Authen;ca;on	
  Corpus,	
  MIDAS	
  Categories	
  

–  80	
  character	
  chunks	
  
•  Accuracy:	
  42.2%	
  
•  Chance:	
  11.1%	
  

•  P1	
  Ac;ve	
  Authen;ca;on	
  Corpus,	
  MBTI	
  
–  200	
  character	
  chunks	
  

•  Accuracy:	
  68.92%	
  
•  Chance:	
  50%	
  

•  P1	
  Ac;ve	
  Authen;ca;on	
  Corpus,	
  Self	
  Esteem	
  
–  80	
  character	
  chunks	
  

•  Accuracy:	
  49.01%	
  
•  Chance:	
  20%	
  

•  P1	
  Ac;ve	
  Authen;ca;on	
  Corpus,	
  Learning	
  Styles	
  
–  80	
  character	
  chunks	
  

•  Accuracy:	
  48.51%	
  
•  Chance:	
  14.29%	
  



P2	
  Personality	
  Results	
  
•  P2	
  Ac;ve	
  Authen;ca;on	
  Corpus,	
  MBTI	
  

–  Individual	
  Messages	
  
•  E/I	
  

–  Accuracy:	
  89.38%	
  
–  Chance:	
  50%	
  

•  N/S	
  
–  Accuracy:83.23%	
  
–  Chance:	
  50%	
  

•  T/F	
  
–  Accuracy:	
  94.26%	
  
–  Chance:	
  50%	
  

•  J/P	
  
–  Not	
  enough	
  data	
  for	
  analysis	
  



Eye-­‐Tracking	
  
•  Features	
  

–  Fixa*ons:	
  We	
  look	
  at	
  things	
  by	
  fixa;ng	
  on	
  them	
  
(holding	
  it	
  rela;vely	
  s;ll	
  for	
  200-­‐600	
  ms)	
  

–  Saccades:	
  Between	
  fixa;ons	
  our	
  gaze	
  jumps	
  (called	
  saccades).	
  
These	
  last	
  30-­‐120	
  ms.	
  

–  Scanpath:	
  A	
  sequence	
  of	
  saccade,	
  fixa;on,	
  saccade.	
  

•  Required	
  algorithm	
  characteris*cs:	
  
–  Does	
  not	
  require	
  calibra;on	
  
–  Robust	
  to	
  low-­‐light	
  condi;ons	
  
–  Robust	
  to	
  occlusions	
  

•  Our	
  implementa*on:	
  
–  OpenCV	
  
–  C++	
  

©Evangelos	
  Skodras	
  and	
  Nikos	
  Fakotakis	
  



Preliminary	
  Results	
  

•  Dataset:	
  60	
  subjects	
  
•  Dura*on:	
  10	
  minutes	
  of	
  ac;ve	
  use.	
  
•  Training	
  on	
  6	
  minutes,	
  characteriza*on	
  on	
  2	
  
minutes,	
  and	
  tes*ng	
  on	
  2	
  minutes	
  

•  Performance:	
  
–  Eye	
  tracking	
  

•  FAR/FRR:	
  0.28	
  /	
  0.22	
  
–  Eye	
  tracking	
  fused	
  with	
  Gyroscope	
  

•  error	
  rate:	
  0.14	
  /	
  0.17	
  


