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My Vantage Point 

Royal Hong Kong Police, Commercial Crime Bureau 

Visa International, Asia Pacific Region 

Ci#group	
  (formerly	
  Ci#bank), Global Consumer Bank 

JPMorgan Chase, Consumer 



Issues 

“Identity Theft” - misnomer 

Synthetic Identities - poorly understood 

Meaning of identity is confused and confusing 

Data breaches - costly compliance nightmare 

Risk-based inferred system of identity 



Iden%ty  The+




Iden%ty  The+


We	
  don’t	
  have	
  a	
  problem	
  with	
  
Iden4ty	
  The7.	
  

	
  
We	
  have	
  a	
  problem	
  with	
  
impersona2on.	
  



	
  

Our	
  data	
  is	
  out	
  there.	
  Get	
  over	
  it!	
  
	
  



	
  

Our	
  data	
  is	
  out	
  there.	
  Get	
  over	
  it!	
  
	
  

To	
  manage	
  risk	
  under	
  any	
  other	
  
assump4on	
  is	
  simply	
  irresponsible.	
  



Synthe%c  Iden%ty


A	
  Synthe4c	
  Iden4ty	
  does	
  not	
  
necessarily	
  resolve	
  back	
  to	
  a	
  
unique	
  carbon-­‐based	
  life	
  
form.	
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If	
  we	
  have	
  gold	
  standard	
  locks,	
  	
  
we	
  must	
  know	
  to	
  whom	
  we	
  are	
  giving	
  gold	
  standard	
  keys.	
  	
  



Know  Your  Customer  (KYC)




Inferred  System  of  Iden%ty






Synthe%c  Iden%ty  Crea%on


Fraudsters	
  embrace	
  social	
  media.	
  

Criminals	
  are	
  pa4ent.	
  
	
  
	
  

They	
  are	
  prepared	
  to	
  cul4vate	
  IDs	
  over	
  months	
  and	
  years	
  from	
  self-­‐
reported	
  data	
  held	
  by	
  major	
  commercial	
  aggregators.	
  



What  Is  Iden%ty?




We	
  are	
  who	
  our	
  mother	
  know	
  us	
  to	
  be.	
  

So,  who  are  we  really?  




Confiden4al	
  and	
  Proprietary	
  



Data  Breaches  in  the  United  States




How	
  we	
  filter	
  what	
  we	
  see	
  in	
  today’s	
  world,	
  
affects	
  what	
  ac4ons	
  we	
  choose.	
  



Iden%ty  Models 



HSBC	
   hRp://agratech.blogspot.com/2012/10/id-­‐card-­‐access-­‐card-­‐matric-­‐card.html	
  



Iden%ty  Ecosystems 



Example:	
  
Iden.ty	
  Ecosystem	
  Steering	
  Group	
  



Individuals	
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Groups	
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HSBC	
  



What’s  the  End  Game?


Tokenized	
  iden4ty	
  ecosystems	
  must	
  validate	
  both	
  the	
  token	
  and	
  the	
  token	
  user,	
  
each	
  4me	
  an	
  iden4ty	
  cri4cal	
  interac4on	
  takes	
  place.	
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