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My Vantage Point

Royal Hong Kong Police, Commercial Crime Bureau
Visa International, Asia Pacific Region
Citigroup (formerly Citibank), Global Consumer Bank

JPMorgan Chase, Consumer






ldentity Theft




ldentity Theft

We don’t have a problem with
ldentity Theft.

We have a problem with
impersonation.




Our data is out there. Get over it!



To manage risk under any other
assumption is simply irresponsible.






If we have gold standard locks,
e must know to whom we are giving gold standard keys.



Know Your Customer (KYC)

1. \
ESTABLISH ID

VERIFICATION 2.




Inferred System of |dentity

W eige






Synthetic Identity Creation

Criminals are patient.

They are prepared to cultivate IDs over months and years from self-

reported data held by major commercial aggregators.

Fraudsters embrace social media.



What s Identity?
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We are who our mother know us to be.




EBay asks 145 million users to change |
| passwords after cyber attack

CYBERSECURITY
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JPMorgan cyberattack hits 76M
households

CNBC.com staff | @CNBC
Friday, 3 Oct 2014 1:51 AM ET
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500M records stolen in 12 months

“You're go

hacked FBI tells

BUSINESS

“We’re in a day when
a person can commit

the @bout 15,000 bank

robberies sitting in
their basement.”

Robert Anderson, FBI

About 35% of the thefts were
from website breaches, 22% were

even realize they had been

m 14% oc-
curred at the point of sale when
someone bought something at a
retail store, and 9% came when
someone swiped a credit or debit
card, the FBI said.

Home Depot's 56 Million Card Breach Bigger Than Target's

'Unique, Custom-Built Malware' Eliminated From Retailer's Systems After Five-Month Attack on Terminals

hacked until they were told by in-
, vendors or custom-
ers, according to a recent study by
Verizon cited by Pawlenty.
Businesses need to reach out
to the FBI and Secret Service for
tips on how to protect their data
ms,




Data Breaches in the United States

Number of reported incidents (in thousands)
30

25,566

2000 2010 2011 2012 2013
Fiscal year
Source: GAO anaivsis of US.CERT data for fiscal vears 2000-2013



How we filter what we see in today’s world,
affects what actions we choose.

a i '
‘e



ldentity Models

Pediatric Patient ID

Your DNA will 4 3_5 T~
aco ones
be your data. Patient ID #: 750101
DOB: 08/01/2003
[ Sex: M

— ]

expires 09/2004




ldentity Ecosystems
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Example:
Identity Ecosystem Steering Group



Collaboration




| Your DNA will
| be your data.




What’s the End Game?

Tokenized identity ecosystems must validate both the token and the token user,
each time an identity critical interaction takes place.
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