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  Cer$fica$on	
  Training	
  for	
  E-­‐PACS	
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•  	
  Why	
  this	
  program	
  is	
  created	
  
•  	
  Why	
  agencies	
  are	
  requiring	
  this	
  cer$fica$on	
  
•  	
  Who	
  will	
  benefit	
  from	
  aXending	
  the	
  course	
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CSEIP	
  program	
  goal	
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•  Enhance	
  “Right	
  First	
  Time”	
  success	
  rate	
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Very	
  different	
  from	
  tradi$onal	
  PACS:	
  Site-­‐centric	
  
creden$al	
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New	
  	
  approaches	
  

5	
  



Property	
  of	
  Smart	
  Card	
  Alliance	
  –	
  CSEIP	
  2014	
  

FBI CBP 

FICAM	
  ePACS:	
  Iden$ty	
  centric	
  creden$al	
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Interoperability: 
•   Issuers 
•   Agencies 

IRS 

DoD 

DoD 

DoD 
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Ø  	
  	
  Interoperability??	
  	
  
Ø  	
  	
  FASC-­‐N,	
  UUID??	
  
Ø  	
  	
  Resistance	
  to	
  manipula$on,	
  cloning??	
  
Ø  	
  	
  E	
  authen$ca$on??	
  
Ø  	
  	
  Assurance	
  in	
  ID??	
  
	
  

PACS	
  adapt	
  to	
  PIV	
  High	
  Assurance	
  Cards	
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PACS	
  –	
  Adap$ng	
  to	
  FICAM	
  view	
  of	
  Trust	
  

8	
  

CA	
  

•  GSA	
  	
  APL	
  Require	
  new	
  PACS	
  processes:	
  
§  Signature	
  Checking	
  of	
  Signer	
  
§  Challenge/Response	
  to	
  Card	
  
§  Cer$ficate	
  Check	
  with	
  Path	
  Valida$on	
  
§  All	
  Require	
  FIPS	
  140-­‐2	
  Somewhere	
  in	
  the	
  “System”	
  

•  Must	
  Validate:	
  
§  Cardholder	
  
§  Card	
  
§  Creden$al	
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FICAM	
  Roadmap	
  Overview	
  of	
  PACS	
  within	
  the	
  Overall	
  
Infrastructure	
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  Impact	
  of	
  High	
  assurance	
  creden$al	
  on	
  PACS	
  

§  Migra$on	
  to	
  compliance	
  
§  SCA	
  PACS	
  Migra$on	
  paper	
  
§  Implementa$on	
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Founda$ons	
  for	
  APL	
  Approved	
  PACS	
  

	
  
PACS	
  

Bridge	
  CAs	
  

Cer$ficate	
  Authori$es	
  

Digital	
  Cer$ficates	
  

PKI	
  

Cryptography	
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  Sponsored	
  

Interna$onal	
  Government	
  

Commercial	
  

Shared	
  Service	
  Provider	
  

Raytheon	
  

The	
  Boeing	
  Company	
  

Carillon	
  

Northrop	
  Grumman	
  

Lockheed	
  Mar$n	
  

EADS	
  

SITA	
  

Exostar	
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DST	
  ACES	
  CA	
  

Entrust	
  NFI	
  Root	
  
ORC	
  NFI	
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  2	
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ORC	
  Root	
  2	
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Bridge	
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Cer$Path	
  
Bridge	
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SAFE	
  
Bridge	
  

Cer$Path	
  Root	
  
CA	
  

Veterans	
  Affairs	
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PKI	
  Policy	
  Mapping	
  Uses	
  Transi$ve	
  Trust	
  

•  My	
  cer$ficate’s	
  policy	
  OID	
  
§  1.3.6.1.4.1.1.16304.3.6.2.20	
  

•  My	
  trust	
  anchor’s	
  cer$ficate	
  policy	
  OID	
  
§  2.16.840.1.101.3.2.1.3.18	
  

•  Can	
  I	
  find	
  a	
  path	
  of	
  cer$ficates	
  where	
  
§  A	
  =	
  B	
  =	
  C	
  =	
  D	
  such	
  that	
  	
  
§  1.3.6.1.4.1.1.16304.3.6.2.20	
  =	
  B	
  =	
  C	
  =	
  …	
  =	
  
2.16.840.1.101.3.2.1.3.18?	
  

13	
  



Property	
  of	
  Smart	
  Card	
  Alliance	
  –	
  CSEIP	
  2014	
  

Threats/Countermeasures	
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•  Performing signature checks and private key challenges at enrollment is not sufficient to 
achieve these levels of assurance.  They must be done at the time-of-access.   

•  Revocation checking for FASC-N and CHUID modes must be done using the PIV 
authentication certificate. 

Auth Modes ê Revoked Counterfeit 
or Altered

Copied or 
Cloned

Lost or 
Stolen Shared Auth 

Factors
SP 800-116 

Security Area

Chip Serial # None Uncontrolled

FASC-N/UUID ü None Uncontrolled

CHUID+VIS ü ü 1 Controlled

PKI-CAK ü ü ü 1 Controlled

PKI-AUTH ü ü ü ü 2 Limited 

PKI-AUTH+BIO ü ü ü ü ü 3 Exclusion 

Secures against cards that are
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New	
  demand	
  environment	
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Security	
  

IT	
  

Funding	
  

Procure
ment	
  

•   Increased number of stakeholders 

•   Coordination  

Compliance	
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Communica$on	
  

•   New vocabulary, terminology 
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Requirements	
  avalanche	
  

Ø What	
  are	
  the	
  rules	
  
Ø  FIPS	
  201-­‐2	
  
Ø  SP	
  800	
  Documents	
  
Ø  OMB	
  M	
  06	
  -­‐18	
  
Ø  PIV	
  in	
  E-­‐PACS	
  
Ø  FRTC	
  
Ø  ADA	
  508	
  

Ø  Agency	
  
Ø  FISMA,	
  C&A	
  
Ø  Authen$ca$on	
  
Ø  Authoriza$on,	
  Provisioning	
  

Ø  Local	
  considera$ons	
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Enhance	
  understanding	
  of	
  opera$on	
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PRESENT CARD 
(HolderV) Connect 

Begin Transaction 
Select Application 

Select Application 
PIV Card App ID and 
Version Read Value (Card Auth 

Certificate) Read Card Auth 
Certificate Card Auth Certificate 

Returned 

RETRIEVE CARD 
AUTH 

CERTIFICATE VALIDATE 
CERTIFICATE 

(Signature, Expiration 
and Revocation) 

(CredV) 

REJECT 

VERIFY SIGNED 
DATA  - card 

possesses private 
key 

(CardV) 

REJECT CARDHOLDER 
AUTHENTICATED 

No Yes 

Validatio
n 

PIV Application 
on Local 
System 

API PIV Card Edge 

End Transaction 
Disconnect 

Revocatio
n 

Request Card 
Signature 

Sign Nonce 
Signed Nonce Returned 

RETRIEVE Algorithm 
ID and Key Size for 
Signature Request 

•  Authen$ca$on	
  using	
  CAK	
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Agenda	
  

19	
  

•  Objec$ves	
  
•  Founda$ons	
  of	
  GSA	
  APL	
  Approved	
  PACS	
  

§ Major	
  system	
  differences	
  to	
  support	
  Public	
  Key	
  Infrastructure	
  
(PKI)	
  

§  Biometrics	
  
§  High	
  Assurance	
  Creden$als	
  
§  FICAM	
  PIV	
  in	
  E-­‐PACS	
  

•  Hands	
  On	
  Lab	
  Day	
  2	
  
§  PKI	
  configura$on	
  for	
  APL	
  Approved	
  PACS	
  
§  Hands-­‐on	
  	
  

•  Day	
  three	
  
§  Exam	
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Summary	
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• Get	
  it	
  “Right	
  the	
  first	
  $me”	
  
• New	
  thinking	
  
• Avoid	
  costly	
  post	
  installa$on	
  changes	
  
• Enhance	
  communica$ons	
  
§ Common	
  language,	
  terminology	
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