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What is TSCP?

* TSCP is the Transglobal Secure Collaboration Program

established in 2002. TSCP is a non-profit 501(C)(6) technical
association.

<

Governance

* Government-Industry Partnership is focused on mitigating the
risks, complexity, cost of IT inherent in large-scale, collaborative

programs that span national jurisdictions. TSCP provides: ”
\ Information
Federation . Data
* Influence to drive a common approach and specifications _ Identity and ESINEE
* Efficiency of working together on a common problem Access
* Lower costs of development and implementation — Management
leverage common solutions
* Requirements, architecture, prototypes, deployed g—
capabilities. Compliance ITAR
EnabF;ement Expor:;
» TSCP Defense IT companies have invested over $400M into \ _ Q’"tm -
internal federated systems using TSCP’s common operating

rules and specifications.

Common Framework for Federated Collaboration
Key focus is on providing the mechanism and governance for:

*  Trust. Member companies’ and governments’ users digital identities can be
trusted by others.

* Identity Assurance. Trusted authority assures that its users with cross-certified-
enabled digital identities are who they say they are.

* Interoperability through Federation. Member companies and credentials are

interoperable across the industry and government. =S
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What Has TSCP Accomplished?

-5 SPECIFICATIONS DEVELOPMENT. Develops common specifications for
secure collaboration solutions across the TSCP membership that align to
government requirements. The specifications fall into these categories:

e Secure information exchange

* Identity credentials/digital identities and attributes
e Federated identity

e Information assurance

e Data labeling and protection and ITAR/Export

1/ VALIDATION THROUGH REFERENCE LAB Before TSCP publishes its

‘-, GOVERNANCE. Establishes policy and governance for TSCP Solutions.
e Interoperable Identity Federation Trust Framework

e Common Operating Rules

e Legal Framework & Allocation of Liabilities

e Accreditation & Trustmark

., FEDERATED HUB. Hosts a Federated Hub for TSCP Membership that enables
secure collaboration between TSCP membership and government customers.
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Benefits for the Supply Chain

* Information Security TSCP extends chain of trust to the supply chain.

* Regulatory Compliance

« Compliance with chain, there are approximately 300,000 supplier

International companies working on government s?ﬁvﬂzt:rr;a“.nna:;sgm.etym

Collaborative cont-rgcts, | rep_re_sentl ng roughly 3 to [ Qe eragement

Agreements 4 million individuals. ) BRI

« Multi-tier Visibility & Process Management
* One-Time Spend on Sourcing ecure Collaboration ~ ~— — — T
. « Supplier Directory = Bid Analysis . iﬁ?cezs rpanaggr;lent andtrouting .
0 . + File sharing and document managemen
Id en t I ty & : g;;l:nl;cc!l;{lfgions Integrated Request for Quote - Joint propogal managemant g
AU t h e n tl C atl O n fo r . Zrotduct ?nd desi(?n collabor?tion y
Focuremen + Net meetings and concurrent working

Third Parties 'S~ ¢ Nt

* Reduced Acquisition Onine Catalog Sales
-
Costs
H I-Ide;ty;a n-a;e n: nt X
« Strengthened Trading |- Ererprise ki cracenai ssu
. . d t soft
Part ner Rel atl ons h I p S l. gr;_drgfnnggdegzrc;eﬁ: ransactional Exchange
| issuance service Supplier Web Portal
. * Secure E-mail Enablement » Supplier On-boarding & Enablement

e Secure Information | - Multi-enterprise Single Sign-on y - B2B Integration/Data Translation Services

S h ar I n g L_Se(ﬂe V_&)rldliwﬂldﬂ)rﬂil\ﬂﬂagﬂleri Support Services
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A&D companies are responsible for vetting their supply
chain. At any given time within the A&D global supply-

* Premier « Standard + Enhanced

‘;JTS CP


F:/CIO Forum Presentations 06-10-09/NGC SupplyChain_ext_061808.exe

I Alignment to Strategic Government Roadmaps
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Federal CIO Council - TSCP Industry Standards Body

CEELEXXXEL
NIST © LTS e

Federal Identity, Credential, and Access Management,
(FICAM) Roadmap and Implementation Guidance - Cites

Identity, Credential, and Access Management
Segment Architecture

What is Identity, Credential, and Access Management (ICAM)?

ICAM represents the intersecton of Gtal entes (and associated atrbutes) credentas, and 3ccess.
A

industry guid: and bodies to
include T) 0 Secure Ci ion Program
Key KAl Senicn (TSCP),
‘s
- gt e industry p ip specifi f don

facilitating solutions for Aerospace and Defense (A&D)
issues. Currently working on identity federation issues in
i ional defense and pace prog

CertiPath Trust Fabric
The Roadmap [ A€ svstems IARSILEd u:,%)us //F:l
Raytheon

crecenta,
programs and how the Excutive Branch of he Federal Government wil ieract wih exemal
nnicsals

For more i visit www.i
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Mapping US DoD Goals to TSCP Strategic Goals

Enable collaboration compliant with
export control and relevant policies
and company Intellectual
Property protection policies.

Enable secure information sharing
within and between
industry and governments.

DOD Business Process Modeli DOD Business Rules
Common Vocabulary iy S I: P Technical infrastructure Standards

TRANSGLOBAL SECURE i
COLLABORATION PROGRAN Information Assurance Standards

Define a set of interoperable specifications
and solutions that enables re-use in a cost
effective manner across multiple programs.

Make TSCP specifications and solutions
a standard in the A&D community.

DOD Service Oriented Architecture

e e
==Y

PAGES | CONFIDENTIAL | TSCP| Dennis Wiznosky US DoD DCMO BMA CTO & Chief Architect &

TSCP Partnering with FAA & Aviation Tech Park

Network Isolation and Boundary Protection & Enclaves

Partnering to Achieve NextGen

Fodoral Laboratory Academia

e ; TS B P
SERVICES
NASSYSTEM ") an/|  crsns, encrypton, e
VPNs, ete) et

TRANSGLOBAL SECURE

NAS OPS IP WAN Ot ot COLLABORATION PROGRAM
Agencios. Industry
NAS SYSTEM LAN
BOUNDARY
PROTECTION
GATEWAYS
Firewalls, DMZs, External External System
lApplication Proxies, Connections
letc.

(Internet, Private Line, etc)

LACCS is focused on the near term use of PIV cards within the FAA
Administrative application domain to include AD in the FAA.gov and other
domains for network logon internally as well as Lotus notes and attempting to
get approval to move forward with the Logical Access and Authorization Control
Service program. The program office has nut been getting the cooperation
necessary from the LOBs that own/control the IT infrastructure. LOBs address
sing both Admin and the NAS suggesting we can leverage investment to satisfy
both. Additionally each major LOB has it's own roadmap. And have been trying
to align them around a set of Enterprise security services -
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Admin Systems Advmv?,;s"mve

Mapping TSCP Strategic Goals to

MODIS Four Effects
TSCP MODIS

Goal 1: Enable secure information Accessibility & Trust — Simplify and
sharing within and between “ standardise to ensure information
industry and governments accessibility and integration

Goal 2: Enable collaboration
compliant with export control and
relevant policies and company IP
protection policies

Goal 3: Define interoperable Value for Money — Exploit
specifications and solutions that technology and “sweat our assets”

Information Exploitation — Enable
maximum utility of information in
compliance with policy and
standards

enable re-use in a cost-effective to provide optimum return on
manner across multiple programs investment

Goal 4: Make TSCP specifications
and solutions a standard in the
A&D community

Strategic Alignment — Overcome
challenges to interoperability
through international alignment

| TSCP




Federation and Mission Support

TSCP Operational Bridge LOA 2 - LOA 4

Programs / Operations

TSCP Member IdP(s) e i T R

ISR Data Dissemination
H A == UAVC2
\ Issue identities/ — Link16 Track Exchange
ATC Comm 0

credentials to
users &

JTIDS Equipped
National Air Assets

) - Company n

Company 1

Company 2

Company 5

Company 3

Company 4

: G - E
— Y—J
Routes authentication

requests and responses

Qﬂ RPs and IdPs.

E;:) __- z

Interoperable Na‘ﬁ&hﬂ
Ground Stations

Government
Agencies Portals

Applications

International
Governments
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Use Cas

e1:

Multi-Layer Security across the enterprise

Multi-Layered approach to provide additional security layers across our networks,

Local or
Remote
User

(/-—bi‘
-

Corporate Access
Card User
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Building
Access

T

— PIV-I Credentials

systems, facilities, data, intellectual property and information assets

Remote & Credential & Network
Desktop Rights Controls
Login Management

(/-—bi‘ \
b=
) (I 111

Credential
Management
— Centralized Data
Public Key Monitoring &
Infrastructure Protection
_ Systems
G G
7 F._J
— | ,7 Internet / Intranet I
\_/ &
Privilege LA ]
Management -
Automated

Live Link I
SharePoint/ Site Minder I
Web Portals I

Provisioning

Authentication

nwzO0——=H>»0—" TTU> =>»0-—

Host-Based — —
Intrusion Email Services
tection

|—| Directory Services I

GjrscP

¢, TSCP Common Operating Rules
e o
and Specifications



Scenario: Netherlands Ministry of Defence (NL MoD), a Boeing customer of
the fictional X-Heli helicopter, is proceeding to acquire more helicopters.
Several organizations (Boeing, NL MoD, NLR — National Aerospace
Laboratory) must collaborate on the design, requirements, lest,
and certification.

IDENTITY FEDERATION
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Use Case 3:

PIV-l into Adjacent Markets: Financial & Retail Sectors

Applications

Online Access
(examples)

Physical World

/ John \

¢, Trust Framework
Retail

B2G
B2B
c28

Authoritative
Attribute Sources
(AA)

Identity Attribute Exchange
Providers | N k (AXN)
(IDP)

Devices ' | '

TSCP Pilots

s USERS HAVE ONE or FEW SECURE CREDENTIALS. Users may reduce the
number of credentials needed for online transactions. With federation, they
can select one secure credential for access to all of their retail applications.

*  FINANCIALINSTITUTIONS ARE RELYING PARTIES ONLY WITH ABILITYTO
ACCEPT STRONG CREDENTIALS. Financial institutions only manage
authentication and access to their applications. Through federation, they are
able to accept one (or more) strong credential and lower level credentials for
applications not requiring secure authentication.

Credentials

L

*  FINANCIALINSTITUTIONS DON'T ISSUE OR MANAGE CREDENTIALS AND
MAINTAIN ONLY A SINGLE EXTERNAL CONNECTION. Financial institutions no
longer need to issue credentials. They don’t manage external credentials nor
multiple connections. They maintain a single connection to a federated
service for acceptance of credentials.
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Use Case 4:

TSCP Trust Framework Information Sharing Exchange

5 TSCP Trust Framework

Data Consumers
Federal

Data Access GIS Layer
Controls Access

Information Sharing
Exchange Cloud
Environment

/Identity Claims Providers

N\ N\
N\ N\

Higher Level Credential

Commercial State Government
Identity Providers Identity Providers
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Questions?

TSCP Inc.

Keith Ward | President and CEO

8000 Towers Crescent Drive, Suite 1350, Vienna, VA 22182
(M): (703) 945-9875| (F): (703) 760-7899 |

Email: keith.ward@tscp.org | www.tscp.org
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http://www.tscp.org/

