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What is TSCP? 

• Government-Industry Partnership is focused on mitigating the 
risks, complexity, cost of IT inherent in large-scale, collaborative 
programs that span national jurisdictions. TSCP provides: 

 

• Influence to drive a common approach and specifications  

• Efficiency of working together on a common problem 

• Lower costs of development and implementation – 
leverage common solutions 

• Requirements, architecture, prototypes, deployed 
capabilities. 

 
• TSCP Defense IT companies have invested over $400M into 

internal federated systems using TSCP’s common operating 
rules and specifications. 
 
 

• TSCP is the Transglobal Secure Collaboration Program 
established in 2002. TSCP is a non-profit 501(C)(6) technical 
association. 

 Common Framework for Federated Collaboration 
        Key focus is on providing the mechanism and governance for: 

• Trust. Member companies’ and governments’ users digital identities can be 
trusted by others. 

• Identity Assurance. Trusted authority assures that its users with cross-certified-
enabled digital identities are who they say they are. 

• Interoperability through Federation. Member companies and credentials are 
interoperable across the industry and government.  
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What Has TSCP Accomplished? 

SPECIFICATIONS DEVELOPMENT. Develops common specifications for 
secure collaboration solutions across the TSCP membership that align to 
government requirements. The specifications fall into these categories:  

• Secure information exchange 

• Identity credentials/digital identities and attributes 

• Federated identity 

• Information assurance 

• Data labeling and protection and ITAR/Export 

 

VALIDATION THROUGH REFERENCE LAB. Before TSCP publishes its 
specifications, the capability is in production with two or more members. 

 

GOVERNANCE. Establishes policy and governance for TSCP Solutions. 

• Interoperable Identity Federation Trust Framework 

• Common Operating Rules 

• Legal Framework & Allocation of Liabilities 

• Accreditation & Trustmark 

 

FEDERATED HUB. Hosts a Federated Hub for TSCP Membership that enables 
secure collaboration between TSCP membership and government customers.  
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• Information Security 

• Regulatory Compliance 

• Compliance with 
International 
Collaborative 
Agreements 

• One-Time Spend on 
Identity & 
Authentication for 
Third Parties 

• Reduced Acquisition 
Costs 

• Strengthened Trading 
Partner Relationships 

• Secure Information 
Sharing 

TSCP extends chain of trust to the supply chain. 
A&D companies are responsible for vetting their supply 

chain. At any given time within the A&D global supply-

chain, there are approximately 300,000 supplier 

Benefits for the Supply Chain 

companies working on government 

contracts, representing roughly 3 to 

4 million individuals.  

F:/CIO Forum Presentations 06-10-09/NGC SupplyChain_ext_061808.exe
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Alignment to Strategic Government Roadmaps 



Government 

  Agencies Portals 

Federation and Mission Support  

TSCP Operational Bridge LOA 2 – LOA 4 

TSCP Member IdP(s) 

Issue identities/ 

credentials to 

users 

Routes authentication 

requests and responses 

between RPs and IdPs.   
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Remote & 
Desktop 

Login 

Credential & 
Rights 

Management 

Network 
Controls 

Building 
Access 

Corporate Access 
Card User 

Local or 
Remote 

 User 

Host-Based 
Intrusion 

Protection 
Systems 

Strong 
Authentication 
– PIV-I Credentials 

Credential 
Management 
– Centralized 

Public Key 
Infrastructure 

User and 
Privilege 

Management – 
Automated 

Provisioning 

Multi-Layered approach to provide additional security layers across our networks, 

systems, facilities, data, intellectual property and information assets  

Data 
Monitoring & 

Protection 
Systems 

• Access Control

• Identity Management

• Provisioning

• Identity Repositories

• Transformed  

Business Processes

• Responsibility 

Changes

idAM

People Process

Technology

• Permissions Model

• Organizational 

Changes

• Training

• Compliance Monitoring

• Identity 

Management

• Permissions 

Management

• Resource 

Management

Internet / Intranet

Web Portals

Live Link

Directory Services

SharePoint / Site Minder 

SAP / People Soft

Email Services
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Use Case 1: 

Multi-Layer Security across the enterprise 
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TSCP Common Operating Rules 

and Specifications 
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TSCP Specifications &  Use Cases  



Use Case 3: 
PIV-I into Adjacent Markets: Financial & Retail Sectors 
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B2G 
B2B 
C2B 

 



Data Providers Data Consumers 

Use Case 4: 

TSCP Trust Framework Information Sharing Exchange 

 

 

Information Sharing 
Exchange Cloud 

Environment 
EOC 

Identity Claims Providers 

Commercial 
Identity Providers 

State Government 
Identity Providers 

TSCP Trust Framework 

Data Access 
Controls 

GIS Layer 
Access 

Higher Level Credential 
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ILH 
DSIF 

ILH 
DSIF 

Higher Level Credential 
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Questions? 

TSCP Inc. 

Keith Ward | President and CEO   

8000 Towers Crescent Drive, Suite 1350, Vienna, VA 22182 

(M):  (703) 945-9875| (F):  (703) 760-7899 | 

Email:   keith.ward@tscp.org  | www.tscp.org 

mailto:keith.ward@tscp.org
http://www.tscp.org/

